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Motivation

To Model as much as possible log-based Security-relevant Data using
Self-supervised Learning (SSL)
e.g., Attack log pattern, attack representational, etc.

o Environmental (infrastructure) data: web\app-server logs, web-request\HTTP logs, ...
o CTI/OSINT: e.g., vulnerabilities, weaknesses, attack Techniques and Tactics, IOCs, ...

o Runtime data: alerts, web-server logs, traffics, memory snapshots, process lists, ...

To Establish effective SSL Analytics for log-based Threat Detection/Hunting

implement over web-server logs with annotation approach:
o SSL-based Reasoning, log augmentation, Outlier/Anomaly Detection, Clustering
logs...

o NLP-based augmentation approach, Tokenization (N-gram, Skip-gram, Flex-gram),
Bag-of-Words\ semantic embedding (word2vec, TF-IDF,...), pre-trained NLP model

(cyBERT)
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https://github.com/rapidsai/clx/tree/branch-0.11/notebooks/cybert
https://openresearchsoftware.metajnl.com/articles/10.5334/jors.105/
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= Topic: Web-server log anomaly detection using SSL with NLP approach

s Questions:
o What is the best NLP augmentation technique to automate annotation?
- What is the best data structure to feed to SSL model?
- Evaluation of used NLP-based technique for predicted values to matching
o What is efficient SSL model/design is the best for Web-server log data?
- SSL representation of web-request data
- Reasoning, correlations, log parsing, mining, EDA,....
- Performance, scalability, ... SSL Analytics
n for Cybersecurity
NLP-based Self-su pervised Downstream Anomaly ggcz-_f_%%@HPIl
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Organization

Requirements:

O

O

M.Sc. Programs: Cybersecurity, IT Systems Eng., or Data Eng.
(Expected) knowledge and experiences/skills on:
- Network/System/Application security, IT/Security operations

- Web-server logs, (Big) Data science and engineering, Regex patterns,

Log Parsing(Templatization), NLP, .

Deliverables:

O

O

O

Master Thesis
running prototype
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Scientific publications on international conferences/journals (expected) SSL Analytics

Supervision:

O

O

Sec-Eng@HPI: Dr. Feng Cheng, Mehryar Majd
Cybersecurity/Data Engineering experts from our project partners

for Cybersecurity
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