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Abstract. Privacy-enhancing attribute-based credentials (PABCs) are the core ingredient to
privacy-friendly authentication systems, allowing users to obtain credentials on attributes and
prove possession of these credentials in an unlinkable fashion while revealing only a subset of
the attributes. To be useful in practice, however, PABCs typically need additional features
such as i) revocation, i) pooling prevention by binding credentials to users secret keys, iii)
pseudonyms as privacy-friendly user public keys, iv) proving equality of attributes without
revealing their values, v) or advanced issuance where attributes can be blindly carried over into
new credentials. Provably secure solutions exist for most of these features in isolation, but it
is unclear how they can be securely combined into a full-fledged PABC system, or even which
properties such a system would aim to fulfill. We provide a formal treatment of PABC systems
supporting the mentioned features by defining their syntax and security properties, resulting in
the most comprehensive definitional framework for PABCs so far. Unlike previous efforts, our
definitions are not targeted at one specific use-case; rather, we try to capture generic properties
that can be useful in a variety of scenarios. We believe that our definitions can also be used
as a starting point for diverse application-dependent extensions and variations of PABCs. We
present and prove secure a generic and modular construction of a PABC system from simpler
building blocks, allowing for a “plug-and-play” composition based on different instantiations
of the building blocks. Finally, we give secure instantiations for each of the building blocks,
including in particular instantiations based on CL- and Brands-signatures which are the core
of the Idemix and U-Prove protocols.
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Chapter 1

Introduction

Privacy-enhancing attributed-based credentials systems (privacy ABCs or PABCs, also known
as anonymous credentials or pseudonym systems) allow for cryptographically strong user au-
thentication while preserving the users’ privacy by giving users full control over the information
that they reveal. There are three types of parties a PABC system: users who obtain credentials
from issuers certifying a set of attribute values. They can then present these credentials to
verifiers in an unlinkable manner, while revealing only a subset of the attributes from one or
more credentials. The verifier can check the validity of the claimed attribute values using the
issuers’ public keys.

The importance of privacy and data minimization in authentication systems has been em-
phasized, e.g., by the European Commission in the European privacy standards [PotEUO1, Po-
tEU09] and by the US government in the National Strategy for Trusted Identities in Cyberspace
(NSTIC) [Sch10]. With IBM’s identity mixer based on CL-signatures [CH02,CL01,CL02,CL04],
and Microsoft’s U-Prove based on Brands’ signatures [Bra99, PZ13] practical solutions for
privacy-ABCs exist and are currently deployed in several pilot projects [ABC, IRM, Teal0,
Corl1]. Despite this large body of work, however, a unified approach in terms of security defi-
nitions for PABC systems is still missing. Rather, existing schemes are either proved secure for
very use-case-specific definitions [CL01, BCCT09, GGM13, CMZ13] or do not provide provable
security guarantees at all [PZ13,NP13, Zav13].

One reason for the lack of a generic framework might be that schemes tweaked for specific
scenarios are often more efficient than generic solutions. However, given the complexity of
PABC’s, defining, instantiating and re-proving a tailored PABC-variant for every use case is not
desirable either. We believe that this is one of the hurdles on the way of PABCs to practice.
We take a major step towards such a unified theoretical framework by formally defining the
characteristic properties of PABC systems, detached from specific instantiations or use-cases.
To ease the design of such schemes, we also define a number of more standard, and easier-to-
prove, building blocks, and present a generic construction that securely composes the building
blocks into a full-fledged PABC system. Finally, we sketch concrete instantiations of the single
components. We believe that our framework comprises the most relevant features of a PABC
system, and that it can act as a solid foundation for further extensions.

1.1 Contributions

Our definition of PABC systems comprises the richest feature set of holistic PABC schemes
presented thus far. In particular, it supports the following features:

Attributes: A credential may contain any fixed number of attributes. Any subset of these
attributes can be revealed at presentation.

4



1. Introduction 5

Revocation: Issuers can revoke credentials, excluding them from being used in future presenta-
tions.

Multi-credential presentations and equality predicates: A single presentation can be based on
several credentials. The user can prove equality of attribute values from different creden-
tials without revealing the value.

Key binding: Credentials can be bound to a user’s secret key, so that in multi-credential pre-
sentations, the verifier is ensured that all credentials belong to the same user.

Advanced and blind issuance: Attributes can be issued blindly, without the issuer learning their
value. They can also be carried over from existing credentials, meaning that the issuer is
guaranteed that it is equal to an attribute in an existing credential.

Pseudonyms: Users can derive pseudonyms from their secret keys that are unique for a given
scope string (e.g., the verifier’s identity), but that are unlinkable across scopes. Users
can obtain credentials under one pseudonym, and later prove possession of the credential
under a different pseudonym.

In terms of security, informally unforgeability and either privacy or weak privacy should be
satisfied:

Unforgeability: Users can only perform presentations for attributes they got previously certified
by an issuer and if the credential has not yet been revoked.

Privacy: A verifier does not learn more information from a presentation than what is inten-
tionally revealed by the user. Also, a presentation session cannot be linked to the corre-
sponding issuance session. Finally, depending on the required flavor of privacy, multiple
presentations of the same (set of) credential(s) should be unlinkable.

Weak privacy: A verifier does not learn more information from a presentation than what is
intentionally revealed by the user. Also, a presentation session cannot be linked to the
corresponding issuance session. However, in weak privacy no guarantee is given regarding
unlinkability, so it might be possible for verifies to link presentations done with the same
credential.

Weak privacy is implied by privacy, so schemes fulfilling the privacy property also fulfills
the weak privacy property.

While intuitively these properties are rather clear, defining them formally is far from trivial.
This is because our aimed system is very complex, e.g., allowing the user to obtain credentials
on (i) revealed, (i7) blindly carried-over and (7ii) fully blind attributes. Each type comes with
different security expectations that must be covered by a single definition. For instance, carry-
over attributes presented a challenge in the unforgeability definition: While the issuer never
learns these attributes, they must provide essentially the same security guarantees as attributes
that the issuer has signed in clear. So how can we later distinguish a forgery from a legitimately
obtained credential? For privacy, one challenge was to formalize the exact information users
intend to reveal, as they might reveal the same and possibly identifying attributes in different
presentation tokens. Also, supporting revocation gives the issuer additional power that needed
to be covered in a way that reflects the capabilities of the issuer but without introducing trivial
“linking attacks” that would rule out any privacy guarantees.

Consequently, the resulting definitions are rather complex, and directly proving that a con-
crete scheme satisfies them from scratch can be very challenging and tedious. Also such direct
proofs typically give hardly any modularity and thus tend to be hard to verify. We thus also
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define a set of building blocks, strongly inspired by existing work, and show how they can be
generically composed to build secure PABC-systems. Our construction is efficient in the sense
that its complexity is roughly the sum of the complexities of the building blocks. Additionally, it
allows for simple changes of individual components, e.g., the underlying revocation scheme can
be replaced by any instantiation that meets the described security properties of the revocation
building block without affecting any other blocks and without having to reprove the security of
the entire scheme.

Finally, we discuss concrete instantiations for all our building blocks based on existing pro-
tocols. The ”core” building block of privacy-enhancing attribute-based signatures relies on
either CL-signatures [CLO02] or Brands signatures [Bra93] and the presented revocation scheme
is a variant of the scheme of Nakanishi et al. [NFHF09]. The commitment scheme is a direct
combination of the commitment scheme Pedersen [Ped91], its generalization to an integer com-
mitment scheme by Damgard and Fujisaki [DF02] and the zero-knowledge proofs of knowledge
by Fujisaki et al. [FO97,DF02].

1.2 Use Case

As an example use case of these features, consider government-issued electronic identity cards
(eIDs) based on Privacy-ABCs, allowing citizens to selectively disclose certified attributes to
online services without being linkable across transactions. Those elD cards can be used in
combination with other credentials, e.g., vouchers for a particular service or form a trusted base
for further credentials. For instance, a library membership card can be derived from an elD,
meaning that it will bound to the same secret key as the identity card or contain attributes
which were blindly carried over from the eID. Revocation is obviously a crucial feature for any
large-scale elD system, restraining misuse of lost or stolen cards. Scope-exclusive pseudonyms
can be used, for example, for anonymous opinion polls: To cast a vote in the poll, a user
must prove that he owns a valid, non-revoked eID and provide a corresponding scope-exclusive
pseudonym, using a unique identifier of the poll (e.g., its URL) as the scope string. This allows
to prevent multiple votes cast by the same user, yet hides individual voting behavior.

Of course, additional measures must be taken to guarantee anonymity on all communication
layers, such as using an onion routing protocol like Tor [DMS04] to hide network addresses and
prevent traffic analysis.

1.3 Related Work

Our definitions are inspired by the work of Chase et al. [Cha08, BCCT09], who provide for-
mal, so-called property-based definitions of delegatable anonymous credential systems and give
a generic construction from P-signatures [BCKLO08]. Their work, however, focuses solely on
pseudonymous access control with delegation, and lacks additional features such as attributes,
revocation, and advanced issuance supporting carried-over attributes.

PABCs were originally envisioned by Chaum [Cha81,Cha85], and subsequently a large num-
ber of schemes have been proposed. The currently most prevalent solutions are IBM’s Identity
Mixer based on CL-signatures [CH02, CLO1, CL02, CL04] and Microsoft’s U-Prove based on
Brands’ signatures [Bra99,PZ13]. A first formal definition in the ideal-real world paradigm is
by Camenisch and Lysyanskaya [CLO1], who covered the basic functionalities without attributes
and revocation though. Moreover, their definition is stand-alone, i.e., it does not allow compos-
ability as honest parties never output any cryptographic value such as a credential or pseudonym.
This restriction makes it infeasible to use their definitions and schemes as building block in a
larger system. These drawbacks are shared by the definition of Garman et al. [GGM13].

A recent MAC-based credential scheme [CMZ13] allows for multiple attributes per credential,
but requires issuer and verifier to be the same entity. Furthermore, it does not cover pseudonyms,
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carry-over attributes, or revocation and provides rather informal security definitions. Another
recent work [BL13a] defines an efficient blind signature scheme with attributes and claims that it
yields an efficient linkable anonymous credential scheme, again without giving formal definitions.
The scheme can be seen as a weakened version of our signature building block not guaranteeing
unlinkability or extractability of hidden attributes. However, these properties are crucial for
our PABC system.



Chapter 2

Preliminaries

In the following we first introduce some notation, and then recap the cryptographic background
required for the rest of this document. Readers familiar with the topic may safely skip this
section upon first reading, and come back to the definitions whenever necessary.

2.1 Notation

Algorithms and parties are denoted by sans-serif fonts, e.g., A, B. For deterministic algorithms
we write a < A(in), if a is the output of A on inputs in. If A is probabilistic, we write
a <~ A(in). For an interactive protocol (A,B) let (outa,outg) < (A(ina), B(ing))(in) denote
that, on private inputs ina to A, ing to B and common input in, A and B obtained outputs
outp and outg, respectively.

Let ¢ be the empty string or empty list, depending on the context. For a set S, s <+ S
denotes that s is drawn uniformly at random from S§. We write Pr[€ : Q] to denote the
probability of event £ over the probability space Q. For example, Pr[f(z) =1 :x ¢ {0,1}*] is
the probability that f(x) = 1 if 2 is drawn uniformly at random in {0,1}*. We write vectors
as T = (x)F_ | = (21,...,21).

A negligible function v : N — R vanishes faster than every inverse polynomial, i.e., for every
k there exists an ny such that for all n > nj we have that v(n) < nik

For a positive integer n, Z; and QR, denote the multiplicative group and the group of
quadratic residues modulo n, respectively.

Let +{0,1}* be [-2¥ 4+ 1,2¥ — 1] N Z, and P be the set of primes.

Throughout the paper, x denotes the main security parameter.

2.2 Cryptographic Background

We next recap the notions of zero-knowledge proofs of knowledge, semantically secure encryp-
tion, and signatures that are unforgeable under chosen message attacks. For each of the primi-
tives we also recap basic instantiations that we are using for the constructions in the subsequent
sections.

2.2.1 Zero-Knowledge Proofs of Knowledge

Informally, a zero-knowledge (ZK) proof of knowledge (PoK) is a two-party protocol between a
prover and a verifier which allows the former to convince the latter that it knows some secret
piece of information, without revealing anything else than what the claim already reveals. For
a formal definition we refer to Bellare and Goldreich [BG92].

Our constructions make use of ZK proofs of knowledge of discrete logarithms and related
problems. We use the standard notation introduced by Camenisch and Stadler [CS97] to denote

8



2. Preliminaries 9

Prover|y, z] Verifier[y]
reD
t=o(r)
_t
c <= {0,1}"
- ¢
s=r+cx
s
accept, iff ty© = ¢(s)

Figure 2.1: ¥-protocol for proving y = ¢(z)

such proof goals. For instance, the expression:
ZKP |(a, B,7) 1 g1 = gih{ A y2=g8h] A (L <a <R)

denotes a zero-knowledge proof of knowledge of values «, 3,y such that the given relations are
satisfied. We follow the convention that knowledge of values denoted by Greek letters has to be
proved, while all other values are assumed to be public.

There exist efficient techniques for proving knowledge of discrete algorithms in groups of
known and hidden order [Sch91, DF02,FO97], for demonstrating linear and multiplicative rela-
tions among secret values [Bra97, FO97], for showing that secrets lie in some interval [Bou0o0,
Lip03, CFT98,CM99], and arbitrary Boolean compositions of such statements [CDS94].

All interval claims we will deploy can be realized virtually for free by accepting a small
soundness gap, i.e., an honest user has to use witnesses from a slightly smaller interval than
what the verifier is ensured.

Y-Protocols for Group Homomorphisms. Figure 2.1 recaps how a proof goal ZKP](x) :
y = ¢(x)] can be realized for a group homomorphism ¢ : G — H. The computational costs for
either party are essentially given by one evaluation of ¢, and the communication complexity is
roughly of the size of the public image y.

If the domain G of ¢ is finite, we can set D = G and the protocol is perfectly zero-knowledge.
Otherwise, if G = Z? and = = (x1,...,14), we can set D = H?Zl +{0,1}5F%=k where ¢; is a
publicly known upper bound on the bitlength of x;, and ki is a security parameter controlling
the zero-knowledge property of the protocol. In this latter case, fuzzy interval checks can be
performed by additionally checking that s lies in some integer interval, cf. [DF02, CKY09].

It can be shown that every -protocol is zero-knowledge against honest-but curious verifiers,
and a proof of knowledge with knowledge error 1/2 if k. = 1. Most proof goals used in practice,
and all proof goals used in this document, achieve a knowledge error of 27"¢ also for larger k.,
such that a negligible knowledge error can already be achieved in one run of the protocol. For
a detailed discussion on the choice of k. we refer to the original literature.

The homomorphisms used in this document are the following:

e For Pedersen commitments (§7.2), we have:
¢: 72— 7k (myr) > g™h",

and /7 is the bitlength of the longest message to be committed to and #5 is the bitlength
of the longest possible randomness. The mapping for CL-signatures (cf. § 2.2.3) is similar.

e For Paillier encryptions (§2.2.2), we have:

G Lyp XLy — Lot (myr) = g™r'™ .
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e Product homomorphisms of the previous types.

Y.-protocols can be made non-interactive in the random oracle model by substituting the
verifier’s message ¢ by a call to the random oracle on input ¢, i.e., ¢ = H(¢). By doing so, the
resulting protocol can also be proved secure against arbitrary adversaries.

By setting ¢ = H(t, M), a signature proof of knowledge for message M can be obtained,
cf. Fiat and Shamir [FS87], for which we use the following notation:

ZKPrs [(a, 8,7) + ... ] (M)

denotes the Fiat-Shamir transformation [FS87] of the YX-protocol for the given statement on
message M. More formally, it denotes the following;:

e First, a X-protocol for the given statement is constructed.

e Using the notation from Figure 2.1, instead of letting the verifier choose ¢ <* {0, 1}"<, the
prover computes the challenge as ¢ < H(y,t, M), where H is a random oracle.

e The prover outputs (c, s).

e The verifier accepts, if and only H(y,t', M) = ¢, where t' = ¢(s)y°.

Non-Interactive Zero-Knowledge and Proofs of Knowledge. In the following we recap
the notions of non-interactive zero-knowledge proofs and proofs of knowledge. For a more
detailed discussion we refer to, e.g., De Santis et al. [SCOT01].

Informally, a non-interactive zero-knowledge proof lets a prover generate a proof 7 claiming
that some z € L for an N'P-language L. On the one hand, a malicious prover should not be
able to cheat the verifier if z ¢ L, while on the other hand 7 should not allow the verifier
to perform computations it could not have done before. A proof of knowledge ensures the
verifier not only that z € L, but also that the prover actually knows a witness w € W(x)
for z, i.e., to convince the verifier the prover needs to know w such that (z,w) € R, where
R={(z,w):z € L,weW(x)}.

Definition 2.2.1 (Non-interactive zero-knowledge proof). A protocol (SPGen,P,V) is a non-
interactive zero-knowledge proof system for a language L € NP, if all algorithms run in prob-
abilistic polynomial time, and if there exists a negligible function v such that the following
conditions are satisfied for all k:

Correctness. For all x € L of length k and all witnesses w such that (x,w) € R it holds that:

Pr[V(z, P(z,w, spar), spar) = accept : spar <> SPGen(1%)] =1.

Soundness. For all PPT adversaries A the following holds:

Pr[V(z,, spar) = accept A x ¢ L : spar <> SPGen(1"), (x,7) <= A(spar)] < v(k).

Zero-Knowledge. There exists a PPT algorithm S = (S1,S2), called simulator, such that for all
non-uniform PPT adversaries A we have that:

}Pr[AP(""Sp”)(spar) =1: spar <= SPGen(spar)]—
Pr[AS205P9T) (spar) = 1 : (spar, 7) <& S1(1", spar)]’ <v(k),

where SL(-, -, spar, T) removes all secret inputs, forwards the public inputs to Sa(-, spar, ),
and returns whatever So returns.
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Definition 2.2.2 (Non-interactive proof of knowledge). A protocol (SPGen,P,V) is a non-
interactive proof of knowledge for a language L € NP, if all algorithms run in probabilistic
polynomial time, and if there exists a negligible function v such that the following conditions
are satisfied for all k:

Correctness. For all x € L of length r and all witnesses w such that (z,w) € R it holds that:

Pr[V(z, P(x,w, spar), spar) = accept : spar <= SPGen(17)] = 1.

Soundness. For all PPT adversaries A the following holds:

Pr[V(z, 7, spar) = accept A x ¢ L : spar <~ SPGen(1%), (z,7) <= A(spar)] < v(k).

Extractability. There exists a PPT algorithm E = (Ej, E2), called the knowledge extractor, such
that the following is satisfied:

o E; outputs parameters and trapdoors, such that the parameters are indistinguishable
from correctly computed system parameters:

{spar : spar <~ SPGen(1%)} ~ {spar : (spar,7) <= E1(17)}, and

o for every efficient adversary A there exists a negligible function v such that the fol-
lowing holds:

Pr[V(x, 7, spar) = accept A (z,w') ¢ R :
(spar,T) <~ E1(17), (z,7) <= A(spar),w’ < Es(spar, 7,2, 7)] < v(k).

Finally, we say that a protocol is a mon-interactive zero-knowledge proof of knowledge, if it
simultaneously satisfies Definitions 2.2.1 and 2.2.2.

2.2.2 Semantically Secure Encryption

A public key encryption scheme is a triple of algorithms (EncKGen, Enc, Dec) defined as follows:
On input 17, EncKGen outputs a secret key/public key pair (esk, epk). The encryption algorithm
Enc takes the public key epk and a message m from some message space M, and outputs a
ciphertext c. Finally, the decryption algorithm Dec takes the secret key esk and a ciphertext c
and returns a message m’ € MU {L}.

Definition 2.2.3. An encryption scheme (EncKGen, Enc, Dec) is called IND-CPA (or seman-
tically) secure for a message space M, if the following properties hold:

Correctness. For every m € M we have that Dec(esk, Enc(epk, m)) = m whenever (esk, epk) -
EncKGen(1%).

Semantic security. For every PPT adversary A = (A1,As) there exists a negligible function v
such that
Pr[IND — CPAA = 1] < 1/2 + v(k),

where the experiment IND — CPAp is defined as in Figure 2.2.

We will sometimes write Enc(m;r) to make the randomness being used explicit.

The Paillier Encryption Scheme. The Paillier encryption scheme [Pai99] is defined as
described in the following.
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Experiment IND — CPAA(17):
(esk, epk) <~ EncKGen(1")
b+« {0,1}
(mg, mq,st) <= Aq(epk)
¢ = Enc(epk, mp)
b & AQ(St, C)
Return 1 if and only if:

b=1"V.

Figure 2.2: IND — CPAA(1")

Key generation. On input 17, EncKGen computes x,, according to [Blul3] for security level . It
then chooses two primes p, g of length x,,/2 and sets n = pq as well as v = lem(p—1,¢—1).
It further selects g <* Z*, such that n|ord(g) and sets y = (L(¢” mod n?))™* mod n,

where L(u) = “T_l and division is done over the integers®. It outputs

(eSka epk) = ((77 Ky n): (7’L, g)) :
Encryption. Encryption of a message m € Z,, is done as follows:

Enc(epk,m) = ¢g™r" mod n? for r & Z7F.

Decryption. Decryption of a ciphertext c¢ is defined as:

Dec(esk, ¢) = L(¢” mod n?)p mod n.

It can be shown that the Paillier encryption scheme is IND-CPA secure under the quadratic
residuosity assumption defined next:

Definition 2.2.4 (Quadratic Residuosity Assumption). Let n be a random safe RSA modulus,
and X 2O QR,, be the subgroup of elements from Z} with Jacobi symbol equal to 1. The quadratic
residuosity assumption then states that for x <& X it is computationally infeasible to decide
whether or not x € QR,,.

2.2.3 Digital Signatures

A digital signature scheme is a triple of algorithms (SignKGen, Sign, SignVf) defined as follows:
On input 1%, SignKGen outputs a secret key/public key pair (ssk, spk). The signing algorithm
Sign takes the secret key ssk and a message m from some message space M, and outputs a
signature sig. Finally, the verification algorithm SignVf takes the public key spk, a message m,
and a signature sig and returns a accept or reject.

Definition 2.2.5. A signature scheme (SignKGen,Sign, SignVf) is called existentially (also
weakly ) UF-CMA (unforgeable under adaptive chosen-message attacks) secure for a message
space M, if the following properties hold:

Correctness. For every m € M we have that SignVf(spk, m,Sign(ssk,m)) = accept whenever
(ssk, spk) < SignKGen(1%).

Existential unforgeability under chosen-message attacks. For every PPT adversary A there ex-
ists a negligible function v such that

Pr[UF — CMAx = 1] < v(k),

!This is possible since g” =1 mod n
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Experiment UF — CMAA(17):
(ssk, spk) <= SignKGen(1%)
(m*, sig*) <= AC(ssh) (spk)
Return 1 if and only if:
SignVf(spk, m*, sig") = accept, and
m* ¢ L.
Figure 2.3: UF — CMAA(1%)

where the experiment UF — CMAp is defined as in Figure 2.5. There, the signing oracle
O(ssk,-) takes messages m from M as inputs, adds m to the initially empty list £, and
returns sig <= Sign(ssk,m) to the adversary.

Camenisch-Lysyanskaya Signatures. We next recap the Camenisch-Lysyanskaya (CL) sig-
nature scheme [CL02], for which we need the following computational assumption [BP97,FO97]:

Definition 2.2.6 (Strong RSA Assumption). For a random strong RSA modulusn, i.e., n = pq,

where p, q, el gl e qll prime, and a random g <= 7Z,, it is computationally hard to find e > 1
and h € Z;, such that g = h® mod n.

20 2

It can then be shown that under this assumption the following signature scheme for a block
of L messages is secure against adaptive chosen message attacks [CL02]:

Key generation. On input of security parameter k,, choose a strong RSA modulus for which p
and ¢ have length k,,/2, and choose Ry,..., Ry, Z,S <+ QR,. The public key is given by
spk=(Ry,...,Rp,Z,S,n), and the secret key is given by ssk = p.

Signing. To sign a tuple (mq,...,mp) € £{0, l}ém of messages, choose a random prime e of
length £, > £, + 2, as well as v € {0,1}*+mTrv where k, is a security parameter.

Compute:
1/e
Z
A= ——5—— .
(S” ILii B )

The signature is given by (e, A, v).

Verification. Given messages my, ..., my and a signature (e, 4,v), check that m; € +£{0, 1}/,
2te=l < ¢ < 2% and
L
Z=AS" [ R
i=1

One feature of the CL-signature scheme is that it allows one to prove possession of a signa-
ture, without revealing any other information about it. In particular, none of the values e, A, v
needs to be made public, and thus such proofs can be made unlinkable. This is achieved through
re-randomization: for a valid signature (e, A, v), the triple (e, A’ = AS™",v' = v+er) can easily
be seen to also be a valid signature. Now, as n is a strong RSA modulus, if A € (S) (which is the
case with overwhelming probability), and if 7 was chosen uniformly from {0,1}*»*! we have
that A’ is statistically close to uniform over Z¥. Thus, to prove possession of a valid signature,
the user can always re-randomize (e, A, v), reveal A’, and run the following protocol:

L
ZKP (e, v/, ypur) + Z=FASSY T RE A pi € £{0,1}m Wi A 287! <o < 2fe]
=1
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Note that this proof only ensures that one knows a valid signature with respect to Z or —Z.
While this is a technicality that arises for all known efficient zero-knowledge proofs of discrete
logarithms in RSA groups, it is not a problem in our setting. We refer to the literature for
a profound discussion, e.g., [CKY09, DF02]. We note that this problem could be avoided by
alternatively using the signed quadratic residues instead of QR,, [HK09].

The required interval checks can be realized for free, if in the description of the signature
scheme the domain of e and the message space are slightly decreased. Instead of choosing e
from {0,1}%, we can choose it from [2f=1 — 2fc 4 1,26~ 4 2% — 1], where £, < f, — k. — 3
and k. is a security parameter controlling the knowledge error of the protocol. Similarly, all
messages m; must be from 4{0, 1}¢m %2 cf, [CGOS].

UProve. Here we describe the signature scheme for blocks of L messages upon which U-Prove
is based [Paql3]. This is a modified version of the blind signature scheme by Brands [Bra93].
So far no formal security proof of the following scheme is known, and Baldimtsi and Lysyan-
skaya have shown that for the unmodified Brands blind signature scheme [Bra93] underlying
this construction all known approaches for proving security in the random oracle model will
fail under essentially any assumption [BL13b]. However, it is easy to see that for the following
scheme the discrete logarithm assumption is necessary: if an adversary could compute dis-
crete logarithms, he could find different (mi)iL:1 %+ (m;)lel mapping to the same ¢ value in the

protocol, and therefore a signature for (m;)E ; would also be a valid signature for (m/)L ;.

Key generation. On input of security parameter x the algorithm behaves as follows:

It first computes «,, for security level x, and

then chooses a prime p of length «, and a prime ¢ such that ¢|p — 1.

The algorithm picks a random generator g of the unique subgroup of order ¢ in Z,
and

e then chooses random values y; €g Z4 and sets g; = g% for i =0,..., L.

The algorithm outputs public key spk = (g,p,q, 90, 91, - - -, gr.) and secret key ssk = yo.

Signing. To obtain a signature on a tuple (my,...,mp) € ZqL of messages, the user runs the
protocol shown in Figure 2.4 with the signer.

Verification. Given messages my, ..., my, and a signature (s, h, 2’, ¢/, r'), algorithm SignVf checks
whether the following two equations are satisfied:

L
h=(g0]] ™)
=1

? /

C/ ? H(h,Z’,gT/gO_CI,hr/(Z/)ic

)

Informal comparison of CL- and UProve-signatures. Note that the UProve-signature
scheme works substantially different than CL-signatures. In the CL-scheme, the signer learns
the signature he sends to the user. However, the user is able to re-randomize the signature,
and then prove possession of such a re-randomization. In this way, the values revealed to the
verifier are statistically independent of the actual signature obtained from the signer, and thus
presentations become unlinkable from signing sessions, and also multiple presentations of the
same signature cannot be linked to each other.

For UProve-signatures, the user is not able to perform such a re-randomization. However,
the signer does not learn the actual signature given to the user. In this way the user can reveal
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User[spk, (m;)X ] Signer[spk, ssk, (m;)E,]

L i L i
t=g0ll;21 9" t=goll;i21 9"
s <+ Zy w & Zg
by <& Zq a = gw
by ¢ Z, b= v
h=t° 2 = tYo
t = gy g*
ty = h2

(a,b,2)

2 =2
a =ta

b/ — (Z/)bthbs
d =H(h,2,d V) e,
c=c +b; modgq

r = cyo +w mod ¢

r’ =r + by mod ¢
Output sig = (s, h,2',c, ")

Figure 2.4: Issuance of a signature on messages mi,...,mr.

the signature itself as a prove of possession of a valid signature, without presentation and signing
sessions becoming linkable. On the downside, any two presentations of the same signature are
trivially linkable.

For a formal discussion of the resulting privacy properties we refer to §8.2 and § 8.3, respec-
tively.



Chapter 3

Privacy ABC Systems

A privacy-enhancing attribute-based credential (PABC) system for an attribute space AS C
+{0,1}¢ is a set of algorithms SPGen, UKGen, IKGen, Present, Verify, ITGen, ITVf, and Revoke
and a protocol (U.lssue,Z.Issue). Parties are grouped into issuers, users, and verifiers. The
publicly available system parameters are generated using SPGen by a trusted party (this al-
gorithm might be implemented using multiparty techniques in practice). There are multiple
issuers, each of which can issue and revoke credentials that certify a list of attribute values
under his issuer public key. Users hold secret keys that can be used to derive pseudonyms that
are unique for a given scope string, but are unlinkable across scopes. Using Present, users can
create non-interactive presentation tokens from their credentials in which they can reveal any
subset of attributes from any subset of their credentials, or prove that certain attribute values
are equal without revealing them. Presentation tokens can be publicly verified using Verify, on
input the token and the public keys of the issuers of the contained credentials. To obtain a
credential, a user generates an issuance token defining the attribute values of the credential to
be issued using ITGen. Once the issuer has received an issuance token (and verified it using
ITVf), the user and the issuer run (U.Issue, Z.Issue), at the end of which the user obtains a
credential. Issuance can be combined with the presentation of existing credentials to obtain a
partially blind form of issuance, where some of the attribute values are known to the issuer,
others are hidden but proved to be equal to attributes in credentials the user already owns, and
even others are chosen by the user and unknown to the issuer. Hence, issuance tokens can be
seen as an extension of presentation tokens. Credentials can optionally be bound to a user’s
secret key, meaning that knowledge of this key is required to prove possession of the credential.
Now, if a pseudonym or multiple key-bound credentials are used in a presentation token, then
all credentials and the pseudonym must be bound to the same key. Finally, an issuer can re-
voke a credential using the Revoke algorithm. This algorithm outputs some public revocation
information RI that is published and should be used as input to the verification algorithm of
presentation and issuance tokens.

We assume that issuers and users agree on the various parameters for the issuance token
including a revocation handle 7k and the attributes of the new credential (upon which the user
has generated the issuance token pit) in a step preceding issuance, and that issuers verify the
validity of these tokens before engaging in this protocol. There are no requirements on how
revocation handles are chosen. However, in practice the handle should be different for each
credential an issuer issues.

3.1 Syntax

Before formalizing the security properties, we introduce the syntax of PABCs.

System parameter generation. The system parameters of a PABC-system are generated
as spar <~ SPGen(1%). For simplicity we assume that the system parameters in particular

16
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contain an integer L specifying the maximum number of attributes that can be certified by one
credential, as well as a description of the attribute space AS. For the rest of this document, we
assume that all honest parties only accept attributes from AS and abort otherwise.

These parameters are input to all algorithms presented in the following. However, for
notational convenience, we will sometimes not make this explicit.

User key generation. Each user generates a secret key as usk <~ UKGen(spar).

Issuer key generation. FEach issuer generates a public/private issuer key pair and some
initial revocation information as (ipk, isk, RI) < IKGen(spar). We assume that RI implicitly
also defines the set of all supported revocation handles for this issuer, and that honest parties
only accept revocation handles from this set and abort otherwise.

Presentation. A user generates a pseudonym nym and presentation token pt as

k

(nym, pt) @Present(usk, scope, (ipk;, RL;, cred;, (ai7j);7’;1, Ri)z’:v E, M), where

e usk is the user’s secret key, which can be ¢ if scope = ¢ and none of the credentials
(cred;)¥_, is bound to a user secret key;

e scope is the scope of the generated pseudonym nym, where scope = € if no pseudonym is
to be generated (in which case nym = ¢);

e (cred;)¥ | are k credentials owned by the user that are involved in this presentation;

e ipk; and RI; are the public key and current revocation information of the issuer of cred;;
° (az‘,j)?;1 is the list of attribute values certified in cred;;

e R; C{l,...,n;} is the set of attribute indices for which the value is revealed,;

e F is an equivalence relation on {(,7) : 1 <i <k A 1< j <n;}, where ((,7),(i,5")) € E
means that the presentation token will prove that a; ; = a; j» without revealing the actual
attribute values. That is, E' enables one to prove equality predicates;

e M € {0,1}* is a message to which the presentation token is to be bound. In practical
applications this might, e.g., be a nonce chosen by the verifier to prevent replay attacks,
where a verifier uses a valid presentation token to impersonate a user towards another
verifier.

If k =0 and scope # ¢, only a pseudonym nym is generated while pt = e.

Presentation verification. A verifier can check the validity of a pseudonym nym and a
presentation token pt by executing
k

accept/reject eVerify(nym, pt, scope, (ipk:l-, RI;, (“i,j)jGRi)izp E, M) ,
where the inputs are as for presentation. For notational convenience, we assume here and in

the following, that a term like (a; ;);ecr, implicitly also describes the set R;.

Issuance token generation. Before issuing a credential, a user needs to create an issuance
token that defines the attributes of the credentials to be issued, where (some of) the attributes
and the secret key can be hidden from the issuer and can be blindly “carried over” from cre-
dentials that the user already possesses (so that the issuer is guaranteed that hidden attributes
were vouched for by another issuer). Similarly to a presentation token, an issuance token is
generated as

(nym, pit, sit) <-ITGen (usk, scope, Th, (ipkz», RI;, cred;, (ai,j)?;p Ri)f;l, E, M) ,

where most of the inputs and outputs are as before, but
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e pit and sit are the public and secret parts of the issuance token,
e credi11 = € is a placeholder for the new credential to be issued,
e rh is the revocation handle for credy; (maybe chosen by the issuer before),

e ipk; . and RI;; are the public key and current revocation information of the issuer of
the new credential,

e (ary1,)jeRr,,, are the attributes of credy, that are revealed to the issuer,
o (apt1,j)jgR, ., are the attributes of credy;1 that remain hidden, and

e (k+1,7),(#,7)) € E means that the jth attribute of the new credential will have the
same value as the j'th attribute of the i'th credential.

Issuance token verification. The issuer verifies an issuance token as follows:

k+1
i=1"

accept/reject <~ ITVf(nym7 pit, scope, rh, (ipki, RI;, (ai,j)jeRi) E, M)
where for j = 1,...,k all inputs and outputs are as for Verify, but for £ + 1 they are for the
new credential to be issued based on pit.

Issuance. Issuance of credentials is an interactive protocol:
(cred, RI') <* {(U.ssue(sit); T .Issue(isk, pit, RI)) ,

executing between a user and an issuer, where the inputs are defined as before, and pit has
been verified by the issuer before. The user obtains a credential as an output, while the issuer
receives an updated revocation information RI .

Revocation. To revoke a credential with revocation handle rh, the issuer runs:
RI' <* Revoke(isk, RI, rh)

to generate the new revocation information RI based on the issuer’s secret key, the current
revocation information, and the revocation handle to be revoked.

3.2 Oracles for Our Security Definitions

The definitions of the security properties of a PABC system require a number of oracles modeling
the honest parties. Since some of the oracles are used in multiple definitions, we present them all
in one place. The oracles are initialized with a set of honestly generated keys of n; honest issuers
(ipky, isky, RIT), ..., (ipky,,, isky, , RI; ) and ny users with keys usky, ..., usk;, , respectively. Let
IK* = {ipkj,...,ipk;, }. The oracles also maintain initially empty sets C, HP, IT, IRH,
RRH, RL. Here, C contains all credentials that honest users have obtained as instructed by
the adversary, while HP contains all presentation tokens generated by honest users. All public
issuance tokens that the adversary used in successful issuance protocols with honest issuers are
stored in Z7. The set ZRH contains all issued revocation handles, i.e., the revocation handles
of credentials issued by honest issuers, while RRH contains the revoked handles per issuer.
Finally, RZ contains the history of the valid revocation information of honest issuers at any
point in time. Time is kept per issuer I through a counter epoch; that is initially zero and
increased at each issuance and revocation by issuer I.

Honest Issuer Oracle 09T, The issuer oracle allows the adversary to obtain and revoke
credentials from honest issuers. It provides the following interfaces:
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e On input (issue, nym, pit, scope, rh, (ipk;, R1;, (am)jeRi)fill, E, M) the oracle checks that
ITVf accepts the issuance token pit and that the revocation information of all honest
issuers is authentic, i.e., that a tuple (ipk;, RI;,-) € RZ exists for all honest issuers ipk;.
Further, it verifies that ipk,_ , is the public key of an honest issuer ipk} with corresponding
secret key 4sk; and current revocation information RI} = Rlj1. If one of the checks fails,
the oracle outputs L, otherwise it proceeds as follows.

The oracle runs Z.Issue(iskyy1, pit, RI7) in interaction with A until the protocol outputs
RIyq. It returns RIyq to A, sets RI} < Rl 1, increases epochi, adds (ipkj, RI', epochy)
to RZ. It also adds (nym, pit, scope, (ipk;, RI;, (ai,j)jGRi)fillv E, M) to ZT and adds (ipk7,
rh) to the set ZRH.

e On input (revoke, I, rh) the oracle checks that the revocation handle rh has been the input
of a successful issuance protocol with an honest issuer with key ipkj, or returns L other-
wise. The oracle runs RI} <* Revoke(isk}, R}, rh), increases epochy, adds (ipk7, rh, epoch})
to RRH, adds (ipkj, RI', epoch}) to RZ, and returns RI; to the adversary.

Honest User Oracle O"°*. The user oracle gives the adversary access to honest users, which
he can trigger to obtain credentials on inputs of his choice and request presentation tokens on
inputs of his choice. The adversary does not get the actual credentials, but is only given a
unique credential identifier cid by which he can refer to the credential. It provides the following
interfaces:

e On input (present, U, scope, (ipk;, RI;, cid;, R;)*_,, E, M) the oracle checks if U € {1,...,
ny} and if, for all i = 1,... k, a tuple (U, cid;, cred;, (ai,j)}ﬁl) € C exists. Further, for
all credentials from honest issuers the oracle verifies if the provided revocation informa-
tion is authentic, i.e., if for all honest issuer public keys ipk; = ipk} there exists a tuple
(ipk;, RL;) € RZ. If any of the checks fails, the oracle returns L, otherwise it computes
(nym, pt) < Present(usk}‘], scope, (ipk;, RI;, cred;, (ai,j)gil,Ri)f:l,E, M) and adds the tu-
ple (nym, pt, scope, (ipk;, RI;, (aij)jer;)r 1, E, M) to HP. Finally, it returns (nym, pt) to
A.

e On input (obtain, U, scope, rh, (ipk;, RL, cid;, R;))¥*! B, M, (ag1 j)nk“) the oracle checks
that U € {1,...,ny} and that, for all i = 1,...,k, a tuple (U, czdL cred;, (a;j)ii,) € C
exists. It further checks that the revocation information of honest issuers is authentic, i.e.,
that a tuple (ipk;, RI;,-) € RZ exists for all honest issuers ipk; € IK*. The oracle com-
putes the issuance token (nym, pit, sit) - ITGen(usk*U,scope, rh, (ipk;, R1;, cred;, (a”)j 1

, Ry )f+11,E M) If ipky 1 & IK*, the oracle sends (nym, pit) to the adversary and runs

L{ Issue(sit) in interaction with the adversary until it returns a credential cred and stores

(U, cidg1, cred, (ak+17j)?i+11) in C. If ipk,,, = ipk; € IK*, the oracle runs U.lssue(sit)

internally against Z.lssue(isk}, pit) until they output a credential cred and revocation in-

formation RI, respectively. The oracle adds (U, cidyy1, cred, (a1 J)nk“) in C and adds

(ipk}, rh) to ZRH. It further increases epochy, sets RIj + RI', and adds (ipky, RI7, epochy)

to RZ. Finally, the oracle chooses a fresh and unique credential identifier cidy; for the

new credential and outputs it to A (note that A’s choice of cidg is ignored).

3.3 Security Definitions for PABC-Systems

In the following we now describe the security properties that need to be satisfied by a PABC-
system. We refer to the introduction for an informal discussion.
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Experiment Forgea (1%, ng, ny):
spar <~ SPGen(1%)
(ipky, isky, RI}) <= IKGen(spar) for I =1,...,n;
usky; < UKGen(spar) for U = 1,...,ny
FT & A0 (quur (ipky, RI)IL, nv)
Return 1 if and only if:
FT,ZT,HP, IRH, RRH, and RZ are not consistent.

Figure 3.1: Forgea (1%, ng, ny)

3.3.1 Correctness

We omit a formal definition here, as the correctness requirements are what one would expect, i.e.,
whenever all parties are honest and run all algorithms correctly, none of the algorithms aborts
or outputs reject. That is, (7) if all inputs are correct, Issue always outputs a valid credential,
(7i) holding valid credentials satisfying the specified relations allows a user to generate valid
presentation- and issuance tokens, and (iii) issuers are able to revoke any attribute of their
choice.

3.3.2 Pseudonym Collision-Resistance

We require that, given fresh system parameters spar <> SPGen(1%) as input, no PPT ad-
versary A can come up with two user secret keys uskyg # usk; and a scope scope such that
NymGen(spar, usky, scope) = NymGen(spar, usk , scope).

We further require that a pseudonym is a deterministic function of the system parame-
ters, user secret and the scope, i.e., that there exists a function NymGen such that for all
usk, scope, th, C,C", E, E' and M, M’

Pr[nym = nym; = nym,, :spar <~ SPGen(1"), nym < NymGen(spar, usk, scope),
(nym;, pit, sit) <~ 1TGen(usk, scope, rh,C', E', M'),
(nym,,, pt) < Present(usk, scope, C, E, M)] = 1

3.3.3 Unforgeability

We define unforgeability as a game between the adversary and the oracles from § 3.2, from which
he can request credentials from honest issuers, or trigger honest users to receive credentials or
make presentation tokens. After having interacted with all these oracles, the adversary outputs a
number of presentation tokens and pseudonyms, i.e., a set FT of tuples (nym, pt, scope, (ipk;, RI;,
(aij)jer,)¥ 1), E, M) as defined in the syntax of the Verify algorithm. The adversary wins the
game if at least one of the presentation tokens is a forgery or if at least one of the issuance
tokens submitted to the honest issuer oracle was a forgery.

A forgery is informally defined as an issuance or presentation token for which the corre-
sponding credentials were not issued to the adversary or are not supposed to be valid w.r.t. the
revocation information stated in the token. Now, as the issuer does not see all attributes nor
the user secret key of issued credentials, it is often not clear whether or not a given issued
credential is one of the credentials corresponding to a token. However, if we assume that we
knew all hidden values for each credential issued (including the user secret key), then we can
efficiently test whether or not a given issuance or presentation token is a forgery. Thus, if there
is an assignment for all the hidden values of the issued credentials such that all the issuance
and presentation tokens presented by the adversary correspond to valid credentials, then there
is no forgery among the tokens. Or, in other words, if there is no such assignment, then the
adversary has produced a forgery and wins the game. Regarding the validity of credentials,
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the adversary also wins if he outputs a valid token for a credential that was already revoked.
Thereby, the revocation information must not necessarily be the latest information an honest
issuer has published, but can also be a previous version.

Definition 3.3.1 (Unforgeability). We say that a PABC-scheme satisfies unforgeability, if for
every PPT adversary A and all ny,n1 € N there exists a negligible function v such that

Pr[Forgea = 1] < v(k),

where the experiment is described in Figure 3.1, and the oracles 05T and O%5°* are as defined

We now define what consistency of the sets FT, Z7, HP, TRH, RRH, and RZ means.
First, the set FT must only contain “fresh” and valid presentation tokens, meaning that for
each tuple (nym, pt, scope, (ipk;, RI;, (ai,j)jGRi)flL‘le)a E, M) in FT must pass Verify and that for all
i =1,...,k where ipk; € IK* there exists a tuple (ipk;, Rl;,-) € RZ. If any tuple in FT does not
satisfy these conditions, then the adversary loses the game. Let USK C {0,1}* be a hypothetical
set containing the user secret keys that the adversary may have used throughout the game, and
let CRED be a hypothetical set containing the credentials from honest issuers that the adversary
may have collected during the game. In the latter set, we write (usk, ipky, rh, (a1,...,qp)) €
CRED if the adversary obtained a credential from issuer ipk; with revocation handle rh and
attribute values (aq,...,ay) bound to user secret usk. Now, we consider the sets FT, ZT,
HP, ITRH, RRH and RZ to be consistent if there exist sets USK and CRED such that the
following conditions hold:

1. Fach credential is the result of a successful issuance. For all revocation handles rh and
honest issuer public keys ipk}, the number of tuples (-, ipk}, rh,-) € CRED is at most the
number of tuples (ipk7, rh) € ZRH.

2. All presentation or issuance tokens correspond to legitimately obtained unrevoked creden-
tials. For every tuple (nym, pt, scope, (ipk;, RI;, epoch,, (ai,j)jeRi)le,E, M) e FTUIT
there exists a usk € USK and a set of credentials {cred; = (usk;, ipk;, rh;, (ai,j)?;l) :
ipk; € IK*} C CRED such that:

(a) usk; € {usk,e} (all key-bound credentials are bound to the same key),

(b) nym = scope = € or nym = NymGen(spar, usk, scope) (if there is a pseudonym, then
it is the pseudonym for usk and scope),

(c) ajj = a;j for all j € R; (the revealed attribute values are correct),
(d) iy = ay y for ((i,7), (7, 7")) € E with ipk; € IK* (the attributes satisfy the equality
relations to other credentials from honest issuers), and
e) there exists a tuple (ipk;, RI;, epoch,) € RZ such that there exists no tuple (ipk;, rh;,
7 (3 K3
epoch,) € RRH with epoch] < epoch; (the credentials were not revoked in the epoch
where they were presented).

Thus, the adversary wins the game, if there do not exist sets USK and CRED that satisfy
all the information captured in FT, ZT, HP, ITRH, RRH, and RZ.

We had to make a number of design decisions for our definitions, which we want to explain
and motivate in the following. First, we do not require strong unforgeability, i.e., we do not
consider a token a forgery if it contains the identical elements as a pt or pit generated by an
honest user. However, we believe that this is not a restriction, as tokens are bound to messages
M that typically uniquely identify the current session, and thus an adversary will not be able
to benefit from a weak forgery in practice. Next, we do not require that adversarially generated
issuance tokens are satisfied until the issuance protocol finishes. That is, we consider forgery
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of issuance tokens to be a problem only if they are subsequently used in an successful issuance
protocol. Requiring the stronger property that issuance tokens are unforgeable by themselves
is possible, but would make our definition considerably more complicated (e.g., issuance tokens
without successful issuance would have to be entered in the list of P without the specification
of the to-be-issued credential). However, this relaxation does not pose a problem in practice,
as an invalid issuance token without subsequent successful issuance does not give an adversary
any meaningful power. Third, for blindly issued attributes we only require that they satisfy the
relation defined by F, but do not forbid, e.g., that an adversary runs the issuance protocol twice
with the same issuance token, but with the resulting credentials containing different values for
the blinded attributes as long as they satisfy E. Again, this is not a real-world problem, as the
adversary could otherwise just run multiple sessions for different issuance tokens, as the issuer
will, by definition of blind attributes, not obtain any guarantees on those attributes apart from
what F specifies. Finally, we do not consider it a problem if tokens for earlier epochs than the
one underlying a credential are generated. We believe that this makes sense in the presence
of off-line verifiers who cannot update their revocation information continuously. However, our
definition and generic construction could easily be modified to forbid the generation of such
tokens.

3.3.4 Simulatable Privacy

This section contains definitions of the two versions of privacy of a PABC scheme: Privacy and
Weak Privacy, the difference between the two is discussed in more detail at the end of this
section.

3.3.4.1 Privacy

We define privacy by requiring that all issuance protocols and presentation tokens performed
by honest users can be simulated using only the public information that is explicitly revealed
during the issuance or presentation. That is, the simulator is not given the actual credentials,
values of hidden attributes, or even the index of the user that is supposed to perform the
presentation or issuance, but must provide a view to the adversary that is indistinguishable from
a real user. Formalizing this is not straightforward, however. It does not suffice to require two
separate simulators that work for issuance and presentation, respectively, because pseudonyms
and revocation introduce explicit dependencies across different issuance and presentation queries
that must also be reflected in the simulation. Moreover, the simulator must not generate
presentation tokens that could not have been generated in the real world, e.g., because the user
does not have the required credentials. But as the simulator does not see any user indices or
hidden attribute values, it cannot know which queries can be satisfied.

We therefore define a game where an adversary A either runs in a real world, where he has
access to an honest user oracle performing the actual protocols, or runs in a simulated world,
where A’s oracle queries are first filtered by a filter F and then responded to by a stateful
simulator S. The filter’s role is to sanitize the queries from non-public information such as user
indices, credential identifiers, etc., and to intercept queries that could not be satisfied in the
real world. Note that the filter thereby enforces that the adversary can only obtain presentation
tokens for valid inputs. Thus, the same must be guaranteed by the credential system as well,
otherwise the adversary could easily distinguish between both worlds.

Definition 3.3.2 (Privacy). A PABC system is private, if there exist two PPT algorithms Sy
and So such that no PPT adversary A has a non-negligible chance of winning the game described
. Figure 3.2.

Here, O"*°*(spar) behaves as described in § 3.2, while F maintains initially empty lists C
and P, a counter ctr =0, and state information sts = 7, and responds to queries as follows:



3. Privacy ABC Systems 23

Experiment Privacya (1%, ny) and WeakPrivacya (1%, ny):

b+ {0,1}
Ifb=0: Else:
spar <~ SPGen(1%) (spar, ) <= S1(1%)

usky; <= UKGen(spar) for U =1,...,ny
USK* = {usk; } 24

Y & AOFTUSE) (spar, nyy) v & AT 0827 (spar, ny)
Return 1 if and only if
b=1V.

Figure 3.2: Privacya (1%, ny) or WeakPrivacya (1%, ny) depending on the definition of F

e On input (present, U, scope, (ipk;, RL;, cid;, R;)%_,, E, M), the filter checks that U € {1,...,
ny} and that, for alli =1,...,k, a tuple (U, cid;, ipk;, (@i,j);ip rev;) € C exists. Here, rev;
is the code of an algorithm that on input RI; outputs a bit indicating whether the credential
is to be considered revoked. Further, for all credentials the filter checks if rev;(RI;) = 0
Vi =1,....k and that a;j = ay j for all ((i,7),(i',5")) € E. If any of the checks fails,
the filter returns L. If scope # € and (U, scope,p) ¢ P then F sets ctr < ctr+ 1,
p « ctr, and adds (U, scope,p) to P. It then executes (sts, nym, pt) <= Sy(sts, present,
scope, p, (ipk;, (a; ;) jer;)¥-1, E, M). Finally, it returns (nym, pt) to A.

e On input (obtain, U, scope, rh, (ipk;, R1;, cid;, Ri)fjll, E, M, (ak+17j)?i+ll), the filter checks
that U € {1,...,ny} and that, for alli =1,... k, a tuple (U, cid;, ipk;, (ai,j)?;p rev;) € C
exists. Further, for all credentials the filter checks if rev;(RI;) =0 Vi =1,...,k and that
aij = ay g for all ((i,7),(7,j") € E. If any of the checks fails, the filter returns L.
The filter then looks up the same value p as in present. It then executes (sts, nym, pit)
<& So(sts, obtain, scope, p, (ipk;, (am)jeRi)fill,E, M, rh) and returns (nym, pit) to A. For
the subsequent flows in the issuance protocol, F answers each incoming message M, from
A by running (sts, Mous) = So(sts, Min). At the last flow, So returns a tuple (sts, Moy,
cid,rev). If cid # L, F adds a tuple (U, cid, ipky, 1, (ak+17j)?21, rev) to C' and returns
Mout to A.

We require that for every PPT adversary A and every ny € N we have that for some negligible
function v it holds that:

Pr[Privacya(1%,ny) = 1] < 1/2 4+ v(k).

3.3.4.2 Weak Privacy

The definition above ensures a very strong notion of privacy that not all instantiations of PABC
schemes are able to satisfy. Namely, some schemes do not provide unlinkability across multiple
presentation tokens pt that were derived from the same credential. For instance, this is the
case for Microsoft’s UProve, where an arbitrary number of presentations cannot be linked to a
specific issuance session, but any two presentations of the same credential can be linked to each
other.

In the following we therefore introduce a relaxed notion of privacy, called weak privacy. In
this definition we give the simulator some more information to be able to generate “linkable”
presentation tokens if the adversary requests multiple presentations tokens for some credential.
Formally, we do this by giving So “anonymized” pointers to credential identifiers p.;q as input.
Thus, the simulator is aware if the same credential (signature) is used in multiple presentation
sessions and can prepare the simulated token accordingly. Due to the “anonymization” of
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the credential identifier p.;4, the simulator still does not learn the connection between an issued
credential (or rather its cid) and a presentation token, thus untraceability (meaning presentation
sessions cannot be linked to the actual issuance of the credential) still holds.

The only essential difference between the previous definition of Privacy and the below defi-
nition of Weak Privacy is that the filter maintains an additional list £.;4 of credential identifiers
and by using this list it can supply So with the credential identifier p.;q. By peig So can simulate
the linkability in the simulated scenario if this is present in the real scenario.

Definition 3.3.3 (Weak Privacy). A PABC system is weak private, if there exist two PPT
algorithms S1 and So such that no PPT adversary A has a non-negligible chance of winning the
game described in Figure 3.2.

Here, O"% (spar) behaves as described in § 3.2, while F maintains initially empty lists C,
P, L, two counter ctrpy, = 0 and ctr,q = 0, and state information sts = 7, and responds to
queries as follows:

e Oninput (present, U, scope, (ipk;, R1;, cid;, Ri)?:lv E, M), the filter checks thatU € {1,...,
ny} and that, for alli =1,...,k, a tuple (U, cid;, ipk;, (ai,j)?;p rev;) € C exists. Here, rev;
1s the code of an algorithm that on input RI; outputs a bit indicating whether the credential
is to be considered revoked. Further, for all credentials the filter checks if rev;(RI;) = 0 Vi =
1,...,k and that a; ; = ay j for all ((3,7), (7', j")) € E. If any of the checks fails, the filter
returns L. If scope # € and (U, scope,p) & P then F sets ctrpym <— ctrpym~+1, D < ctrngm,
and adds (U, scope, p) to P. For each cid; withi=1,...,k, F checks if a tuple (cid;, pcid;)
in L exist. If not, it sets ctreq < ctreig + 1, Peig < ctreiq, and adds a tuple (cid, peiq)
to L. It then executes (sts, nym, pt) - So(sts, present, scope, p, (ivk;, (@i j)jcR:, Peid;) -1,
E, M). Finally, it returns (nym, pt) to A.

e On input (obtain, U, scope, rh, (ipk;, RI;, cidi,Ri)fill,E, M, (ak+17j)?21), the filter checks
that U € {1,...,ny} and that, for alli=1,...,k, a tuple (U, cid;, ipk;, (ai,j)qjil, rev;) € C
exists. Further, for all credentials the filter checks if rev;(RL) = 0 Vi = 1,...,k and
that a;; = ay jo for all ((i,7),(7,j") € E. If any of the checks fails, the filter returns
1. The filter then looks up the same values p and {pcidi}le as in present. It then
executes (sts, nym, pit) <= So(sts, obtain, scope, p, (ipk;, (ai7j)jeRi,pcidi)fill,E, M, rh) and
returns (nym, pit) to A. For the subsequent flows in the issuance protocol, F answers
each incoming message M, from A by running (sts, Mou) <= So(sts, Min). At the last
flow, So returns a tuple (sts, Mout, cid,rev). If cid # L, F adds a tuple (U, cid, ipky,_ 1,
(akﬂ,j)?gl, rev) to C' and returns Moy to A.

We require that for every PPT adversary A and every ny € N we have that for some
negligible function v it holds that:

Pr[WeakPrivacya (1%, ny) = 1] < 1/2 + v(k).

3.3.4.3 Comparison of Privacy and Weak Privacy

The following lemma sums up the relation between the two privacy definitions stated above,
showing that privacy is a strictly stronger requirement than weak privacy. However, weak
privacy is an interesting property, as for specific applications it still provides sufficiently strong
guarantees, but, on the other hand, might be achievable for less computational costs than
privacy.

Before we state the lemma we note that the only difference between the two experiments for
the definitions is the definition of the filter F. Next we note that the only difference between
the two filters is that in Definition 3.3.3, the definition for weak privacy, the filter keeps the list
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L, which is used to give the simulator the same identifier, the values p.q4, if a credential is to be
presented multiple times. This gives the simulator the ability to simulate a scheme where two
presentation of the same credential can be linked together.

Lemma 3.3.4. Definition 3.3.2 implies Definition 3.3.3, but not vice versa. More formally,
every private PABC scheme is also weakly private, but there exist weakly private PABC schemes
that are not (fully) private.

Proof. To see the implication, let S be the simulator of a (fully) private PABC scheme. Then
S’ defined as follows is a valid simulator for weak privacy: it forwards all inputs an internal
instance of S after removing p.;4, and outputs whatever S outputs. It is easy to see as after
removing p.;q the experiments of Definitions 3.3.2 and 3.3.3 coincide, and thus any adversary
breaking Definition 3.3.3 would directly break Definition 3.3.2 as well.

To see that the other direction does not hold we refer to our generic construction (§5) and
the instantiation based on U-Prove (§7.4). By Theorem 6.4.2, the resulting PABC scheme is
weakly private. However, it is not private, as the presentation tokens in this scheme reveal parts
of the credential without re-randomizing them, and thus it is trivial to link presentation tokens
of the same credential. O



Chapter 4

Building Blocks

In this section we define several building blocks such as signature or pseudonym schemes, the
algorithms and protocols they execute, and the formal security requirements they need to satisfy.
Compared to PABC-systems, most of the security requirements presented in the following are
relatively easy to formalize and also to prove for a specific instantiation. However, in § 5 we will
show that these properties are actually sufficient to obtain PABC-systems by giving a generic
construction for PABC-systems from these building blocks.

4.1 Global Setup

Global system parameters allow one to specify shared system parameters that are to be used
by all the other building blocks.

Global System Parameter Generation. The global system parameters are generated as
spary = (17, AS, €, ', L, spar, ck, sparly) <~ SPGeng(1"),
where:

e / is an integer such that the attribute space AS of the signature scheme is a subset of
+{0, 1}¢, but the revocation and pseudonym systems support inputs from at least {0, 1},

e (' >/ is an integer,

sparg <= SPGen (17, 1),

ck <+ ComKGen(spar,) a public master commitment key,

L specifies the maximum number of attributes that can signed at once, and

spm’g potentially specifies further global parameters.

4.2 Commitment Schemes

In the following we introduce the syntax we use for commitment schemes, as well as the security
properties such a scheme has to satisfy.

4.2.1 Syntax

Basically, the commitment schemes we use are an extension of the standard notion of com-
mitment schemes. Besides the usual algorithms and properties, we require the possibility to
securely prove knowledge of the content of a commitment.

26
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System parameter generation. The commitment system parameters are generated as
spar, = (1%, X, spar’,) <~ SPGen¢(1%, ),
where:
e ) is the maximum bit length of messages that can be committed to, and

e spar’, potentially specifies further commitment parameters.

Commitment key generation. This algorithm computes a public commitment key as:

ck <& ComKGen(spar,) .

Committing to messages. Given a message m, a commitment key ck and system parameters
spar, this algorithm is defined as:

(c,0) <~ Com(ck, spar,,m),

where c is the commitment to m, and o is the opening information to c.

Commitment opening verification. This algorithm verifies that the opening o of a com-
mitment ¢ is correct for a message m:

accept/reject < ComOpenVf(ck, sparg,c,m,0).

Commitment opening proof. This algorithm non-interactively proves knowledge of content
of a commitment:
7 <& ComPf(ck, spar,,c,0,m).

Commitment proof verification. This algorithm verifies a proof 7 for a commitment c:
accept/reject <~ ComProofVf(ck, spar,,c, ).
For notational convenience, we will omit spar. and ck as inputs to the algorithms if they are

clear from the context.

4.2.2 Security Definitions for Commitment Schemes

We next recapitulate the standard security definitions of commitment schemes using the inter-
faces defined in §4.2.1.

Correctness guarantees that honestly computed commitments for honest keys can be suc-
cessfully opened:

Definition 4.2.1 (Correctness). A commitment scheme is correct, if for every A\ € Z and
m € {0,1}* we have that:

Pr[ComOpenVf(ck, spar,, c,m,0) = reject :
spar, <= SPGen¢ (1%, \), ck <~ ComKGen(spary), (¢, 0) <= Com(ck, spar,,m)] = 0.

The binding property guarantees that no efficient adversary can find valid openings of a
single commitment to two different messages:
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Definition 4.2.2 (Computationally binding). A commitment scheme is called computationally
binding, if it is infeasible to open a commitment to two different messages. That is, for every
efficient algorithm A there exists a negligible function v such that:

Pr[ComOpenVf(ck,m, c, 0, spar,) = accept A ComOpenVf(ck,m’, c, o, spar,) = accept :
spar, <~ SPGeng(1", \), ck <> ComKGen(spar,), (¢, m,m',0,0") < A(ck, sparg)] < v(k).

The hiding property guarantees that a commitment does not leak any information about
the contained message:

Definition 4.2.3 (Statistically/computationally hiding). A commitment scheme is statisti-
cally /computationally hiding, if for every m,m’ € M the distributions of Com(ck, m, spar,)
and Com(ck,m’, spar,) are statistically/computationally indistinguishable.

Additionally to these standard properties, we also require that knowledge of the content of
a commitment can be proved in a zero-knowledge way:

Definition 4.2.4 (Opening extractability). A commitment scheme is opening extractable, if
and only if (SPGen., ComPf, ComProofVf) is a non-interactive ZK proof of knowledge for the
following relation R , cf. also § 2.2.1:

(¢, (0,m)) € R :<= ComOpenVf(c,m,0) = accept.

4.3 Privacy-Enhancing Attribute-Based Signatures

We next define the main building block: privacy-enhancing attribute-based signatures (PABS).

4.3.1 Syntax

We first define the parties and the protocols they execute. Informally, parties are split into is-
suers signing attributes, users obtaining signatures, and verifiers checking whether users possess
valid signatures on certain attributes. After setting up some PABS-specific system parameters,
each issuer computes his signing/verification key pair, such that everybody can verify that keys
are well-formed. At issuance time, users can reveal certain attributes to the issuer, e.g., de-
pending on the issuer’s policy, and get the remaining attributes signed blindly. Having received
a signature, a user can verify its correctness. Presentation is then done in a non-interactive
manner: users compute signature presentation tokens, potentially revealing certain attributes,
and verifiers can check these tokens.

System Parameter Generation. The signature system parameters are generated as
sparg = (spary, AS, sparl) <~ SPGeng (spary) ,
where the input are global system parameters, and
o AS C £{0,1}* is the attribute space, and
e sparl potentially specifies further signature parameters.

The system parameters are input to any of the other algorithms of the scheme. However,
for notational convenience, we will sometimes not make this explicit.

Key Generation. An issuer generates a key pair (ipk, isk) <= IKGen(spary).

Key Verification. A public key ipk of an issuer can be verified for correctness with respect
to a security parameter 17 as

accept/reject < KeyVf(ipk).
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Signature Issuance. Issuance of an attribute signature is an interactive protocol between a
user and a signature issuer:

(sig/ L, ) < (U.Sign(ipk, (cj, 0)j¢r, @) ;Z.Sign(isk, (ai)icr; (¢j, 7)) j¢R)) ;
where:

e @ = (aj,...,ar) are the attributes to be signed,

e R denotes indices of attributes that are revealed to the issuer (the other ones are unre-
vealed)

e c; is a verified commitment to aj;, o; is the associated opening information, and 7; is a
non-interactive proof of knowledge of the opening of ¢;. In particular, ¢; might be re-used
from a preceding signature presentation, allowing users to blindly carry over attributes
into new credentials.

At the end of the protocol the user either obtains a signature sig or L in case the issuance failed.
Signature Verification. The correctness of a signature can be verified using SigVf on input

a signature sig, attributes @ and a issuer public key ipk:

accept/reject < SigVf(sig, @, ipk) .

Signature Presentation Token Generation. The user can compute a signature presenta-
tion token spt that proves that he possesses a signature for a set of revealed attributes R and
committed attributes (c;j,0;)jec where CN R = (). Furthermore, a signature presentation token
can be bound to a specific message M specifying, e.g., some context information or random
nonce to disable adversaries to re-use signature presentation tokens in subsequent sessions:

spt/ L <= SignTokenGen(ipk, sig, @, R, (cj,05)jec, M) .

Signature Presentation Token Verification. The correctness of a signature presentation
token can be verified publicly as:

accept/reject - SignTokenVf (ipk, spt, (ai)icr, (¢j)jec, M).

4.3.2 Security Definitions for PABS Schemes

We require that honest parties are always able to succeed in the previous algorithms. That is,
none of the above algorithms should output L or reject, whenever the inputs were computed
honestly and the parties followed the protocol specifications.

Definition 4.3.1 (Signature Completeness). A PABS-system is complete, if there exist neg-
ligible functions v;, i = 1,2,3, such that the following is satisfied for all @ € AS(k)*, all
C,D,RC{l,...,L} with CND =0 and all messages M:
Honestly computed keys are well-formed with overwhelming probability:
Pr[KeyVf(ipk, 1) = reject : spar, <~ SPGeng(1"),
sparg <> SPGeng (spary,), (isk, ipk) <= IKGen(spary)] < vi(k)

If all parties are honest, the user obtains a valid signature with overwhelming probability:

Pr(sig = L Vv SigVf(sig, @, ipk) = reject : spar, < SPGeng(SPGeng(1%)),
(isk, ipk) < IKGen(spary), (¢;,05) <= Com(a;) Vj ¢ R,
(sig,e) < (U.Sign(ipk, (cj, 07)j¢r, @); L.Sign(isk, (ai)icr, (¢j)jgr))] < va (k)
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For honest issuers, an honest user can produce valid signature presentation tokens with
overwhelming probability:

Pr[SignTokenVf(ipk, spt, (ai)icp, (¢;)jec, M) = reject :
spar, <~ SPGeng(1%), sparg <~ SPGens (spar,), (isk, ipk) <= IKGen(spar),

(¢j,05) <~ Com(a;) ¥j ¢ R, (cj,0;) < Com(a;) Vj € C

(sig, ) <= (U.Sign(ipk, (cj,05)j¢r, @); Z.Sign(isk, (a:i)icr, (¢j)i¢R))s
spt <> SignTokenGen (ipk, sig, @, D, (¢}, 0}) jec, M)] < v3(k).

The following definition is similar to the standard unforgeability and gives the user access
to an issuance oracle Ojgguer, from which he can obtain signatures on attributes of his choice.
To capture also the information the adversary can gain from acting as a verifier with honest
users, we additionally grant A access to a user oracle Oyser. The adversary can ask the oracle to
get signatures for attributes of his choice from the issuer, for which A will only receive a handle
but not the signature itself. Subsequently the adversary can request presentation proofs for
those unrevealed signatures where the oracle executes the part of the honest user. Finally, the
adversary wins the unforgeability game if he manages to output a valid signature for attributes
he has never sent to the issuer oracle.

Note that we also consider signatures on attributes sent to Oyser as forgeries, and thus our
notion also captures the property that a verifier should not able to impersonate the user after
having received a presentation proof. On the other hand, we do not require strong unforgeability,
i.e., given a signature for attributes @ an adversary may be allowed to derive a different signature
for the same attributes. On the contrary, our construction given in § 7.3 heavily relies on the
fact that a user can re-randomize signatures.

Definition 4.3.2 (Signature Unforgeability). A PABS-scheme is called unforgeable, if there
exists an efficient algorithm E® = (E$, ES), called signature extractor, that satisfies the following
properties:

o ES outputs parameters and trapdoors, such that the parameters are indistinguishable from
correctly computed system parameters:

{sparg : sparg <~ SPGeng(SPGeng(1%))} ~ {spars: (spars,Ts) <~ E5(SPGeng(1%))},
and

o for every efficient adversary A the following probability is negligible in the security param-
eter:

Pr|SignTokenVf(ipk, spt, (ai)icr, (¢;)jec, M) = accept A (Sigi(sig, a,ipk) = reject V

Jk € C' : ComOpenVf(a, ck, o) = reject V (((ai)ieR, (¢j)jecs M) & Lopy N @ ¢ Eiss))

(sparg, 7s) <= ET(SPGeng(1%)), (isk, ipk) <~ IKGen(spars),

((ai)ier, (cj)jec, spt, M) <= AP0

S

(sig, (aj) ¢ R, (or)kec) <= BS(T, ipk, (ai)icr, (¢j)jec, spt), @ < (ai)ier U (aj)jgéR]

sparg, ipk),

Here, the oracles Oiggyer and Oyser are defined as follows:

o The oracle O gllows the adversary to receive signatures from the issuer. It maintains
an initially empty list Liss. On input ((a;)icr, (¢j,7j)j¢r), the oracle first checks that
ComProofVf(c;, m;) = accept, and then extracts (aj,o05) <= ES(1c,cj,mj) for all j ¢ R,
and defines @ in the canonical way. It initiates an instance of the issuance protocol for
((ai)icr; (¢j)j¢r) acting as an honest signature issuer using isk. Finally, the oracle adds
a to Liss.
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o The oracle O"*%*(-) allows the adversary to interact with “honest users”. It maintains a
list Lag of tuples (cid, @, sig) where sig denotes a signature on attributes @, associated
with the unique handle cid. The adversary can query the oracle in two modes:

— Being called with (obtain, @) the oracle initiates an instance of the issuance protocol
U.Issue(ipk,e, @) in interaction with Z.lssue(isk, @,c). When the former outputs a
signature sig, it adds the tuple (cid, @, sig) to Lgg, where cid is a unique handle to
the signature. It returns cid to A.

— Being called with (token, cid, R, (¢;,0;)jec, M) where CN R = () the oracle generates
a signature token. It first checks that a tuple (cid, @,sig) € Lsg exists and that
ComOpenVf(a;, cj,05) = accept Vj € C. If so, it returns spt <= SigTokenGen(ipk, sig,
@, R, (cj,05)jec, M) to the adversary, and adds ((a;)ier, (¢;)jec, M) to the initially
empty list Lgpt .

We now define user privacy, i.e., the security guarantees for users against malicious signers
and signature token verifiers. In a nutshell, we require that malicious issuers and verifiers cannot
learn more than the attributes a user willingly reveals. This includes that issuers and verifiers
must not be able to link different transactions unless this is implied by the revealed attributes
(e.g., because an attribute is unique).

Similarly to the privacy definitions of PABC, privacy of PABS schemes also comes in two
flavors, a strong and a weaker. As we will see later there exist schemes only fulfilling Weak User
Privacy and this property is enough to achieve a weakly private PABC scheme. For both the
weak and the strong version we define user privacy by requiring that the user-side sign protocol
and the generation of signature tokens can be simulated given only the public information, i.e.,
the revealed attributes and the commitments to the hidden attributes. Here we are, however, in
a much simpler situation compared with the full PABC scheme, as it is actually sufficient to just
consider a single sign protocol and for the strongest version of privacy only a single signature
token. To be able to simulate the user with only the public inputs, the system parameters for
the signature scheme need to come with a trapdoor that can be exploited by the simulators S;gg
(that simulates the user-side of the issuance) and Spres (that simulates the token generation).
Thus, in both experiments we require a third simulator Sparans that outputs system parameters
which are indistinguishable from the real ones, but provide such a trapdoor. For the strong
version of privacy we can follow the composable zero-knowledge paradigm [GS08, GS12], and
this trapdoor is given to both, the simulator and the adversary. While this might look surprising
at first glance, it turns out to be necessary for proving the security of the generic construction
presented in the following section, as otherwise privacy guarantees could only be made for a
single presentation, but not for polynomially many by potentially different users. In the weak
version of privacy we cannot use the composable zero-knowledge paradigm and to be able to
give security guaranties for more than a single presentation, we use an approach very similar to
the privacy definitions of PABC where in the real world case of the experiment the adversary
has access to an oracle representing a real user and in the simulated case the adversary accesses
the simulator trough a filter filtering all secret information and thereby only giving the public
information to the simulator.

Finally, one needs to rule out that dishonest signers can generate public keys that allow
them to somehow bias the derived signatures and thus to link them. To thwart such schemes,
we require that issuers’ public keys are well-formed, i.e., verify under KeyVf. This is defined as
follows.

Definition 4.3.3 (Key Correctness). No efficient adversary can compute an issuer public key
ipk™ satisfying KeyVf(ipk™) = accept such that there do not exist random coins for IKGen gen-
erating the same public key, with more than negligible probability.

We are now ready to present our definition of user privacy.
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Experiment Blindlssa(17):
(sparg, Ts) <> Sparans (SPGeng(17))
b+« {0,1}
(ipk, R, @, st) <~ A1 iss(sparg, Ts)
(Cl‘,OZ‘) & Com(ai) Vi g R
Ifb=0: Else:

Os.obtain(

Yoo A2,iss SPaTs,ipha,(Ci,oi)igR)((Ci)igR’St) b s Agjis:(ssparsﬁs,ipkv(ai)iem(ci)iel%)((Ci)igR,st)
Return 1 if and only if:
b=1" and

KeyVf(ipk) = accept.
Figure 4.1: Blindlssa(1%)

Experiment PtPrivacya(17):
(sparg, Ts) <> Sparans (SPGeng(1%))
b+« {0,1}
(1pk, sig, (ci, 01)icc, R, a, M, st) <- Al,pres(spary 7s)
Ifo=0: Else:
spt <& SignTokenGen(ipk, sig, @, R, (¢;, 0i)icc, M) spt <> Spres ik, Ts, (a4)icr, (¢i)iec, M)
b & A2,pres(5pt7 (Ci)i607 St)
Return 1 if and only if:
b=1,
ComOpenVf(c;, a;, 0;) = accept for all i € C,
KeyVf(ipk) = accept, and
SignVf(sig, @, ipk) = accept.

Figure 4.2: PtPrivacya(17)

Definition 4.3.4 (User privacy). For every tuple of PPT adversaries (A1 iss, A2 iss, Al pres;
Aspres), there exist PPT algorithms (Sparans, Sisss Spres) and a negligible function v such that

{(spary : sparg <= SPGeng(SPGeng (1))} ~ {spary : (spars, Ts) <= Sparans(SPGeng(1%))},
and for the experiments in Figures 4.1 and 4.2 we have:

Pr[Blindlssa(1%) =1] < 1/2+v(k) and
Pr[PtPrivacya(1%) = 1] < 1/2 4+ v(k) .

Here, the oracle O%-°P*3i% ygsed in the experiment Blindlssa allows the adversary to interact

with “honest users”. Being called with (sparg, ipk, @, (¢;, 0;)igr) the oracle initiates an instance
of the issuance protocol with the adversary acting as issuer.

When comparing this definition with the privacy definition of PABC (Definition 3.3.2), we see
that here we have defined the experiments for signing (issuing of credentials) and for signature
tokens (presentation tokens) separately. Furthermore, here we do not use a filter functionality
F. We made both these choices for simplicity. In fact, the filter functionality here would be
rather trivial, it would just not pass the openings of the commitments and the non-revealed
attributes to the simulator. In the experiments above, this is explicitly dropped from the inputs
to the simulators. Merging the experiments into a single would complicate the experiments
without reason. Also, separate experiments are useful for analyzing schemes that satisfy only
one of the two, as described below with a weaker definition of privacy, where Blindlssa is the
same in both definitions.
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Experiment Untraceabilitya(17):
(sparg, Ts) <> Sparans (SPGeng(17))

b {0,1}
If b=0: Else:
s.user SigUy. T
b/ <i A?:Pres (.)(Spa’rs’ TS) b, <i Aiprgei )|Spres( 5)(5pa’rsv TS)
Return 1 if and only if
b=1"V

Figure 4.3: Untraceabilitya(17)

In the above definition, the adversary learns the signature itself, and must still not be able
to distinguish real and fake presentations. However, many practically used schemes such as
Microsoft’s UProve do not achieve this goal. We therefore next describe an alternative, weaker
notion user privacy, called weak user privacy, where apart from blind issuance, the adversary
must only be unable to link presentations to specific issuance sessions, but might be able to
link any two presentation tokens that were derived from the same signature. This property is
referred to as untraceability.

The idea of the following definition is that the adversary, acting as the issuer, can ask an
honest-user oracle to obtain an arbitrary number of signatures. Furthermore, receiving handles
to those signatures (but not the signatures themselves) the adversary can request arbitrarily
many presentation tokens for any of these signatures, where the presentation tokens will be
honestly computed in the real world, but will be simulated only using the revealed attributes
and the handle to the signature (but not the signature itself) in the ideal world. Giving the
handle to the simulator is crucial, as in the real world presentation tokens might be linkable,
and the simulator needs to know whether or not it has to simulate this linkability as well when
receiving multiple presentation requests. The adversary wins if he can distinguish the two
worlds.

Definition 4.3.5 (Weak User Privacy). For every tuple of PPT adversaries (A1 iss,A2iss,
Al,preS7A2,pres); there exist PPT algorithms (Spara.mSaSissaSpres) and a negligible function v
such that for the experiments in Figures 4.1 and 4.3 we have:

Pr[Blindlssa(1%) =1] < 1/2+v(k) and
Pr[Untraceabilitya (17) = 1] < 1/2+ v(k) .

Honest User Oracle O®"#¢*. The user oracle gives the adversary access to honest users,
which he can trigger to obtain signatures on inputs of his choice and request signature presen-
tation tokens on inputs of his choice. The adversary does not get to see the actual signatures,
but is only given a unique signature identifier idy, by which he can refer to the signature. It
provides the following interfaces:

e On input (obtain, ipk, @, R) the oracle commits to all messages (¢;,0;) <= Com(a;)Vi € R
and executes sig/ L < U.Sign(ipk, (c;, 0;)j¢r; @), with the adversary playing the role of
the issuer. The oracle adds (idy, sig, @) to an initially empty list L, where idgq is a

unique pointer, and returns idg;, to the adversary.

In the experiment, we write sig(idsy) to refer to the (unique) signature sig such that
(idsig, si9, @) € L, or sig(idsig) = L if no such entry exists.

e On input (pres, ipk, idsg, @, R, (¢i, 0i)icc, M), the oracle looks up (idsq, sig, @) € L, re-
turning L if no tuple is found. It then computes spt <~ SignTokenGen(ipk, sig, @, R,
(¢, 0i)icc, M) and returns spt to the adversary.
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Honest User Filter 7518V, F5i8U gives the adversary access to a simulator, which simulates
the generation of a signature proof token from only the released attributes. It provides the
following interfaces:

e On input (obtain,ipk, @, R), 758U commits to all messages (c;,0;) <~ Com(a;) for all
i ¢ R and executes sig/ L <~ U.Sign(ipk, (cj,0;)j¢r, @), with the adversary playing the
role of the issuer. F3€V adds (ids;y, @) to an initially empty list L, where idy;, is a unique
pointer, and returns idy, to the adversary.

e On input (pres, ipk, idsig, @, R, (i, 0i)icc, M), the filter looks up (idsg, @) € L, returning
L if no tuple is found. It then computes spt < Spres(ipk, T, idsig, R, (as)icr, (¢i)iec, M)
and returns spt.

4.3.3 Relation of Privacy Definitions

Lemma 4.3.6. Definition 4.3.4 implies Definition 4.3.5, but not vice versa. More formally,
every user private PABS scheme is also weakly user private, but there exist user weakly private
PABS schemes that are not (fully) user private.

Proof. Let be given a PABS satisfying (full) privacy, and let (Sparams, Siss, Spres) be the respec-
tive simulators. Define S]’pres such that it just forwards all inputs except for idg;, to an internal
copy of Spres, and outputs whatever Spres returns. We then show that (Sparams; Siss, S is a
valid simulator for weak privacy.

Blind issuance is clear. For untraceability, consider the following hybrid argument: in hybrid
H;, the first ¢ presentation requests of an adversary A are answered by O%"°F and all subsequent
requests are answered by S;res. Let g be an integer such that with overwhelming probability A
makes at most ¢ presentation requests to its oracle. Note that ¢ is polynomially bounded by
the running time of A. If A can win Experiment Untraceability with some probability €, then he
can distinguish Hy and Hj1 with probability at least negligibly close to €/q for some k.

Consider now the following adversary A’, which internally executes a copy of A. Whenever
A makes an obtain-request to its oracle, A’ (in both, A} and A)) perfectly simulates the oracle,
i.e., it plays the role of the honest user. Furthermore, A| answers the first k pres-requests
with simulated presentation tokens. Upon receiving the (k + 1)** presentation requests, A}
outputs the respective (ipk, sig, C, R, @, M, st), and replies to the internal copy of A whatever it
receives in the experiment, i.e., either a honestly computed or a simulated presentation token.
All further presentation requests are answered honestly by Al.

It can now be seen that A’ can win Experiment PtPrivacy with the same probability as A
wins in Experiment Untraceability. As the given scheme is user private by assumption, this

probability is negligible, and the weak user privacy follows.

;res)

To see that the other direction does not hold, we refer to Section 7.4. The scheme there is
weakly user private by Lemma 8.3.3, but not user private, as the signature presentation tokens
reveal parts of the signature without re-randomizing them before. O

4.4 Revocation Schemes

Suppose a set of users, e.g., employees, that is granted access to some online resource. Then
this set will often change over time. While adding users would be possible with the features
presented so far, revoking access for specific users was not. In the following we thus define
revocation for signature systems.

The following definition uses a blacklisting approach rather than whitelisting. We believe
that for our scenario this is the natural choice, as in real-world applications the number of
active signatures will usually be higher than that of revoked ones. Furthermore, whitelists
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would require verifiers to update their local copy every time a new signature was issued, while
for blacklisting different verifiers may obtain updates at different intervals, depending on their
security policies, making it easier to realize offline applications.

4.4.1 Syntax

After having set up system parameters, a revocation authority generates a secret revocation key,
together with some public revocation key and revocation information. Using its secret key, the
authority can revoke attributes by updating the revocation information accordingly. Proving
that an attribute has not yet been revoked is again done non-interactively: a user can generate
a token showing that some commitment contains an unrevoked attribute. This token can later
be publicly verified.

System Parameter Generation. The system parameters of a revocation system are gener-
ated as

spar, = (sparg, RS, sparl.) <~ SPGeny (spary) ,
where the input are global system parameters, and
e RS specifies the set of supported revocation handles, and
e spar’. potentially specifies further revocation parameters.

The system parameters are input to any of the other algorithms of the scheme. However,
for notational convenience, we will sometimes not make this explicit.

Revocation Setup. The revocation authority (possibly, but not necessarily the issuer) runs
the revocation setup to obtain a secret key rsk, an associated public key rpk and a public
revocation information RI:

(rsk, rpk, RI) <+ RKGen(spar,) .

Attribute Revocation. An attribute can get revoked by a revocation authority by “exclud-
ing” a certain attribute a from the public revocation information RI.

RI' - Revoke(rsk, RI,a).

Revocation Token Generation. A user can generate a token proving that a certain at-
tribute, committed to in ¢, has not been revoked before:

rt/ L <+ RevTokenGen(a, ¢, o0, RI, rpk) .

In practice, a revocation presentation will always be tied to a signature presentation, to prove
that a presentation signature is valid. The value of ¢ in the former will therefore be one of the
commitments from the presentation step.

Revocation Token Verification. A revocation token can be verified as follows:
accept/reject < RevTokenVf(rt, ¢, RI, rpk) .

4.4.2 Security Definitions for Revocation Schemes

We require that whenever an honestly computed revocation information RI is used, an honest
user is able to successfully generate valid tokens:
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Definition 4.4.1 (Revocation correctness). There exists a negligible function v such that the
following holds for all ordered sets A of attributes and o' ¢ A:

Pr[RevTokenVf(rt, ¢, RI, rpk) = reject :
spary <~ SPGeng(1%), spar, <* SPGen,(spar,), (¢',0") <= Com(a’),
(rsk, rpk, RI) <~ RKGen(spar,), RI <~ Revoke(rsk, RI,a) Ya € A,
rt <> RevTokenGen(a', ', o', RI, rpk)] < v(k).

Revocation soundness captures the following: To make the verifier accept, the user must
know the attribute contained in the commitment it computes a revocation token for. Further,
nobody except for the revocation authority can come up with a new valid revocation information,
i.e., the revocation information is always authentic. Finally, this attribute must not have been
revoked in an earlier revocation step.

Definition 4.4.2 (Revocation Soundness). A revocation scheme is sound if there exists an
efficient algorithm E* = (EX, E%), called the extractor, that satisfies the following properties:

e ET outputs parameters and trapdoors, such that the parameters are indistinguishable from
correctly computed system parameters:

{spar, . spar, <~ SPGen.(SPGeng(1%, X))} ~ {spar, : (spary,7y) <~ E](SPGeng(1%, X))},
and

o for every efficient adversary A there exists a negligible function such that:

Pr [RevTokean(rt7 ¢, RIn, rpk) = accept A (ComOpean(c, a,0) = reject V
3 (RIn, epoch,a’) € L V 3 (RIn, epoch,a’), (RI', epoch/,a) € L : epoch’ < epoch) :
(spary, ) <= E](SPGeng(1%, X)), (rsk, rpk, RIy) <~ RKGen(spar),
(RIn, Tt ) <& AOreVOke(rpk, Ry, spar,), (a,o) < E5 (7, rpk, 1t, c)] < v(k).

Here, the oracle OF®"°%® simulates an honest revocation authority as follows, where initially
L =0 and epoch = 0:

e On input (revoke,a) for some attribute a € AS, the oracle first revokes a by com-
puting RI' <~ Revoke(rsk, RI,a). It then updates its internal state as RI < RI and
epoch < epoch+ 1. It then adds (RI, epoch,a) to L, and hands back the updated revocation
information RI to the adversary.

Revocation privacy ensures that no adversary can tell which of two unrevoked attributes
ap, a1 underlies a revocation token. It is formally defined through the following experiment.

Definition 4.4.3 (Revocation Privacy). A revocation scheme is private, if for every efficient
adversary A there exists a negligible function v such that the following holds:

Prt)=b A rtg#L A rti #L : spary <~ SPGeng(1%),
spary <>~ SPGeny(spary), (rpk, R, ag, a1, st) <~ A(spar,),
(ciy0;) <= Com(a;), rt; <> RevTokenGen(spar,,a;,c;i,0;, RI, rpk), i = 0,1,

X 1
b <= {0,1},b" <= A(cp, Ty, st) | < 5 +v(k).
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4.5 Pseudonyms

Users can be known under different pseudonyms to different credential issuers and verifiers,
which are all mutually unlinkable.

4.5.1 Syntax

System Parameter Generation. The system parameters of a pseudonym system are
generated as
spar, = (spary, spar;) <+ SPGeny (spary)

where the input are global system parameters, and

° sparg potentially specifies further pseudonym parameters.

The system parameters are input to any of the other algorithms of the scheme. However,
for notational convenience, we will sometimes not make this explicit.

User key generation. A user generates his secret key as usk <& UKGen(sparp).

Pseudonym generation. A pseudonym nym for a given user secret key and a scope € {0, 1}*
can be computed deterministically as:

nym <— NymGen(usk, scope) .

Pseudonym presentation. On input a user’s secret key usk, a commitment ¢ to usk with
opening information o, and a scope string scope € {0, 1}*, the pseudonym presentation algorithm
generates a pseudonym nym with a proof 7:

(nym, ) <~ NymPres(usk, ¢, 0, scope) .

Pseudonym verification. A pseudonym nym and pseudonym proof 7 are verified for a
commitment ¢ and scope scope as

accept/reject «— NymVf(spar,, c, scope, nym, ) .

4.5.2 Security Definitions for Pseudonyms

In a pseudonym system, users can derive pseudonyms from their secret key and arbitrary scope
strings, and prove that they indeed know the secret key used to compute this pseudonym.
Correctness and key extractability guarantee that honest users can perform such proofs, and
that the verifier is guaranteed that the user indeed knows the used secret key. Collision resistance
then guarantees that for each scope string, any two users will have different pseudonyms with
overwhelming probability. Finally, unlinkability guarantees that users cannot be linked across
scopes.

Definition 4.5.1 (Correctness). There ezists a negligible function v such for all scope € {0,1}*
it holds that:

Pr |NymVf(spary, ¢, scope, nym, w) = reject V. nym 7 NymGen(usk, scope)
spary <~ SPGeng(1%), spar, <~ SPGeny(spar,), usk <~ UKGen(spary,),

(¢, 0) <~ Com(usk), (nym, 7) <= NymPres(usk, c, 0, scope)| < v(k) .
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Experiment LinkNymsa (1%):
sparg < SPGeng(17)
spary, <= SPGeng (spary)
usky, usky <~ UKGen(spar,)
b+« {0,1}
(scope*,st) <+ A?O(U‘Skﬂ")’ol(u‘gkl")(sparp)
(c*,0%) <+ Com(usky)
(nym*, 7pym) <= NymPres(usky, c*, 0", scope®)
b & A?O(us%")’ol(ush")(nym*, Tohyms €°)
Return 1 if and only if:
b=,
scope™ € Lscope, and
c* # ¢ Y(usk,c,0) € Leon.

Figure 4.4: LinkNymsa (1)

Definition 4.5.2 (Key Extractability). A pseudonym system is key extractable, if (SPGenp,
NymGen, NymVf) is a non-interactive proof of knowledge for the following relation, cf. §2.2.1:

((c, scope, nym), (usk, 0)) € R :< NymGen(usk, scope) = nym A ComOpenVf(usk, c,0) = accept.

Definition 4.5.3 (Collision resistance). A pseudonym system is collision resistant, if for every
PPT algorithm A there is a negligible function v such that:

Pr[NymGen(usky, scope) = NymGen(usk;, scope) :
(usko, usky, scope) <= A(SPGeny(SPGeng(1%)))] < v(k).

Definition 4.5.4 (Pseudonym unlinkability). We define pseudonym unlinkability as a game
between the adversary and two oracles Og(usky, -), O1(uski, -) simulating honest users as follows,
where the oracles share initially empty lists Lscope and Leon:

e On input (¢, scope), oracle O; checks whether there exists (uski, c,0) € Leoy if ¢ # L. If it
does, it returns (nym, ) <= NymPres(usk;, c, 0, scope) to A and aborts otherwise. If ¢ = L,
the oracle computes (¢, 0") <= Com(usk;), adds (usk;,c',0") to Leon, sets (nym, Tpym) <=
NymPres(usk;, c’, o', scope) and returns (nym,w,c) to A. If no abort occurred, the oracle
adds scope to Lgscope-

We now require that for every PPT adversary A = (A1, As) we have that for some negligible
function v it holds that:
Pr[LinkNymsa (17) = 1] < 1/2 + v(k).
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Generic Construction of PABCs

Our generic construction of a PABC system uses the following components:
e A global setup algorithm SPGeng,
e a commitment scheme

(SPGen¢, ComKGen, Com, ComPf, ComOpenVf) ,

a PABS scheme

(SPGeng, IKGen, KeyVf,U.Sign, Z.Sign, SigVf, SignTokenGen, Sign TokenVf)

a revocation scheme

(SPGeny, Revoke, RevTokenGen, RevTokenVf), and

e a pseudonym scheme

(SPGeny,, UKGen, NymGen, NymPres, NymVf) .

5.1 Intuition

We next very briefly describe the intuition underlying our generic construction.

The idea is to use the underlying pseudonym and revocation schemes unchanged to obtain
the according properties for the PABC-system. Issuance and presentation are realized via the
given PABS-scheme. However, instead of just signing the attributes, the issuer additionally
signs the user secret key and the revocation handle whenever applicable. Similarly, whenever a
user computes a presentation token for a set of credentials, it proves knowledge of the according
signature on the contained attributes, the revocation handle, and the user secret key. Thereby,
the user secret key is always treated as an unrevealed attribute.

The seemingly independent components are linked together via the commitments being
used. For instance, the same commitment/opening pair is used to generate revocation tokens
(RevTokenGen) and signature presentation tokens (SignTokenGen), guaranteeing that indeed the
revocation handle contained in the credential was also shown to be unrevoked.

5.2 Formal Description of the Construction

In the following, let eq be a function mapping an attribute index (i, j) to its equivalence class
as induced by the equivalence relation F, i.e.,

eq(i,j) = {(i,4)} U{(&, ) : ((4,5), (7', 5)) € E}

39
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(Cuskza Ousk) & Com(u‘Sk)
if scope = e:
(nym, Tpym) = (€,¢€)
else:
(nym, Tpym) <= NymPres(usk, cysk, Ousk, Scope)
(ce,0¢) <+ Com(az) Ve € E
fori=1,...,k do:
if ered; is revocable:
(Crhiy, Ornyi) <= Com(rh;)
rt; <= RevTokenGen(rh;, Crp i, Opn iy RI;, rpk;)
else:
(Crh,ia Orh,i) A (6> 5)
M = Ml|scope| (ipk;, (ai ;) jer) iy | B
fori=1,...,k do:
spt; <& SignTokenGen (ipk,, sig;, ((ai,j)?ilv usk, rhi), Ri, ((Ceq(i,j)> Oeqirj)) j€E:»

Cusks Ousks Crh,is OTh,i)a M)
_ A ey k
pt= (Cuska Tnym, (Ce>g€E7 (Crh,l; rti, Sptz’)i:l)
if rt; # L and spt; # L fori=1,... k:
Output (nym, pt)
else :
Output (L, 1)

Figure 5.1: AuxPresent(usk, scope, (ipk;, RI;, cred;, (ai’j);il, R)F_ |, E, M)

and let E be the set of equivalence classes defined by E. By (ag)geﬁ we denote the common
attribute values such that eq(i,j) =€ = a; j = ae. Finally, let E; = {j : ((¢,4), (¢, j")) € E}.

System parameter generation. The system parameters for the PABC scheme are generated
by generating:

e global system parameters spar, = (1%, ¢, ¢, spar, ck, spary) <~ SPGeng(1"),
e signature system parameters sparg <~ SPGens(spary),

e revocation system parameters spar, = (spar,, spart.) <+ SPGen,(spar,), and
e pseudonym system parameters spar, <~ SPGeny(spar,),

and outputting:
spar = (sparg, spars, spary, spary) ,

We assume that the algorithms of all building blocks take their respective parameters as implicit
inputs.

User key generation. Users generate their secret keys as usk <= UKGen(1%).

Issuer key generation. Issuers generate a signature key pair (ipk', isk’) < IKGen(spar,) and
revocation keys (rsk, rpk, RI) < RKGen(spar,).

The public key is ipk = (ipk, rpk), the secret key isk = (isk/, rsk), and the initial revocation
information RI.
Presentation.  The algorithm Present takes (usk, scope, (ipk;, RI;, cred;, (ai,j)?él,Ri)le,E,
M) as inputs, and outputs whatever AuxPresent specified in Figure 5.1 outputs, where ipk; =
(ipk, rpk;) and cred; = (sig;, rh;) are as before, and M = pres|| M.
Presentation verification. On inputs (nym, pt, scope, (ipk;, RL, (a; ;) jer;)*_1, E, M), Verify
outputs accept if and only if AuxVerify described in Figure 5.2 outputs accept.
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M= M| scope]|(ipk;;, (ai,j)jeRi)fﬂuE
if scope # € A NymVf(cys, Scope, nym, Tpym) = reject:
Output reject for i =1,...,k do:
if RevTokenVf(rt;, c,p i, R1;, pk;) = reject or
SignTokenVf (ipk;, spt;, (aij)jer,» ((Ceq(ij))j€E: > Cusks Crhi) =1, M!) = reject:
Output reject
Output accept

~

Figure 5.2: AuxVerify(nym, pt, scope, (ipk;, RI;, (ai,j)jeRi)?:p E, M)

(nym, pt) <= AuxPresent(usk, scope, (ipk;, RI;, cred;, (ai,j)?;p R)Y_ | E,iss||M),
thereby saving the used (cz, 0¢)sc5
(cj,05) <+ Com(agi1,5) Vi ¢ R U B
7 <= ComPF(Coq(h+1,5)s Ocqi+1,5)s Gh+1,5) Vi € Bt
mj <= ComPf(cj, 05, ar41,5) Vi & Ripy1 U Eppq
Tusk <= ComPf(cysk, Oysk, usk)
pit = (pt, rhit1, (Cj)jQRkHUEkH » Tusk (Wj)j§ZRk+1)
sit = ((Ceq(k—l—l,j)’ Ocq(k+1,5) )jEEk+17 (Cj’ 0j )jéRk+1UEk+17 Cusks Ousks ipk/kJrl? (ak+17j );li+117 USk7 Thk+1)
Output (pit, sit, nym)

Figure 5.3: 1TGen(usk, scope, rhy1, (ipk;, RI;, cred;, (ai,j)?;p Ri)fill, E, M)

Issuance token generation. An issuance token for inputs (usk, scope, rhy11, (ipk;, RI;, cred;,
(ai,j)?;p Ri)f;rll, E, M) is generated as specified in Figure 5.3.

Issuance token verification. Given an issuance token pit = (pt, rhyi 1, (Cry1,55 Tht1,7)igRysr >
Tusk), the verifier returns accept iff:

AuxVerify (nym, pt, scope, (ipk;, RI;, (ai ;) jer, )L E, iss| M) = accept.

Issuance. To get a credential issued, the user runs

U Sign(ipk 1, ((Ceq(i+1,9): Oea(k+1,7))i€Br11> (Cir 03)j¢ Ry 1UB 11>

Cusk Ousk)7 ((akJrl,j)?i-{l? ’LLSk, rthrl)) )

obtaining all the required inputs from sit, while the issuer runs

I'Sign(iSkjv ((ai)iERkJrla Th’k-‘rl)v ((Ceq(k—i-l,j)u Trj)jGEkJrl) (cja 7Tj)j¢Rk+1UEk+17 (Cuskv Wusk))) 3

obtaining its inputs from ¢sk and pit. When the user’s protocol returns sig, the user’s issuance
algorithm returns cred = (sig, Thg11).

Revocation. On input an issuer secret key isk = (isk/, rsk), a revocation information RI and
a revocation handle 7h, the revocation algorithm returns RI' <* Revoke(rsk, RI, rh).



Chapter 6

Security of the Generic Construction

In the following we prove the security properties of the generic construction.

6.1 Correctness

Theorem 6.1.1. The constructed scheme s correct, if all building blocks are correct.

This claim is straightforward to verify, and thus the formal proof is omitted.

6.2 Pseudonym Collision-Resistance

Theorem 6.2.1. The pseudonyms of our generic construction are collision resistant and de-
termanistic, if the underlying pseudonym system is collision resistant.

Proof. The claim follows directly from the way pseudonyms are computed in Present and ITGen,
using that NymGen in §4.5 is deterministic by definition. O

6.3 Unforgeability

Theorem 6.3.1. Our generic construction is unforgeable if the revocation scheme is sound,
the pseudonym scheme is key-extractable, the commitment scheme is opening-extractable and
binding, and the PABS scheme is unforgeable.

Proof. We prove the above theorem through a sequence of games played with the unforgeability
adversary A. The first game Game 0 is the normal security experiment as defined in §3.3.3.
The last game is such that, given an adversary A who has non-negligible success in winning
it, we can construct a polynomial-time adversary B against the unforgeability of the signature
scheme, cf. Definition 4.3.2. For each hop between intermediate games, we show that they are
indistinguishable from the adversary’s view under appropriate assumptions.

Game 0: This is the original unforgeability experiment as defined in §3.3.3.

Game 1: This game relies on the revocation soundness property (see Definition 4.4.2) to gener-
ate simulated system parameters (spary,7y) < Ef(spar,) and extract the revocation han-
dles and opening information (rh;, o0y, ;) < E5(spary, Tr, ¢ppi, rt) from all commitments
¢ in presentation and issuance tokens produced by the adversary in the sets 7 and Z7T .
Let RI; be the revocation information used in each token and let epoch; be the highest value
so that (ipk;, RI;, epoch;) € RI. The game aborts if ComOpenVf(c,;, rhf,oﬁh,i) = reject
or if rhf was revoked at epoch;, i.e., if there exists (ipk;, rh;, epoch;) € RRH such that
epoch;; < epoch;.

42
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Any adversary A that causes this to happen can be used to build an adversary B that
breaks the revocation soundness by, on input rpk, RI, spar,, using rpk and RI as part of
the public key and revocation information of a random honest issuer I*. It runs the code
of Game 1, but responds to revocation queries for issuer I* using its own OF¢"°k¢ oracle.
At the end of the game, B outputs a commitment c¢,4; and revocation token r¢; from a
random presentation or issuance token and for a random ¢ such that ipk; = ipky..

As simulated and real parameters are indistinguishable, this game is indistinguishable
from the previous one, as long as no abort happens. However, by the above arguments,
the latter only happens with negligible probability.

Game 2: This game relies on the key extractability of the pseudonym scheme (see Defini-
tion 4.5.2) to generate the pseudonym parameters as (spary, 1) <= E}f(sparg) and extract
the user secret keys and opening information (usk®, ol;sk) & Eg(sparp, Tps Cusk, SCOPE, NYM, )

from all presentation and issuance tokens in FUZ7T for which scope # . Note that the key

extractability property guarantees that NymGen(usk, scope) = nym and ComOpenVf(uskP,

Py _
Cusk, O,,5;) = accept.

As simulated and real parameters are indistinguishable, this game is indistinguishable
from the previous one.

Game 3: This game uses the opening extractability of the commitment scheme (see Defini-
tion 4.2.4) to generate the commitment parameters as (spare, 7c) <= ES(1%, ).

As simulated and real parameters are indistinguishable, this game is indistinguishable
from the previous one.

Game 4: This game uses the unforgeability of the PABS scheme as per Definition 4.3.2 to extract
signatures from all presentation and issuance tokens produced by the adversary. More
specifically, it generates (sparg,7s) < Ej(spary) and extracts (sig;, ((o5 ;)j¢r,, uski, vh3),
((O?,j)jGEia OZSk,i’ Oih,i)) < By (Ts, ipkia (ai,j)jERia ((Ceq(i,j))jEEiv Cusks Crh,i)7 Spti) for all pre-
sentation and issuance tokens in /' UZT and for all i where ipk; € IK*. Let of; < a;;
for all j € R;. If for some of the extracted signatures, attributes, and opening infor-
mation SigVf(sig;, (a5 1, ..., a5, , uski, rhi), ipk) = reject, ComOpean(af’j,ceq(i,j),of’j) =
reject for some j € E;, ComOpenVf(uski, cyer, 05, ;) = reject, or ComOpenVf(7h, cyp i,
ofﬁhﬂ.) = reject, then the game aborts.

An adversary A that causes the game to abort can be used to build a forger B for
the PABS scheme as follows. On input sparg,ipk, algorithm B generates parameters
for the pseudonym and revocation scheme and guesses a random issuer index I* <%
{1,...,n1}. It generates fresh user secret keys (usk]);"V; for all users and fresh revocation
keys (rski, rpk;, RI;);L, for all issuers. It also generates fresh issuer keys (iphj, isk )i, ; LI+
for all issuers i # I*, but sets ipkj. < ipk. It answers A’s oracle queries as follows:

o OISSUeT(igsue, nym, pit, scope, rh, (ipk;, RI;, (ai,j)jeRi)fill, E, M): Algorithm B first
verifies the issuance token pit and, if ipky,,, # ipkj., performs a normal issuance
protocol since it knows all required keys. If ipk,,; = ipk}., B queries its own or-
acle Oissuer((ak+1,j)j€Rk+17 (Ceq(k+1,j)7 ﬂ-eq(k+1,j))j€Ek+17 (¢ ﬂ—j)jéRkHUEkﬂ) and for-
wards all forthcoming messages back and forth between A and the oracle.

o (Os5UeT(revoke, I, rh): As in the normal game.

o OS¢ (present, U, scope, (ipk;, R1;, cid;, Ri)le, E, M): It follows the steps of Present,
but for those i where ipk; = ipk7. B generates spt; by querying its own O"*¢* oracle on
input (token, cid;, R;, ((Ceq(i,j)) Oeq(i,j))jGEm (Cuska Ousk)v (Crh,i7 07«}“’)), M), where M =
presentation|| M||scope|(ipk;, (aij)jer, )iy || E-
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o 0" (obtain, U, scope, th, (ipk;, RL, cidi, R;)™ ] E, M, (ak+1,j)?i?)3 B generates the
issuance token similarly as above, using its own Q" oracle to generate the parts
spt; whenever ipk; = ipkp.. If ipk,,, # ipkj., then it proceeds with issuance as
usual. If ipky_ | = ipkj., then it queries its own oracle O"®* (obtain, (@, uskj;, 7h))

and relays the subsequent responses between A and the oracle.

Eventually, when A outputs its set of forgeries F7T, B chooses a random index ¢ from a
random presentation or issuance token from F7 UZT and outputs the tuple ((a;;)jcr;,
((Ceqir)s Oeq(i,j))icEss (Cusky Ousk)s (Crhir Orhi))s $Pt;). One can see that A’s view is exactly
as in a real game. If A has a non-negligible chance of causing Game 3 to abort, however,
then the above output has a non-negligible chance of making B win the unforgeability
game.

Game 5: This game checks that for all commitments that are extracted multiple times dur-
ing the game, the same value is always extracted. If at some point different values are
extracted for the same commitment, the game aborts; it is clear that any such event
directly leads to an attacker breaking the binding property of the commitment scheme.
In particular, for all commitments c, extracted in Game 2 and Game 4, it checks that
usk? = usk]" for all i = 1,...,k; for all commitments c,;; extracted in Game 1 and
Game 4 that rhj = rh$ for all i = 1,..., k; for all commitments cgz extracted in Game 4
that of ; = of ,, for all ((¢,7), (i,j')) € E. Since they are now all equal, we denote the
extracted values as usk, rh;, and ag, respectively.

We now show that any adversary A winning Game 5 can be used to build a forging adversary
B against the PABS scheme as per Definition 4.3.2. Algorithm B simulates A’s input and oracles
exactly as in the reduction of Game 4. When A outputs its set of tokens F, consider the set
CRED containing all tuples (usk, ipk7, rh, (a1, ..., ay)) that B extracted from the presentation
and issuance tokens in F and Z7T, and let USK be the set of all extracted user secret keys.
To win the PABC unforgeability game, there cannot exist sets CRED and USK satisfying
Conditions 1 and 2. We first argue that the sets CRED and USK we just constructed satisfy
Condition 2a, so that they must not satisfy Condition 1. We then show how B can use sets
violating Condition 1 to win the PABS unforgeability game.

One can see that Condition 2a, requiring that all credentials in the same token are bound
to the same user secret, would have caused B to abort due to the changes in Game 5. Likewise,
Condition 2b is satisfied by Game 2, Condition 2c¢ is by Game 4, Condition 2d by Game 5,
and Condition 2e by Game 1. Since CRED and USK thereby satisfy Condition 1, they must
violate Condition 2. That is, there must exist a revocation handle rh and an honest issuer
public key ipk such that there are more tuples (usk, ipk, rh, @) € CRED than tuples (ipk, rh) €
IRH. If ipk # ipk}., then B aborts. Otherwise, since B’s oracle 059 adds at most one
vector (@, usk,h) to Liss in each call to Q5% by a simple counting argument there must
be at least one tuple (usk, ipk, rh, @) € CRED such that (@, usk, rh) ¢ Liss. Adversary B then
selects one of these tuples at random and uses the corresponding extracted signature sig to
generate a signature token spt < SignTokenGen (ipk* I, sig, (@, usk, rh),{1,...,n+ 2},0, M) for
an arbitrary message M that B never queried to its O"S®F oracle. This tuple definitely satisfies
the condition that (@, usk, rh), e, M) ¢ Lspt and with probability at least 1/§ CRED also satisfies
(@, usk, rh) ¢ Liss. O

6.4 Simulatable Privacy

We here prove the privacy property of the generic construction in §5. There are two proofs, one
for privacy and one for weak privacy. Which of these the generic construction fulfills depends
on security property of the underlying PABS scheme.
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Theorem 6.4.1 (Simulatable Privacy). The PABC-system resulting from the generic construc-
tion presented in § 5 is private in the sense of Definition 3.3.2, if the underlying commitment
scheme is hiding, the PABS-scheme is user private according to Definition 4.3.4, the revoca-
tion scheme is private according to Definition 4.4.3, and the pseudonym system is unlinkable
according to Definition 4.5.4.

Proof. We prove the statement through a sequence of games played with the adversary, such
that each game is computationally indistinguishable from the previous game. The first game is
game of experiment t Privacya (17, ny) for b = 0, where the adversary is interacting with honest
user oracles, and the last game defines simulators for the same experiment with b = 1.

Game 0: This game is the game of experiment Privacya (1%, ny) for b = 0, i.e., the case where
the adversary is interacting with the honest user oracle.

Game la-1c: These games rely on the user privacy of the PABS-scheme (Definition 4.3.4) to
simulate the PABS-signatures without knowledge of the hidden attributes.

Game 1a: This game uses simulated system parameters for the PABS-scheme. Instead of ex-
ecuting SPGen, this game execute S; where S; is defined as computing all system pa-
rameters like SPGen, except instead of computing sparg <- SPGens(spar,), S1 computes
(sparg, T) <+ Sparams(sparg), with Sparams from Definition 4.3.4.

Game 1b: This game calls a simulator, using the simulated system parameters to be able to
generate simulated presentation tokens.

In this game the oracle O"$*T is updated such that:

e instead of executing

Present(usk:"‘U7 scope, (ipk;, RI;, cred; = (sig;,rh;), (ai7j)?;1, Ri)f:h E, M)

it executes

Sy (7’, present, uskj;, scope, (ipk;, RL;, cred; = (e,rh;), (ai )" Ri)i?:l, E, M) :

i
=01
e and instead of

ITGen(usk*U, scope, th, (ipk;, RI;, (sig;, Th;), (am)?;l, Ri)fill, E, M) ,

it executes
So (7', obtain, uskj;, scope, (ipk;, RL;, (¢,7h;), (ai,j)}zl, Ri)le, E, M, rh) )

So works exactly like Present and ITGen except for the following change: For both algo-
rithms, AuxPresent (Fig 5.1) is modified such:

SignTOkenGen(ipk;7 Sigi, <(ai,j)?;17 USk, Thi), Riv ((ceq(i,j)a Ocq(i,7) )jEEiy Cusky Ousks Crhyi Orh,i);
M)
is replaced by:
Spres(ipk/) T, (a’i,j)jERp ((Ceq(i,j))jGEiv Cusk; c’l‘h,i)7 M)

from Definition 4.3.4. That is, for presentation and issuer token generation all private
inputs are discarded and the public inputs are passed on to the simulator Spres.
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Game Ic: In this game also the issuances of signatures are simulated. This is done by up-

dating the oracle O"S°* such that every call to U.lssue(sit) is changed into a call to
So(7, obtain, sit). So(T, obtain, sit) differs from U Issue(sit) in that every call to U.Sign:

U'Sign(ipk;c—&-lv ((Ceq(k+1,j)7 0eq(k+1,j))j€Ek+1 ) (Cj7 Oj)ngkHUEkH )

Cusks 0u5k)7 ((ak-i-l,j);'li{la USk; Thk+1)) 3

is replaced by the corresponding call to Sigs:
Siss(sparsv Tipk;§+1’ ((ak-i-l,j)jERkJrla Thk:—‘rl)v ((ceq(k—l—l,j) )jGEkJrlv (Cj)j¢Rk+1UEk+1 ) CuSk)) :

That is, in the above games all private inputs to the signature scheme are discarded and
the public inputs are passed on to the simulator.

Game 2: This game relies on the privacy property of the revocation scheme (Definition 4.4.3)

to simulate the revocation using random revocation handles instead of the real values.

The oracle O"*¢* is updated such that the tuples in list C, contains an additional value
rev;; and the simulator Sy is updated such that it does not take rh; and RI; as input:

52 (7’, present, usky y SCOPE, (ipkia (ai,j);'ila R’i)?:l? E’ M)
So (7, obtain, uskf;, scope, (ipk;, (@i )ity R)Y_,, B, M, rh)

Whenever Ss is computing a commitment and revocation token for some rh in AuxPresent,
a commitment and revocation token for a random valid revocation attribute 7k, are com-
puted.

In this game rev; is the code of an algorithm that on input RI; outputs a bit indicating
whether the credential is to be considered revoked. We let rev; contain the value rh; inside
and on input RI; it computes a commitment to rh; and executes rt < RevTokenGen(a, ¢, o,
RI, rpk) and accept/reject < RevTokenVf(rt, ¢, RI, rpk); and outputs 1 if the credential is
to be considered revoked.

Game 3: In this game Sy is updated such that it only takes the revealed attributes (a; ;);jer, as

input and whenever a commitment on a private value has to be computed, it is computed
as Com(0%).

This game hop follows from the hiding property of the commitment scheme. Note that
Siss cannot extract the committed values, and therefor has to be able to simulate without
knowledge of the committed values, therefore Siss can still simulate regardless of the
commitments being computed as Com(0%).

Game 4: This game relies on the unlinkability of the underlying pseudonym system (Defini-

tion 4.5.4) and the hiding property of the commitment scheme. The pseudonyms are
simulated using random user secret keys, and keeping a list of these random user secret
keys to be able to present the same pseudonym for the same user and the same scope.

The oracle O"%¢T is updated to hold a initially empty list P and a counter ctr initially set
to c¢tr = 0. In both present and in obtain, if scope # ¢ and (U, scope,p) ¢ P then O"s¢*
sets ctr < ctr+ 1, p < ctr, and adds (U, scope,p) to P. It then gives So p as additional
input, and let it keep state:

(sts, nym, pt) <~ So (sts, T, present, usky;, scope, p, (ipk;, (ai,j)jeRi)le, E, M)
(sts, nym, pit) < Sy (sts7 T, obtain, usk{;, scope, p, (ipk;, (az‘,j)jeRi)f:p E, M, rh)

Sy is updated such that stg contains an initially empty list £, and such that whenever
scope # ¢ it it is checked whether there exists an entry (p, scope, usk’) € L. If this is the
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case, usk = usk'. Otherwise, usk <* UKGen(spar,) and (p, scope, usk) is added to L. Finally,
the pseudonym and proof to be used is computed by committing to usk (Cusk, Ousk) <=
Com(usk) and computing (nym, ) <~ NymPres(usk, cysk, Ousk, scope). If scope = e then
(Cusks Ousk) <= Com(07) is used.

Game 5: The oracle O"*°* is updated to initially setting state information stg = 7 and the list
‘HP is dropped. HP is only used to store information not used and not relevant for these
games.

S, is updated such that it is input 7 as part of its state and such that it does not take
usky; as input as this value is not used anymore, since it is simulated.

(sts, nym, pt) <= So (sts, present, scope, p, (ipk;, (ai,j)jERi)i‘C:h E, M)

(sts, nym, pit) <= Sy (sts, obtain, scope, p, (ipk;, (ai,j)jeRi)fzp E, M, rh)

If we let F = O"°T as defined above with rev; as defined in Game 2; with S; as de-
fined in Game la; and with So as defined above this game is the game of experiment
Privacya (1%, ny) for b = 1, i.e., the case where the adversary is interacting with F and
the simulations.

O]

Theorem 6.4.2 (Simulatable Weak Privacy). The PABC-system resulting from the generic
construction presented in § 5 is weakly private in the sense of Definition 3.3.3, if the underly-
ing commitment scheme is hiding, the PABS-scheme is weak user private according to Defini-
tion 4.5.5, the revocation scheme is private according to Definition 4.4.3, and the pseudonym
system is unlinkable according to Definition 4.5.4.

Proof. This proof follows analogously to the proof of Theorem 6.4.1 as a series of games, however,
as all the games except for Game 1b are identical in these two proofs, we only include Game
1b here. The difference between the two versions of Game 1b, is that in Theorem 6.4.1 the
simulator of the PABS-scheme can simulate without knowing if two presentations are done over
the same or two different signatures, however, the simulator of a weak user private PABS-
scheme needs the knowledge of whether a presentation of a signature is done over a previous
presented signature. the simulator needs this to be able to simulate the linkability of these two
presentations. This is done in the same way as in Game 4, the step introducing the simulation
of the pseudonym, with introducing a list of anonymous numbers, so the simulator gets the
same number each time it has to do a presentation of the same signature.

Game 0-1a: These are identical of the proof of Theorem 6.4.1.

Game 1b: This game calls a simulator, using the simulated system parameters to be able to
generate simulated presentation tokens of the PABS-scheme.

In this game the oracle O"*°* is updated such that the signatures behind the presentations
are simulated by the simulator which is given an index to keep track of whether it has
simulated presentations over this signature before.

The oracle O"$¢* is updated to hold a initially empty list L and a counter ctr.;q initially
set to ctreg = 0. In both present and in obtain, it first checks if a tuple (cid;, peig;) in
L exists. If not, it sets ctreig < ctreig + 1, peid < ctreq, and adds a tuple (cid, peiq) to L.
It then gives So {pcidi}le as additional input, and let it keep state such that:

e instead of executing

Present(usk:* , scope, (ipk;, R1L;, cred; = (sig;, Th;), (ai,j)?;p Ri)i-“:l, E, M)
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it executes
So (7, present, usky;, scope, (ipk;, RL;, cred; = (e, 7h;), (@ij)jy, R)Y |, E, M);
e and instead of

ITGen(USk*Ua scope, Th: (Zpkzv RIZ: CT@di(Sigi, Thi), (ai,j);ilv Ri:pcidi)k_‘_l Ea M)

i=1>
it executes

So (7', obtain, usky;, scope, (ipk;, R1L;, cred;(e, rh;), (am)?;l, Ri, peid, )le, E. M, rh) .

So works exactly like Present and ITGen except for the following change: For both algo-
rithms, AuxPresent (Fig 5.1) is modified such that:

SignTokenGen(ipk., sig;, ((ai,j)?;p usk, Th; ), Ri, ((Ceq(i,j)s Ocq(i ) ) JEE: » Cusks Ousks Crhyis Orhsi)
M)
is replaced by:
Spres(ipk/7 T, Pcid; » (ai,j)jERia ((Ceq(i,j))jGEiv Cusk crh,i)y M)

from Definition 4.3.5. Note that also here the difference from the proof of Theorem 6.4.1
is the value p.;q. Therefore under presentation and issuer token generation all private
inputs are discarded and only the public inputs are passed on to the simulator Spres, with
an index to make simulation of linkability possible..

Gamelc-5: Follows trivially along the line of the same games of the proof of Theorem 6.4.1.

The claim follows. O



Chapter 7

Secure Instantiations of
Building Blocks

We next present secure instantiation of the building blocks defined in §4. Our constructions
are strongly based on existing schemes. More precisely, we use Pedersen commitments over the
integers [Ped91,DF02]. Our signature scheme is based on CL-signatures, cf. §2.2.3 and [CL02],
and our revocation scheme is a variant of that introduced by Nakanishi et al. [NFHF09]. Finally,
the used pseudonym system was first used by Identity Mixer [Teal0)].

On a very high level, these existing schemes are all equipped with zero-knowledge proofs to
obtain the required extractability properties, which are achieved following the “encryption to
the sky” paradigm using Paillier encryptions, cf. §2.2.2.

7.1 Global System Parameter Generation
On input 1%, SPGeng behaves as specified next:

o It specifies £ arbitrarily as in §4.1,

e chooses an arbitrary integer L, and

e chooses security parameters k. > k specifying the soundness of all involved proofs as well
as Ky > Kk controlling the statistical zero-knowledge property of all protocols.

e The algorithm further chooses a Paillier encryption key (esk, epk) <~ EncKGen(1") as
described in §2.2.2.

o It sets sparj, = (epk, fic, Kiy) and
e computes spar, <= SPGen (1%, ¢, spar’,) and ck <> ComKGen(spar,).
SPGeng outputs:
sparg = (17,4, ¢, spar, ck, L, spar'g) .
7.2 A Commitment Scheme based on Pedersen Commitments

We next describe a commitment scheme that satisfies our requirements. The scheme is a direct
combination of the following two components. First, the commitment scheme for message space
Zg, q € P, by Pedersen [Ped91] and its generalization to an integer commitment scheme by
Damgard and Fujisaki [DF02]. Second, the zero-knowledge proofs of knowledge by Fujisaki et
al. [FO97,DF02].

49
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7.2.1 System Parameter Generation

On input (1%, ¢, spary,), SPGen. outputs

spar, = (1%,4,¢) .

7.2.2 Commitment Key Generation

On input spar,, ComKGen behaves as follows:
e It chooses a safe RSA modulus n of length k,, and
o h <~ 7 as well as g <- (h)

The algorithm outputs

ck=(n,g,h).

7.2.3 Committing to Messages

To commit to a message m € +{0,1}*, this algorithm computes o <= [0,n] and outputs

(c,0) = (¢g™h?,0).

7.2.4 Commitment Opening Verification

ComOpenVf outputs accept, if and only if ¢ = ¢g"h°.

7.2.5 Commitment Opening Proof

On input ck, spar., c, m, o, ComPf behaves as follows:

e It first computes ¢, = Enc(o) and ¢,,, = Enc(m). Let r, and r,, denote the random coins
used in the encryptions.

e Next, it computes the following non-interactive zero-knowledge proof:

7w’ & ZKPEs [(o,u,po,pm) : c=g"h® Ac¢, = Enc(o;p,) A
¢m = Enc(p; pm)] (¢, o, Cm, Ck, spar,) ,

where the used encryption key was extracted from the global system parameters contained
in spar,.

The algorithm outputs:

= (CopCm, ).

7.2.6 Commitment Proof Verification

ComProofVf outputs accept, if and only if the input has the correct form, and the given proof
verifies correctly.

7.3 A PABS-Scheme Based on CL-Signatures

We now show how to construct a PABS-scheme satisfying the discussed security properties. The
scheme is based on the CL-signature scheme recapitulated in §2.2.3.
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7.3.1 System Parameter Generation

On input spar,, SPGeng behaves as follows:
e It specifies AS = {0, 1}’ for an arbitrary £, <,
e and defines spar, = ¢.
The algorithm outputs:
sparg = (sparg, AS, spar) .
7.3.2 Key Generation

This algorithm works similar to the key generation of CL-signatures, cf. §2.2.3, but additionally
to the key also outputs a proof that it is well-formed.
More precisely, on input sparg, IKGen behaves as follows:

e It first computes k,, according to [Blul3] for security level x, and
e then chooses a strong RSA modulus for which p and ¢ have length x,,/2.

e The algorithm computes S < QR,, and Ry,...,Rp,Z < (S) by choosing z;,x, <
{0,1}"" and setting R; := S* fori=1,...,L, Z := S%=.

e Furthermore, a NIZK proof 7 is computed as follows:

L
<~ ZKPEs | (X1, -+ XL, Xz) ¢ /\Ri =SX N Z=5%|(Ry,...,Rp,Z,S,n,spary).
=1

The algorithm outputs:

(ipk,isk) = (Ri,...,Rp, Z,S,n,7),p).

7.3.3 Key Verification

KeyVf outputs accept, if and only if the proof contained in ipk verifies correctly.

7.3.4 Signature Issuance

Figure 7.1 describes the Sign protocol for attributes @ = (a1, ...,ar). On a high level, the user
first computes a template ¢ for the unrevealed attributes, such that ¢ is consistent with what the
issuer would do in a basic CL-issuance protocol, cf. §2.2.3. Using ¢, the parties then essentially
perform an instance of that protocol.

7.3.5 Signature Verification

The correctness of a signature can be verified on input a signature sig = (e, A, v), attributes
@ = (a1,...,ar) and an issuer public key ipk as follows:
SigVf(sig, @, ipk) outputs accept if

L L
Z=A° HR?”S” (mod n) A 27! <e<2f A /\ a; € £{0,1}"
i=1 i=1

and reject otherwise.
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User[ipk, (c;,0;)jgr, @) Issuer[isk, ipk, (ai)icr, (¢j, ;) j¢R]
r € [0,n)
¢a; = Enc(ay) for j ¢ R
¢r = Enc(r)
t=J[RryS
JEZR
71 = ZKPgs [((%’703', Pa;)igRs Ps Pr) it= H R?-’S” A ¢ = Enc(p; pr)A
J¢R
/\ (cj = Com(cy,05) A Ca; = Enc(aj;pa].) Ao € £{0, 1}%)} (t, (ca].)ng, ¢, ipk)
J¢R

ta (Caj )jQRa Cry T
[

Check that ComProofVf(c;, m;) = accept for j € R
Check that 7 is correct

o' <& 1][{0, 1} !

e <~ PN 1[[{0,1}"!

1/e
A (— 2
1Tl RE S
/

VA 1/e
WQZZKPFS é‘,l// A= (zﬂ)
(=) tIlicr BY*S
(Av €, vl)a 2

Check that 9 is correct

Check that Z = A°SV [[L, R

Check that e € PN 1[]{0,1}f~!

Output sig= (e, A,v =" +7)

Figure 7.1: Issuance of a signature for attributes (ai,...,ar). If any of the checks fails, the
protocol aborts.

7.3.6 Signature Presentation Token Generation
On inputs (ipk, sig, @, R, (¢;, 05)jec, M), SignTokenGen behaves as follows:

e In a first step, the user re-randomizes his signature (e, A, v), obtaining a signature (e, A’, v)
as described in §2.2.3.

e Next, SignTokenGen encrypts all unrevealed attributes and commitment openings under
the public key specified in spar,. That is, it computes:

¢a; = Enc(aj) Vj¢ R, ce = Enc(e),
¢o; = Enc(oj) VjeC, ¢ = Enc(v').

Let r4;,70;, e, T be the random coins being used in these encryptions.
e SignTokenGen then generates the following signature proof of knowledge:
7TI <iZKPFS |:((Oé], Paj)jQRv (0i7 Pol-)iECU VI7 Pv’5 €, Pe) :
ZHR;“Z' = A" H R?jS”l A /\ (caj = Enc(ay; pa;) N aj € {0, 1}&”) A

i€R Jj¢R JER
/\ (cz- = Com(a;;0;) A ¢, = Enc(oi;pol.)) A ¢ =Enc(g;pe) A ¢y =Enc(t;pp) A
ieC

2é€_1 <e<L 2€ei| ((ai)ieRa Ala Cey Coy (Cj, ch )jECy (caj)j€R7 sparg, Zpk7 A[)
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The algorithm outputs:

Spt = (Ala Ce, Co, (caj )j€R7 (ch)j€C7 Trl) .

7.3.7 Signature Presentation Token Verification

SignTokenVf outputs accept, if and only if spt has the correct form and the contained proof
verifies correctly, and all revealed attributes are in +£{0, 1}m.

7.4 A PABS-Scheme Based on Brands’ Signatures

We now show how to construct a PABS-scheme satisfying the discussed security properties. The
scheme is based on the Brands signature scheme from §2.2.3.

7.4.1 System Parameter Generation

On input spar,, SPGens defines behaves as follows:
e It specifies AS = {0,1}%" for an arbitrary £, < ¢,
e and defines sparg = ¢.

The algorithm outputs:

sparg = (sparg, AS, spar) .

7.4.2 Key Generation

On input sparg, IKGen behaves as follows:
e It first computes k), according to [Blul3] for security level , and
e then chooses a prime p of length x, and a prime ¢ such that ¢ > 2tm and ¢|p — 1.
e The algorithm picks a random generator g of the unique subgroup of order ¢ in Zj, and
e then chooses random values y; €g Zq4 and sets g; = g% for i =0,..., L.

The algorithm outputs:
(Zpk7 ’LSk) = ((gvpv 4,390,915 - - 7gL)7 Z/O) .

7.4.3 Key Verification
KeyVf outputs accept, if and only if p € PN 1||{0,1}*71 ¢ € P, ¢|(p — 1), ¢ > 2“7, ¢ has order
g and y! =1 for all 4.

7.4.4 Signature Issuance

Let H be a secure cryptographic hash function with output domain Z,. Figure 7.2 describes the
Sign protocol for attributes @ = (aq,...,ar)
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User[ipk, (cj,05)j¢R, @] Issuerlisk, ipk, (ai)icr, (¢j, 7j)j2R)]

s <=2y

v & Zyg

by <+ Z,

by <+ Z,

h=(g0Tl;=1 977)°

ty = gy g"

ty = hb2
t'=1ler9;’s"

¢a; = Enc(ay) for j ¢ R

¢, = Enc(v)
7 = ZKPgsg [ ((aj,oj,paj)]»¢3, v, py) = H g;ljg” A ¢, = Enc(v; py)A
J¢R
/\ (cj = Com(aj,05) Neq; = Enc(aj;paj)) ] ', (cj, Ca;)j¢R> Cos IDK)
J¢R
v,
Check that ComProofVf(c;, 7;) = accept for j ¢ R
Check that 7 is correct
w <& Zg
a=g"
t= gotl HjeRg?J
b=1t"
z =tYo
(a,b, 2)
2= (z/95)°
a =ta
b/ — (z’)bth(b/a”)S
d =H(h,2,d V) e,
c=c +b; modgq
c

r = cyp + w mod ¢

r’ = r + by mod ¢
Output sig = (s, h, 2, c, ")

Figure 7.2: Issuance of a signature for attributes (ai,...,ar). In the zero-knowledge proof the
user acts as the prover. If any of the checks or proofs fails, the protocol aborts.

7.4.5 Signature Verification

The correctness of a signature sig = (s, h,z’,d,r’) on attributes @ = (aq,...,ar) under an
issuer public key ipk can be verified as follows:

SigVf(sig, @, ipk) outputs accept if the following two equations hold:

L
h= (g0 [J o)
=1

J 2 H(h, Z/’gr’gac” hr/(zl)—C)

and reject otherwise.



7. Secure Instantiations of Building Blocks 55

7.4.6 Signature Presentation Token Generation
On inputs (ipk, sig, @, R, (¢;, 05)jec, M), SignTokenGen behaves as follows:

e In a first step SignTokenGen encrypts all unrevealed attributes and commitment openings
under the public key specified in spar,. That is, it computes:
¢a; = Enc(aj) Vj ¢ R,
¢, = Enc(o;) Vje€C,
¢s = Enc(s).

Let 7q;,70;,7a be the random coins being used in these encryptions.

e SignTokenGen then generates the following signature proof of knowledge:

™ <iZKPFS [((a]7 Pa; )jQR? (0i7 Poi)z’eCa g, Ps) th= (90 H g;ll H 9?) A
JER  j¢R
/\ ca; = Enc(aj;pa;) A /\ (ci = Com(ay;0i) N ¢, = Enc(oi;poi)> A
JER ieC

Cs = Enc(o'; ps)] ((ai)iGRa hv Zlv Cl? Tla Cs, (Cja Coj )j€C7 (caj )j€R7 spars, ’ka‘, M)
The algorithm outputs:
Spt = (h7 Zl? Clv T’/, cSv (Ca]. )jQRa (ch )j€C7 7T) .

7.4.7 Signature Presentation Token Verification

SignTokenVf outputs accept, if and only if spt has the correct form, the proof 7 contained in
the signature presentation token spt verifies correctly and the following equation holds:

)

? /

P H(h, Z/jgr’go—c’jhr’(zl)—c

7.5 A Revocation Scheme Based on the Nakanishi et al. Scheme

In the following we sketch a revocation scheme satisfying the properties defined in §4.4. The
high level idea is taken from Nakanishi et al. [NFHF09]: the revocation authority signs intervals
of unrevoked attributes, and at presentation time a user shows that his attribute lies in one
of these intervals without revealing which one. For this approach to work we assume that the
attribute space is given by an integer interval as is the case for the scheme presented earlier.
If this is not the case, one first has to define a 1 to 1 mapping from the attribute space to
some integer interval, and then additionally prove that this mapping was done correctly for the
specific attribute.

The following description of the required algorithms is kept at an abstract level. While a
trivial solution especially for the presentation protocol can be realized using standard techniques
to prove partial knowledge of a witness [CDS94], an efficient solution based on pairings follows
directly from the work of Nakanishi et al. [NFHF09].

7.5.1 System Parameter Generation

On input spar,, SPGen; behaves as follows:

e It defines RS = +{0,1}*", and
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e sets spar,. = (SignGen, Sign, SignVf), where the algorithms define a signature scheme which
is unforgeable under chosen message attacks for a message space containing [—2£m, 2&"] D)
RS. For the trivial solution mentioned before this could, e.g., be instantiated with CL-
signatures.

The algorithm outputs:
spar, = (sparg, RS, spar.) .
7.5.2 Revocation Setup
On input spar,, RKGen behaves as follows:

e It generates a signing/verification key for the specified signature scheme, i.e., it computes
(7sk, rpk) <~ SignGen(1*).

e It then defines rmin = —2 and rmax = 2", such that for all a € AS (1%) it holds that
Tmin < @ < Tmax-

o It sets 00,0 = Sign(rsk, (0, "min, "max)) as well as 7o = (Fmin, "max) and RI= (0, {o00}, 7o)
The algorithm outputs
(rsk, rpk, RI) .
7.5.3 Attribute Revocation

On input (rsk, RI,a), where RI = (t,{0¢;}i_o, 7) and 74 = (r40,...,714+1), Revoke behaves as
follows:

e It first determines j' such that T < a <Tyj41, and
o defines
Tip1 = (T441,00 - s Tep1,642) = (FE05 ooy T jls Qs T i1y - - o Tet41) -
e Forall j =0,...,t+ 1 it then computes
Ott1,5 = Sign(rsk, (t + 1, 71415, Te41,5+1)) -
The algorithm outputs

RI= (t+1,{o1415}:L0, Tra1) -

7.5.4 Revocation Token Generation

On input (a,c, o0, RI, rpk), where RI = (t, {at7j}§.:0, 7), RevTokenGen behaves as follows:
e It computes ¢, = Enc(a) and ¢, = Enc(0), with random coins r, and r,, respectively.

e [t then computes a non-interactive zero-knowledge proof of knowledge for the following
statement:

7' <& ZKPEs [(a,o, t) : ¢=Com(a,0) A oy, =Sign(t,r,r41) A
¢a = Enc(a, pa) A ¢ =Enc(o,p0) N 7, < a< TL_H] (spary,c, RI, rpk, co, ¢q) -

The algorithm outputs
rt = (cq, Co, ') .

Note that the index ¢ remains hidden during the presentation, and thus no information
about the attribute is leaked during the proof.
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7.5.5 Revocation Token Verification

The algorithm RevTokenVf outputs accept, if and only if the following is satisfied:
e rt has the correct form,
e all oy ; are valid signatures for 0 < j <t 41, and

e the contained proof verifies correctly.

7.6 A Pseudonym Scheme

In the following we describe a realization of a pseudonym extension, satisfying the properties

defined in §4.5.

7.6.1 System Parameter Generation

Before being able to specify this algorithm, we need to recap the following definition:

Definition 7.6.1 (DDH Assumption). Let G be a cyclic group of prime order q. The DDH
assumption holds for G, if the following two distributions are computationally indistinguishable:

{(9,9%.9".9")} ~{(9,9%. 9", 97)},
where g <+ G and x,y, z <* Z,.

On input spar,, SPGen, now behaves as follows:

e It first chooses a group G of prime order ¢ € PN {0, 1}&", such that the DDH-assumption
holds for G.

e Furthermore, it chooses H <~ H,, where H, is a family of collision resistant hash functions
for security parameter x with co-domain G.

o It sets spar;, = (G,H,q).

The algorithm outputs

spary, = (sparg, spari,) .

7.6.2 User Key Generation

On input spary, a user secret key is chosen as usk & Zyg.

7.6.3 Pseudonym Generation
On input (usk, scope), NymGen outputs

usk

nym = (H(scope))™™ .
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7.6.4 Pseudonym Presentation Generation
On input (usk, ¢, 0, scope), NymPres behaves as follows:
e It first computes nym < NymGen(usk, scope).

e It then computes ¢, = Enc(o) and ¢, = Enc(usk). Let the associated random coins be
given by r, and 7,4, respectively.

e Next, the algorithm computes the following non-interactive zero-knowledge proof of knowl-
edge:

7' <& ZKPes[(u, 0, po, pusk) : nym = H(scope)" A ¢ = Com(u,0) A

Cusk = Enc(u; pusk) A ¢, = Enc(o; po)} (sparp,c, Cusks Co, SCOPE, nym) .

The algorithm outputs
(nymv 7T) = (nyma (Co’ Cusks 77/)) :
7.6.5 Pseudonym Verification

This algorithm outputs accept, if and only if the input has the correct form and the contained
proof verifies correctly.



Chapter 8

Security of Instantiation

8.1 Security Proofs of Commitment Scheme

Lemma 8.1.1. Under the strong RSA assumption, the commitment scheme described in § 7.2 is
perfectly correct, computationally binding, and statistically hiding according to Definitions 4.2.1,
4.2.2, and 4.2.5.

We omit the proof here and refer to the original work of Pedersen [Ped91] and Fujisaki et
al. [DF02,FO97].

Lemma 8.1.2. Under the strong RSA assumption and the quadratic residuosity assumption,
the commitment scheme described in § 7.2 is opening extractable according to Definition 4.2.4
in the random oracle model.

Proof. We have to show correctness, soundness, zero-knowledge and extractability, cf. Defini-
tions 2.2.1 and 2.2.2.

Correctness follows directly from the correctness of the non-interactive zero knowledge proof
in 7.2.

For the zero-knowledge property, the simulator first computes ¢, and ¢,, as encryptions to
0, and then outputs whatever the standard simulator for the Fiat-Shamir heuristic outputs on
input ¢, ¢, ¢, ck, sparg, cf., e.g., [BPW12]. By the semantic security of the encryption scheme
and the zero-knowledge property of the Fiat-Shamir heuristic, the claim follows.

Soundness follows from the fact that the Fiat-Shamir heuristic is sound for the given relation
in the random oracle model [PS96].

Following the “encryption to the sky” paradigm, extractability can now be seen as follows.
The faked parameters are computed by E; just as the original ones, except that the decryption
key of Enc is stored in 7, which obviously makes real and faked parameters indistinguishable.
Now, given a commitment ¢ and a proof m generated by the adversary, Eo decrypts ¢o, ¢,
obtaining o’ and m/’, respectively. Together with the correctness of the encryption scheme,
the soundness property guarantees that the extracted witnesses are the same as those for the
commitment ¢ with overwhelming probability. The claim now follows immediately. O

8.2 Security Proofs of PABS-Scheme Based on CL Signatures
Lemma 8.2.1. Assuming that CL-signatures (cf. §2.2.3) are existentially UF-CMA secure

according to Definition 2.2.5, the PABS-scheme described in § 7.3 is signature unforgeable ac-
cording to Definition 4.3.2 in the random oracle model.

99
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Proof. Let € denote the probability space as in Definition 4.3.2. It then holds that:

Pr [SignTokean(ipk:, spt, (as)ier, (¢j)jec, M) = accept A (Sigi(sig, @, ipk) = reject V
dk e C: ComOpean(ak,ck,ok) = reject V (((ai)ieR, (Cj)jEC'; ]W) §é Espt A a Qé Eiss)) : Q:|

< (i) Pr [SignTokean ) = accept A SigVf(sig, @, ipk) = reject : Q} +

(13) Pr [SignTokean(. ..) =accept A Jk € C: ComOpenVf(a, cx, o) = reject : Q} +

(i3i) Pr [SignTokean ) = accept A ((ai)icr, (¢j)jecs M) & Lopt N @ ¢ Liss : Q}

We now show that each of the terms is negligible as a function of the security parameter.

For (i), note that signature presentation tokens are in particular non-interactive zero-
knowledge proofs for (a;);¢r with a; € £{0,1}m, 2%~! < e < 2% and v’ such that:

Z [ R =A°]] RYS”,
i€ER Jj¢R

and thus these values can be extracted from the adversary with overwhelming probability.
Furthermore, SignTokenVf checks that all revealed attributes are elements of +{0, 1} as well.
Together, this guarantees that

L L
Z=A°[[R¥S” (modn) A 27t <e<2 A N a;e£{0,1}m,
=1 =1

which is what SignVf tests.

For (i7), note that signature presentation tokens are in particular non-interactive zero-
knowledge proofs for valid openings of (c¢j)jcc. Therefore, the adversary only has a negligi-
ble chance of outputting commitments and a valid signature presentation token, although not
knowing the content and openings of at least one commitment.

For (7i1), we first modify the game the adversary has to win through a number of game hops,
such that the winning probability of the adversary does not change by more than a negligible
amount. We then show that if the adversary can win the last game of this sequence, then he
can break the UF-CMA property of CL-signatures.

Game 1: This is the original game specified in (#i7).

Game 2: In this game, we additionally require that the extracted signature passes SigVf, and
that valid openings of all commitments can be extracted. From (i) and (i7) it follows
immediately that the winning probability of the adversary only changes negligibly.

Game 3: Requests to O"*°* are now simulated. That is, obtain requests are simply answered
with a cid, and (cid, @,¢) is added to Liss. Upon receiving a token request, A’ is chosen
randomly in (S), and c¢,,c. are computed as encryptions to zero. The required non-
interactive zero-knowledge proof is then simulated programming the random oracle. By
the CPA-security of the encryption scheme and the zero-knowledge property of the de-
ployed proof, this game is indistinguishable from the previous game for every adversary.

Game 4: The proof contained in the issuer public key is now simulated. The indistinguishability
follows from the zero-knowledge property of the deployed proof.
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We now sketch how an adversary A winning this game can be used to construct an adversary
B that forges CL-signatures. Given a public CL-key as input, B fakes the required proof and
forwards it as input to A. Calls to O"°* are answered by B as described in Game 3. Furthermore,
for calls to O*ssueT B first extracts the values inside the commitments, and requests a signature
from the CL-signing oracle. Using this signature, it then runs the issuance protocol with A. All
inputs provided to the adversary now have exactly the same distribution as in Game 4.

When A now outputs a presentation token, B extracts the contained signature and at-
tributes, and outputs this as a CL-forgery. It is easy to see that B wins whenever A wins,
which can happen with at most negligible probability under the assumed UF-CMA security of
CL-signatures.

Now, the claim of the theorem follows immediately from (i) — (ii). O

Corollary 8.2.2. Under the Strong RSA assumption (cf. Definition 2.2.6), the PABS-scheme
described in § 7.3 is signature unforgeable according to Definition 4.3.2.

Proof. This follows directly from Lemma 8.2.1 and the fact that the CL-signature scheme is
existentially UF-CMA under the Strong RSA assumption [CL02]. O

Lemma 8.2.3. The PABS-scheme described in § 7.3 satisfies key correctness according to Def-
inition 4.3.3 in the random oracle model.

Proof. This follows immediately from the soundness of the Fiat-Shamir heuristic [PS96] for the
proof contained in ipk. O

Lemma 8.2.4. Assuming that the underlying commitment scheme is hiding, the PABS-scheme
described in § 7.3 is user private according to Definition 4.3.4.

Proof. We prove this theorem through a sequence of games played with the issuance adversary
Aiss = Al iss, A2 iss and presentation adversary Apres = A1 pres, A2pres- We first describe the
simulators Sparams, Siss and Spres-

Sparams The parameters are computed just as in the original SPGeng, and the trapdoor is just
the empty string.

Siss Acting as the user, the simulator computes all encryptions as encryptions to 0, and com-
putes ¢t as S” for r <= [0,n]. The simulator then uses the standard simulator for the
Fiat-Shamir heuristic to produce a valid 71, by programming the random oracle accord-
ingly. Apart from that, it follows the protocol.

Spres The simulator computes A’ <~ QR,,, ¢a; = Enc(0) for all j & R, ¢,; = Enc(0) for all j € C,
¢e = Enc(0), ¢,y = Enc(0) and sets 7’ to simulates 7’ by programming the random oracle
accordingly. Finally the simulator outputs spt = (A, ¢, ¢u, (¢a; ) jgr, (¢o;)jec, 7).

Note that the first condition of Definition 4.3.4 is trivially satisfied as the simulated param-
eters are just the same as the real ones.

BlindIssuance. From KeyVf(ipk) = accept we get that ¢t unconditionally hides the unrevealed
attributes, in both the real and the simulated world. Furthermore, by the IND-CPA security
of the used encryption scheme, none of the computed ciphertexts leaks information about the
contained values to the adversary in either world. Now, from the zero-knowledge property of
the used non-interactive zero-knowledge proof of knowledge, we can infer that replacing the
honest user by Sigs cannot be detected by the adversary.

PtPrivacy. Similar to above, the distributions of signature presentation tokens computed
in the real and the simulated world are computationally indistinguishable by the IND-CPA
security of the used encryption scheme, the zero-knowledge property of the used non-interactive
zero-knowledge proof of knowledge, and the fact that A’ is statistically close to the uniform in
the real world because of the well-formedness of ipk. O
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8.3 Security Proofs of PABS-Scheme Based on Brands’ Signa-
tures

Lemma 8.3.1. Assuming that UProve-signatures (cf. §2.2.3) are existentially UF-CMA se-
cure according to Definition 2.2.5, the PABS-scheme described in § 7.4 is signature unforgeable
according to Definition 4.3.2 in the random oracle model.

Proof. We proceed similar to the proof of Lemma 8.2.1, and first observe that, for {2 denoting
the probability space as in Definition 4.3.2, we have that:

Pr [SignTokean(ipk, spt, (a;)ier, (¢j)jec, M) = accept A (Sigi(sig, a,ipk) = reject V

3k € C : ComOpenVf(ay, ¢k, o) = reject V (((ai)icr, (¢j)jecs M) & Lspr N @ ¢ Eiss)) : Q}
< (i) Pr [SignTokean(. ..) = accept A SigVf(sig, @, ipk) = reject : Q} +

(13) Pr [SignTokean(. ..) =accept A Jk € C : ComOpenVf(ay, c,0r) = reject : Q} +

(iii) Pr [SignTokean(...) = accept A ((ai)icr, (¢j)jec, M) & Lopy N @ & Liss Q}

We now show that each of the terms is negligible as a function of the security parameter.

For (i), note that signature presentation tokens are in particular non-interactive zero-
knowledge proofs for (a;);¢p With a; € Z; and s € Z, such that:

L S
h = (gngfi) ;
=1

and thus these values can be extracted from the adversary with overwhelming probability.
Furthermore, SignTokenVf checks that ¢ = H(h, z/,g’”/go_c W (2)7¢). Together this is exactly
what SignVf tests for.

For (i7), note that signature presentation tokens are in particular non-interactive zero-
knowledge proofs for valid openings of (c¢j)jcc. Therefore, the adversary only has a negligi-
ble chance of outputting commitments and a valid signature presentation token, although not
knowing the content and openings of at least one commitment.

For (iii), we first modify the game the adversary has to win through a number of game hops,
such that the winning probability of the adversary does not change by more than a negligible
amount. We then show that if the adversary can win the last game of this sequence, then he
can break the UF-CMA property of UProve-signatures which is hard by assumption.

Game 1: This is the original game specified in (ii).

Game 2: In this game, we additionally require that the extracted signature passes SigVf, and
that valid openings of all commitments can be extracted. From (i) and (i7) it follows
immediately that the winning probability of the adversary only changes negligibly.

Game 3: Requests to O"®F are now simulated. That is, obtain requests are simply answered
with a cid, and (cid, @, ¢) is added to Liss. Upon receiving the first token request for some
cid, ¢',r', 2" are chosen uniformly at random in their domains, h is computed honestly,
o =h"'(2)"¢ and ¥/ = g’",gacl, and calls to H on input (h, 2’,d’,b") are not forwarded to
the external oracle any more, but answered with ¢/. In subsequent presentation requests
for the same cid, those values are re-used. All ciphertexts are computed as encryptions to
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zero. The required non-interactive zero-knowledge proof is then simulated programming
the random oracle. By the CPA-security of the encryption scheme, the zero-knowledge
property of the deployed proof, and the fact that the internal change of H will cause a
collision with the real oracle for H only with negligible probability, this game is indistin-
guishable from the previous game for every adversary.

We now sketch how an adversary A winning this game can be used to construct an adversary
B that forges UProve-signatures. Given a public UProve-key as input, B forwards it to A
together with (self-chosen) system parameters. Calls to O"°* are treated as described in Game
3. Furthermore, for calls to OUe* B first extracts the values inside the commitments, sends
them to the signing oracle, and then acts as a forwarder for the remaining messages of the
protocol.

When A now outputs a presentation token, B extracts the contained s and the attributes
(a;)E, and outputs the message (a;)% ; and the signature (s, h,2’,¢,r’). It is easy to see that
B wins whenever A wins, which can only happen with negligible probability assuming that
UProve-signatures are weakly UF-CMA.

Now, the claim of the theorem follows immediately from (i) — (ii). O

Lemma 8.3.2. The PABS-scheme described in § 7.4 satisfies key correctness according to Def-
mation 4.3.3.

Proof. Tt is easy to see that the scheme is even perfectly key correct, i.e., the required negligibly
function is equal to 0, as the subgroup of g and all g; is unique, and thus there exist all required
discrete logarithms. All the other properties of ipk follow trivially. ]

Lemma 8.3.3. Assuming that the underlying commitment scheme is hiding, the PABS-scheme
described in § 7.4 is weakly user private according to Definition 4.3.5.

Proof. We next describe the required simulators Sparams, Siss and Spres-

Sparams The parameters are computed just as in the original SPGeng, and the trapdoor is just
the empty string.

Siss Acting as the user, the simulator computes all encryptions as encryptions to 0, and com-
putes t' as ¢g¥ for v - Z,. The simulator then uses the standard simulator for the Fiat-
Shamir heuristic to produce a valid 7, by programming the random oracle accordingly.
Upon receiving the tuple (a, b, z), the simulator sends to the adversary a randomly chosen
element c € Z,.

Spres The simulator computes ¢,; = Enc(0) for all j & R,c,; = Enc(0) for all j € C, and
¢s = Enc(0). The simulator then checks whether an entry (idsig, 2’,c,r’',h) € L exists,
where £ is an initially empty list, and idy, is the pointer to the signature for which
a presentation is to be simulated. If not, it chooses 7/, ¢, 2/, h uniformly at random in
their respective domains, and programs H such that ¢ = H(h, 2, g" 90 < h'(2))~¢), and
adds (idsg, 2', ¢, 7', h) to L. Finally, the simulator fakes the proof m by programming the
random oracle accordingly, and outputs spt = (h,2,c’,1’, ¢s, (¢a;)jgr, (¢o;)jec, 7).

We now sketch why the given simulators satisfy the definition. The details of the proof are
straightforward and hence omitted.

BlindIssuance. From KeyVf(ipk) = accept we get that ¢ unconditionally hides the unrevealed
attributes, in both the real and the simulated world. Furthermore, by the IND-CPA security
of the used encryption scheme, none of the computed ciphertexts leaks information about the
contained values to the adversary in either world. The user’s second message c is uniformly
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random in both worlds. Now, from the zero-knowledge property of the used non-interactive
zero-knowledge proof of knowledge, we can infer that replacing the honest user by Siss cannot
be detected by the adversary.

PtPrivacy. The values h,2’,c,r’ are constant for all presentation tokens derived from the
same signature in both, the real and the ideal world. Apart from that, the distributions of the
ciphertexts are indistinguishable by the IND-CPA security of the used encryption scheme, and
the proofs contained in spt are indistinguishable by the zero-knowledge property of the used
non-interactive zero-knowledge proofs. O

8.4 Security Proofs of Revocation Scheme

Lemma 8.4.1. The revocation scheme described in § 7.5 is correct according to Definition 4.4.1.

Proof. Let RI = (t,{04;}’—g, 7't), and let the user want to show that some unrevoked a has
not yet been revoked. Then by construction there exists a j such that r; ; < a <1y i1, as Ty
only contains revoked attributes and 7min, "max. Thus, the user can construct the required non-
interactive zero-knowledge proof of knowledge. Correctness now follows from the correctness of
this proof. O

Lemma 8.4.2. Assuming that the deployed signature scheme is strongly unforgeable under
chosen message attacks, then the revocation scheme described in § 7.5 is sound according to
Definition 4.4.2 in the random oracle model.

Proof. We prove the lemma by showing that a prover can only convince the verifier with negli-
gible probability for each of the three given winning conditions.

Case a By construction, a revocation token 7t is a zero-knowledge proof of knowledge of («, o)
such that ¢ = Com(a,0). It thus follows from the soundness of the deployed proof that
RevTokenVf(rt, ¢, RIn, pk) = accept A ComOpenVf(c, a,0) = reject can only happen with
negligible probability.

Case b Assume that RevTokenVf(rt,c, RIn, rpk) = accept A | (RI, epoch,a’) € L. That is, the
adversary outputs (RIa, rt, c) such that the verifier accepts although the given revocation
information was never generated by the revocation authority. Then the following algo-
rithm D can be used to break the UF-CMA property of the underlying signature scheme.
On input a signature verification key rpk, D behaves as follows:

e It computes (spar,, 7y) <= E5 (1%, X).

e It requests a signature g on message (0, —2fm 2fm) and defines the initial revoca-
tion information as Rly = (0, {ogo}, (—2m,20m)).

e It then calls A on inputs (rpk, Rly, spar,).

e For every call (revoke, a) to O*®"°*¢ D computes the updated revocation information
by requesting the required signatures from the signing oracle, thereby storing all
tuples (¢,75,7j+1,0¢;)-

e When A outputs (RIa, rt,c) where RIpn = (t, {Ut,j}z':o» 7)) and all signatures verify
correctly, D searches for a signature oy for which no tuple (¢, 7y, 7441, 01 ) has been
recorded, and outputs message (t,ry,7441) together with the signature o, ;. If no
such tuple exists or some signature does not verify, D outputs L.

It is easy to see that D does not output L with more than negligible probability if A
succeeds with more than negligible probability. Furthermore, one can see that D breaks
the strong UF-CMA property of the signature scheme whenever it does not output 1.
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Case ¢ Assume that RevTokenVf(rt,c, RIn, rpk) = accept A (3 (RIa, epoch,d’), (RI, epoch’,a) €
L : epoch < epoch). Then, by construction of the revocation information, we have
that a is contained in ?epoch. Now, as rt is in particular a proof that a lies between two
subsequent entries of 7 cpoen, this situation can only happen with negligible probability
because of the soundness of the deployed zero-knowledge proof of knowledge.

The claim now follows immediately. O

Lemma 8.4.3. The revocation scheme described in § 7.5 is private according to Definition 4.4.3,
if the used encryption scheme is IND-CPA secure and the commitment scheme is hiding.

Proof. As revocation tokens are zero-knowledge, they do not leak any information about the
attribute, and the claim follows immediately. O

8.5 Security Proofs of Pseudonym Scheme

Lemma 8.5.1. The pseudonym system described in § 7.6 is correct according to Definition 4.5.1.

Proof. Tt is easy to see that Pr[nym # NymGen(usk, scope) : Q2] and Pr[NymVf(spar, ¢, 0, scope) :
Q = reject] are both negligible, where €2 denotes the probability space from Definition 4.5.1.
Indeed, the former probability is 0, as NymPres internally executes NymGen to obtain nym. The
second probability is negligible by the correctness of the used non-interactive zero-knowledge
proof of knowledge. The claim of the lemma now follows immediately. O

Lemma 8.5.2. The pseudonym system described in § 7.6 is key extractable according to Defi-
nition 4.5.2 in the random oracle model.

Proof. We have to show correctness, soundness and extractability, cf. Definition 2.2.2.
Correctness follows directly from the correctness of the X-protocol underlying the non-
interactive zero-knowledge proof of knowledge, and soundness follows from the fact that the
Fiat-Shamir heuristic is sound for the given relation in the random oracle model [PS96].
Finally, extractability is shown similar to the proof of Lemma 8.1.2. Again, the faked
parameters are computed by E; just as the original ones, except that the decryption key of Enc
is stored in 7. Now, given a ¢, scope, nym and 7 generated by the adversary, Eo decrypts ¢, Cyst,
obtaining o’ and usk , respectively. Together with the correctness of the encryption scheme, the
soundness property guarantees that the extracted witnesses are the same as those for ¢ and nym
with overwhelming probability. The claim now follows immediately. O

Lemma 8.5.3. The pseudonym system described in § 7.6 is collision resistant according to
Definition 4.5.3.

Proof. We first note that because of G being a group of prime order g, every element different
from 1 has order ¢ as well.

Assume the adversary outputs scope such that H(scope) # 1, but H(scope)™* = H(scope)™2.
We then get that H(scope)“*1~%*2 = 1 and thus usk; = usky. On the other hand, if H(scope) =
1 with more than negligible probability, the adversary broke the preimage resistance of the hash
function, contradicting the security assumptions on H. O

Lemma 8.5.4. Under the DDH assumption for G and the quadratic residuosity assumption, the
pseudonym system described in § 7.6 is unlinkable according to Definition 4.5.4 in the random
oracle model.

Proof. We define a series of games, where each game is indistinguishable from the previous one.

Game 0: This is the original experiment as described in Figure 4.4.
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Game 1: For this game, in Oy and 07, we replace all encryptions in NymPres by encryptions to
0, and simulate all the non-interactive zero-knowledge proofs using the standard simulator
for the underlying »-protocols and programming the random oracle accordingly.

Using a hybrid argument, it is easy to see that the two games are indistinguishable by the
zero-knowledge property of the deployed proof.

Game 2: Instead of computing ¢* as a commitment to wusk,, in this game we set (c*,0") <=
Com(0). Also, all commitments computed by Op and O; are computed as commitments
to 0.

Again using a hybrid argument, one can see that this experiment is indistinguishable from
Game 1 by the hiding property of the commitment scheme.

Game 3: Instead of computing nym* as honestly, we compute it using a fresh and random usk*
instead.

Assume that there exists an algorithm D that can distinguish Games 2 and 3 with
more than negligible probability. We then describe an algorithm D’ breaking the DDH-
assumption in G, leading to a contradiction. Without loss of generality, we therefore
assume that every call to a user oracle O; is preceded by a call to the random oracle for
the same scope, and that the random oracle is queried at most once for the each input.

On input (g, 9%, ¢¥, g%) where either z = zy or z is random, D’ now behaves as follows,
where ¢ is a polynomial upper bound on the number of queries to the random oracle D
does:

e In general, every call to the random oracle for scope is answered by g"scre, where
Tscope €= ZLgq, and the oracle stores (scope, rseope). However, D' further randomly
chooses two queries to the random oracle for some scope’ and scope” which are an-
swered with ¢ and ¢Y, respectively.

e All queries to O;_; are answered for an honestly computed pseudonym nym for some
fixed and random wusky_p.

e The pseudonyms for O, are computed as follows: if the given scope # scope, the

simulated user oracle sets nym = (g®)"seore. For scope, the pseudonym is set to
X

g-.
e The challenge pseudonym nym* is defined as g* if scope* = scope’’.

scope

o If scope’ was never sent to O, of if scope* # scope’, D aborts and outputs a random
bit. Otherwise, D’ outputs 0 if D guesses the challenge bit correctly, and 1 otherwise.

It is easy to see that D’ perfectly simulates the experiment of Game 2 if its input was
a DDH-triple, and that of Game 3 if this was not the case. Thus, if the success prob-
ability of D was significantly different for these two games, then D’ would break the
DDH-assumption.

The claim of the lemma now follows immediately, as nym*, c¢* and 7, are independent of the

challenge bit b. O



Chapter 9

Conclusion

We provided security definitions, a modular construction, and secure instantiations of a privacy-
enhancing attribute-based credential system. Our framework encompasses a rich feature set
including multi-attribute credentials, multi-credential presentations, key binding, pseudonyms,
attribute equality proofs, revocation, and advanced credential issuance with carried-over at-
tributes. Prior to our work, most of these features found provably secure instantiations in
isolation, but their combination into a bigger PABC system was never proved secure, nor was it
clear which security notions such a combination should try to achieve.

Even though we think that our feature set is rich enough to cover a wide range of use cases
(cf. §1.2), there are more features that can be added to our framework. Among the features
identified by the ABC4Trust project [CDL"13], this includes inspection, where presentation
tokens can be de-anonymized by trusted inspectors; verifier-driven revocation, where verifiers
can exclude certain credentials based on local blacklists; and attribute predicates, allowing to
prove for example greater-than relations between attributes. Adding delegation would probably
require a major overhaul of the framework.
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