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How Vulnerable is the Average Population?

Advocating for Cybersecurity Awareness Education in People’s Private Lives

DANIEL KOHLER*, WENZEL PUNTER*, and CHRISTOPH MEINEL, Hasso-Plattner-Institute, Germany

Cybersecurity attacks cover countries, institutions, companies, employees, and private persons. Companies can protect against known
threat vectors through technical or organizational measures. Organizational measures, such as education of the employees, have shown
to yield success in securing companies’ perimeters. It is often assumed that knowledge and experiences from a person’s professional
life impact their private life. As such, (security) awareness should translate between a person’s leisure and work life.

We performed a phishing study across more than 4,700 participants in Germany. Our study did not observe significant positive
correlations between previously participating in cybersecurity programs and phishing susceptibility. Quite contrary, we observed that
participants of classroom-based training performed worse than the average population. A more significant effort is required to be put

into the education of laypersons for online cybersecurity threats in their private life.
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1 INTRODUCTION AND RELATED WORK

Ongoing digital transformation leads to a continuous increase in attack surfaces exposed to the internet. While attacks
against companies, users, and laypersons are nothing new, the internet allows them to be executed faster, easier, and
against a broader range of targets. The dangers imposed by the omnipresent cyberspace need to be observed and, to
some extent, understood by everybody. Currently, education on cybersecurity mainly happens in one of three contexts:
(1) Optional study content in universities and schools, (2) Professional training programs for employees, or (3) Voluntary
education programs, such as online courses.

Educating for cybersecurity, however, is part of a greater psychological problem space. People do not necessarily
apply their knowledge or act accordingly [6]. Hence, previous research has presented various models to foster different
dimensions of cybersecurity awareness. In 2006, the Knowledge, Attitude, Behavior (KAB) model by Kruger and
Kearney [9] provided a first foundation for analyzing the learning curve connected to cybersecurity awareness, in
which a focus on the behavior is required. In the past years, the KAB model has been further developed [3], and
other researchers developed alternative models [7]. All models agree that knowing a threat does not directly result in
appropriate security behavior. Hence, quizzes on cybersecurity threats are insufficient to assess security awareness.

With that knowledge, organizations are moving towards evaluating their employees’ knowledge and behavior.
One opportunity for assessing an employee’s behavior is by performing phishing tests. Extensive research has been
conducted in this context throughout the past years, with studies covering more than 10,000 participants [12, 14]

or spanning more than a year [14]. With their work, fellow researchers identified, e.g., cues in the email design
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leading to improved susceptibility of recipients [1, 13, 16, 17], or psychological vectors influencing a phishing mail’s
success [2, 14, 15]. Researchers similarly studied various (socio-) demographic vectors of targets which potentially
impact susceptibility [5, 8, 12, 14]. However, researchers are inconclusive on the impact of many of the underlying
vectors throughout the different studies. Further, all previous work has been conducted in professional or academic
contexts. No previous work has targeted private persons, e.g., in a phishing study. We, therefore, investigate how
findings on phishing susceptibility translate from research in professional contexts to the previously unstudied private

context.

2 CONTRIBUTIONS FROM OUR CURRENT RESEARCH

In a recent (10/2022 - 01/2023) study [10], we sent more than 14,000 phishing emails to approximately 4,700 German-
speaking participants. We recruited participants for our research through consent for email communication on our
online education platform openHPI'. To ensure unbiased results, we did not inform the participants of the explicit
goal of the research. Instead, we approved the study with the Institutional Review Board of the University of Potsdam.
Participants hence did not know in advance that they would receive phishing emails.

In the study, we observed average click rates of 10-15% per email throughout the four iterations of emails sent to the
participants. With survey feedback, we identified a significant (y? = 4.75, p = 0.029 < a) correlation between gender
and susceptibility, with males being slightly more susceptible. Further, we observed that particularly young (<20 years)
and older (70+ years) recipients are significantly (y? = 27.241,p = 0.0001 < @) more prone to fall for phishing attacks.
We validated the finding from previous research that having fallen victim to a past phishing email is a good indicator
for future susceptibility [4, 12].

However, we observed contrasting findings to previous research when investigating if previous training programs
are beneficial. Most previous training programs, such as phishing tests and video- or computer-based training, did
not significantly correlate with phishing susceptibility. Classroom-based training, on the other hand, even negatively
impacted the recipient’s phishing susceptibility (y? = 4.44, p = 0.035 < ). Of the 114 participants who participated in
classroom-based training, 41,2% clicked on a link in any of our emails, while only 30,7% from all other participants
reacted. We further evaluated the impact of an online course on cybersecurity, which we provided during the first
two months of the study. 15% of our study participants (Nyooc = 693) participated in the course targeting private
persons. We observed a significant correlation between course participation and phishing susceptibility (only) with the
fourth email of our study (2 months after course end), with course learners performing slightly, but significantly, better
()(2 =0.333,p = 0.021 < a, click rate of Cys = 10, 4% compared to Cipr13, 8%).

3 DISCUSSION AND POSITION

Our findings on the helpfulness of education programs contrast with most previous research. However, this finding
might be strongly impacted by the differing context of the study. As such, while we investigated the reactions of private
people to phishing emails which they did not expect, other authors investigated educational programs included in the
security concepts of companies. However, professional education programs target different threat vectors than those
imposed through our phishing emails.

An initial conclusion could be that specific training for private persons is beneficial. However, our online course only

significantly impacted participants’ susceptibility for one of the four emails sent during our study. Qualitative analysis

openHPI is a research and education platform by the Hasso-Plattner-Institute which provides cost-free Massive Open Online Courses.
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of the results of our research as well as feedback provided in our final survey shows that learners aim to investigate the
emails they receive. Some of those learners even perform dangerous actions during their investigation, such as clicking

on links sent to them. We conclude from our study and corresponding analysis:

C1 Awareness in private contexts is not implicitly enabled through awareness programs and measures from people’s
professional life.
C2 People want to understand and investigate their threats themselves, which can be dangerous if done inconsider-

ately.

As training and awareness apparently do not translate from the professional context into private life as expected,
other accessible resources and programs are required. However, the training programs for private people we have
observed so far (including our course) lack the skills needed to investigate (potential) cybersecurity incidents securely.

Educators hence need to re-evaluate the skills taught in programs for private people.
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