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Digital technology offers significant political, economic, and societal opportuni-
ties. At the same time, the notion of digital sovereignty has become a leitmotif in
German discourse. This concept is understood as the state’s capacity to assume its
responsibilities and safeguard society’s – and the individual’s – ability to shape the
digital transformation in a self-determined way. The education sector is exemplary
of the challenge faced by Germany, and indeed Europe. That is, harnessing the
benefits of digital technology while navigating the concerns around sovereignty.
The sector encompasses education as a core public good, a rapidly growing field of
business, and growing pools of highly sensitive personal data. The report describes
pathways to mitigating the tension between digitalization and sovereignty at three
different levels – state, economy, and individual – through the lens of concrete tech-
nical projects in the education sector: the HPI Schul-Cloud (state sovereignty), the
MERLOT data spaces (economic sovereignty), and the openHPI platform (individual
sovereignty).
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1 Introduction: Digitalization and
Sovereignty

Digitalization is now arguably the most transformative force in our society. Al-
ready, a significant share of political campaigning and deliberation happens online
through social media and news platforms. Germany’s economic competitiveness
increasingly depends on the ability of its industrial base to harness digital technol-
ogy. The fabric of society is changing as more and more people interact with their
families, friends, and colleagues through mobile phone and video conferencing
applications.

Against this background, the notion of digital sovereignty has become a key theme
in the German discourse on digital technology. Calls for digital sovereignty are
now common in government strategies and a frequent reference point for commen-
taries from the business community and civil society [20]. Although the concept of
digital sovereignty appears in a large variety of contexts, it generally underlines
the nation-state as an important unit for the governance of digital technologies
and infrastructures [43]. Crucially, in the context of the German debate, digital
sovereignty captures the state’s capacity to assume its responsibilities and safe-
guard society’s – and the individual’s – ability to shape the digital transformation
in a self-determined way. Former chancellor Angela Merkel stressed this in her
opening speech at the 2019 Internet Governance Forum in Berlin, where she also
drew a clear distinction between the German understanding of digital sovereignty,
on the one hand, and isolationism, protectionism, and censorship, on the other
hand [21].

The debate around digital sovereignty is in many ways a natural reaction to
the enormous speed with which digital technology, and particularly the internet,
has expanded into almost all realms of political, economic, and social life. Yet,
concerns about sovereignty are also driven by shifts in political and economic
power that accompany the rapid advancement of digital technology. Today, a small
set of non-European companies provides a significant share of the key technologies
and infrastructures that underpin the digital transformation. Cloud computing,
that is, the use of IT resources such as software, platforms, and computing power
via the internet, is a point in case. Cloud computing forms the backbone of the
ongoing digital transformation; yet, three major companies – Amazon, Microsoft
and Google – alone account for about two-thirds of the entire global cloud market.
US- or China-based industry giants such as IBM, Oracle, and Tencent dominate
much of the remaining market share [44]. A similar picture presents itself in other
key technology areas such as web search and social networks [4, 10]. More broadly,
among the largest technology companies globally, only two are European: Dutch
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1 Introduction: Digitalization and Sovereignty

ASML (12
th) and German SAP (21

th) [8]. The German digital sovereignty discourse
reflects an aspiration to recalibrate these asymmetric dependencies, challenge the
power and influence of large corporate players, and restore governments’ ability to
regulate digital technology in keeping with its citizens’ interests and values.

The digital sovereignty discourse also indicates the increasing interlacing of
technological dependencies with national security concerns. The 2013 Snowden
revelations brought to the fore the extensive capacity of US intelligence agencies
to collect and analyze data globally [34]. Early debates about digital sovereignty
in Germany and other European states were a response to these revelations and
problematized the extensive US control over digital infrastructures. However, the
rapid ascend of China as an autocratically governed but highly capable technology
power as well as Russia’s invasion of Ukraine have both augmented and shifted
concerns about digital sovereignty [2]. In this geopolitically deteriorating interna-
tional environment, a comprehensive consideration of national security dimensions
as well as opportunities for partnership with like-minded states are now central
components of strategic debates about digital technology [23].

The nexus of digitalization and sovereignty is thus set to shape policymaking
and technology trajectories well into this decade. As opposed to political discourses
and conceptual debates on the matter, this report approaches digital sovereignty
from the vantage point of technical implementation. Specifically, it focuses on the
education sector, which represents an ideal laboratory for analysis given the inten-
sity of sovereignty concerns around, among other things, the generation, storage,
and analysis of sensitive personal data. To operationalize the concept of digital
sovereignty, the report draws on the systematization of related policy measures
along three key dimensions: state, economy, and individual [43, pages 8–13]. These
dimensions provide the framework for the discussion of concrete technical projects
developed and implemented by the Hasso Plattner Institute for Digital Engineering
(HPI) and which contribute to digital sovereignty. Notably, the report’s discus-
sion of these cases draws on the authors’ first-hand insights from managing and
implementing these technology projects at the HPI.

We begin with a brief synopsis of the concept of digital sovereignty and introduce
its three dimensions – state, economy, and individual – as an analytical framework
for this study. Afterwards, we examine pathways to mitigating the tension between
digitalization and sovereignty through three technology case studies: HPI Schul-
Cloud (today offered as dBildungscloud), MERLOT, and openHPI. In the final
section, our report situates its findings within the larger European digital policy
debate and develops several recommendations for strengthening digital sovereignty
in ways that align with the EU’s openness and crucial international partnerships,
especially with the United States.
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2 Digital Sovereignty: State, Economy,
and Individual

As digitalization is changing political campaigning and deliberation, disrupting
economic value creation, and transforming modern societies, it is also raising
concerns about digital sovereignty in Germany and other parts of Europe. However,
the notion of digital sovereignty is multi-faceted and varies somewhat depending
on the context within which it is used.

Given its considerable conceptual complexity, digital sovereignty is the object of
a growing body of academic literature. A common element is the understanding
that sovereignty refers to an actor’s, or unit’s (e.g., the state), ability to act in a
manner that is self-determined – as opposed to externally determined. Historically,
this understanding is rooted in the work of 16

th century political theorist Jean
Bodin who held that decision-making power must be undivided, or else the ruler
holding it would not be fully sovereign [6]. With the advent of Enlightenment
philosophers like Thomas Hobbes, John Locke, and Jean-Jacques Rousseau, this
absolutist notion gave way to an understanding of the people as the sovereign and
the government as a distinct body, entrusted with power by the people’s consent [27,
36, 46]. Today, the idea of territoriality as integral to modern notions of (state)
sovereignty can conflict with the global scale of digital connectivity and related
transnational interdependencies [32]. Indeed, in the context of digital technology,
sovereignty currently tends to be conceptualized more pragmatically as the capacity
for self-determination that lies between external determination and territorially
defined autarky [33, pages 6–7].

This capacity for self-determination – and its realization as a condition for the
rule of law – is a defining characteristic of the digital sovereignty discourse in mod-
ern democratic societies. Accordingly, in the German context, digital sovereignty
captures the state’s capacity to assume its responsibilities, including protecting its
citizens’ inalienable rights, and safeguard society’s – and, broadly, individuals’ –
ability to shape the digital transformation in a self-determined way. Indeed, based
on the recommendation of the Competence Center Public IT (Kompetenzzentrum
Öffentliche IT), the Federal Government CIO describes digital sovereignty as “the
sum of all abilities and possibilities of individuals and institutions to exercise their
role(s) in the digital world in an independent, self-determined and secure man-
ner.”1 [7, 22] According to this understanding of digital sovereignty, the report
systematizes related policy measures along three key dimensions: state, economy,
and individual. In this respect, it draws on Julia Pohle’s and Thorsten Thiel’s work,

1 Authors’ translation.
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2 Digital Sovereignty: State, Economy, and Individual

which integrates conceptual discussions with a pragmatic operationalization of the
notion of digital sovereignty in the German and European context [43].

Digital sovereignty at the state level hinges on a conception of the state as the
guarantor of public security and integrity of a defined territory [43, pages 8–10]. In
the digital realm, this includes, among other things, the protection of key digital
infrastructure and systems against malicious cyber activities. Such cyber protection
also extends to critical infrastructures more broadly, where physical and digital
systems increasingly interlink, such as in the energy, water, and transportation sec-
tors.2 To achieve this, government policies and instruments include, for example,
cyber defensive capacities, data localization requirements, and cybersecurity obli-
gations for operators of critical infrastructures. Digital sovereignty at the state level
also encompasses the acquisition of trustworthy IT products for public administra-
tion. This includes, for example, political and governance criteria for procurement
and requirements regarding open standards and open source to prevent vendor
lock-in. Overall, digital sovereignty at the state level describes the bolstering of
states’ capacity to act and enforce the rule of law in the digital world.

The economic dimension of digital sovereignty revolves primarily around ques-
tions of strategic dependencies [43, pages 10–11]. German and European concerns
about (asymmetric) dependencies are directly connected with the dominance of
foreign companies across technology fields, such as cloud computing, online plat-
forms, and semiconductor manufacturing. The efforts towards creating a digital
single market in the EU exemplify policies that aim to tackle this dimension of
digital sovereignty. Those include the creation of a performant and secure digital
infrastructure, common regulations, and Europe-wide standardization and inter-
operability, for instance in the realm of data spaces and cloud infrastructures [13].
Beyond this, policies also encompass areas such as the provision of secure elec-
tronic identification and authentication and trust services to provide a framework
for facilitating the digitalization of business relationships and products.

Finally, the individual and its ability to make self-determined choices in a dig-
italizing world is a crucial, albeit less frequently examined, dimension of digital
sovereignty [43, pages 11–13]. Individual digital sovereignty builds on the idea
that individuals, whether citizens or consumers, should be able to make informed
decisions about what digital offerings they use and how much personal data they
wish to disclose. In this respect, the individual dimension of digital sovereignty is
closely related to adjacent concepts such as informational self-determination [31]. A
range of policies relate directly to this dimension of digital sovereignty. This entails
consumer protection measures such as mandating “privacy by design” in technol-
ogy development and default settings, consumer-friendly privacy statements, and
transparency requirements, for instance on algorithmic decisions. Relevant policies
also comprise the development of digital literacy as the foundation for the individ-
ual’s ability to take informed decisions, use digital technologies responsibly, and
prepare for a changing labor market. Foundational components for this include the

2 For an overview of cybersecurity challenges and state responsibilities in this domain, see, for
example, the German government’s respective strategy document [16].
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2 Digital Sovereignty: State, Economy, and Individual

availability of digital technology in educational institutions and opportunities for
lifelong learning.

In practice, these three dimensions of digital sovereignty are frequently inter-
linked. From the discussion above, it is clear, for example, that the individual’s
ability to make sovereign choices regarding their use of digital technology sup-
poses that basic conditions at other levels are in place. It requires secure digital
infrastructures and a competitive digital economy providing a sufficiently large
range of products and services from which to choose. Similarly, state-level policies
aimed at making digital infrastructures more secure or individual-level policies de-
signed to bolster individuals’ digital literacy have the effect of increasing economic
actors’ capacity to successfully compete as their business models are transformed
by technology.

However, the differentiation of these three dimensions provides a useful ana-
lytical framework for organizing empirical studies to identify opportunities and
challenges related to digital sovereignty. Accordingly, the report adopts the three-
dimensional characterization of digital sovereignty to examine the opportunities
and challenges for strengthening digital sovereignty in the education sector. In the
following, we explore the link between digitalization and sovereignty in the educa-
tion sector through the lens of three technology case studies: HPI Schul-Cloud (state
sovereignty), MERLOT (economic sovereignty), and openHPI (individual sovereignty).
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3 Insights from the German Education
Sector

3.1 Case Study I – State: HPI Schul-Cloud

Digital sovereignty is a crucial concern for the state when it comes to the digi-
talization of education. The data generated in education environments tends to
be highly personalized and sensitive, providing detailed insights into individual’s
interests, dispositions, and cognitive abilities. Problematically, in school settings,
such personal data is generated by minors who are not (legally) considered to be of
age to decide in a fully self-determined manner how their data should be handled.

Despite these issues around the personal data of learners and minors, the adop-
tion of digital technology in the education context has accelerated dramatically.
According to a study by the University of Göttingen on the status of digitalization
in Germany’s schools, in 2021, 67.7 % of the surveyed teachers used digital media
on a daily basis and 21.8 % at least once a week. Three years earlier, the respective
shares were 23.2 % and 37 % [41, page 78]. During school lockdowns due to the
Covid-19 pandemic, school boards frequently decided to resort to digital offerings
from foreign providers in order to assure teaching continuity. However, the compli-
ance of these offerings with the EU’s General Data Protection Regulation (GDPR)
was questioned, in large part because personal data is often stored on servers run
by non-EU operators or even transferred abroad [28].

The German government reacted to this. Many German states are now trying to
provide compliant solutions or have issued recommendations for offerings deemed
compliant [39]. Moreover, in the 2021 coalition agreement, the current German
government coalition decided to promote the development of license-free teaching
and learning software [47]. On the flipside, this has given rise to countless variants
of online learning platforms across Germany’s sixteen federal states and municipal-
ities. Many of these platforms lack cohesion and instead bundle various software
solutions without sufficient integration and options for cloud storage and vir-
tual interactions. Furthermore, this patchwork of digital offerings further stretches
the already strained resources of educational institutions and makes collaborative
teaching and learning across schools difficult. Because platforms require constant
technical maintenance and upkeep, lack of scale decreases economic efficiency.

Therefore, a crucial foundation of digital sovereignty in the education space is
the provisioning of a secure, compliant, and scalable digital infrastructure in the
form of a learning platform that facilitates interactions among teachers, students,
and parents. With the HPI Schul-Cloud (“School Cloud”), HPI has developed
such a platform as part of a pilot project funded by the German Federal Ministry
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3 Insights from the German Education Sector

of Education and Research (BMBF) [37]. The Schul-Cloud is designed to drive
digitalization in education while ensuring interoperability and high levels of data
protection.

The HPI Schul-Cloud, as a digital education infrastructure, forms the basis for
both digitally supported and purely digital teaching in a wide variety of settings.
From the start, it provides key tools, such as a teaching calendar, office solution,
data storage, messenger, and video conferencing system that strictly conform to
data protection laws. The Schul-Cloud also features an integrated learning store
for teaching materials on specific topics and allows for easy plug in of additional
offerings via respective pseudonymization interfaces. Through this, in principle,
any kind of learning offerings can be implemented – even if they do not fulfill the
strict European data protection requirements by default.

Figure 1: HPI Schul Cloud interface to pseudonymization
Source: Compiled by the authors.

This is because the interfaces of the Schul-Cloud are designed to prevent direct
access to the user data by the providers of the education software components
docked into the platform. In addition, the educational data is stored on servers
located in Germany, which are subject to German laws and do not route through
servers abroad. By doing so, the HPI Schul-Cloud enables the usage of digital
offerings in a self-determined and GDPR-compliant manner. The HPI Schul-Cloud
demonstrates a pathway to harnessing digital technology in the education sector
in ways that address concerns about digital sovereignty.

The project also illustrates that developing required infrastructure is possible on
a relatively compressed timescale. The Schul-Cloud started in 2017 with 27 schools
of the project partner MINT-EC. Only four years later, the HPI Schul-Cloud was
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3.2 Case Study II – Economy: MERLOT

handed over to the public IT service provider Dataport for regular operation and
is currently being used under different names in Lower Saxony, Brandenburg, and
Thuringia as well as nationwide in individual districts and schools under the label
dBildungscloud. In total, it is now used by approximately 4,000 schools and almost
two million users. The HPI Schul-Cloud thus provides a space for teaching and
learning, which combines possibilities for collaborative work, interoperability, and
data protection.

At the same time, obstacles remain to scale infrastructure solutions like the Schul-
Cloud at the national, let alone European, level. In Germany, a key complicating
factor is the division of responsibilities between the federal government and the
governments of the individual states and municipalities. This is particularly true
for the education sector, where responsibilities for education policy is largely with
the individual states. Due to the flexibility for integrating a large variety of educa-
tion content, the Schul-Cloud can serve as a shared digital education infrastructure
even in a federal system like Germany’s. From a technical standpoint, akin to the
highway network, the federal government could operate a national digital infras-
tructure for schools throughout the country, and, in that way, ensure availability
and efficiency [1]. In line with their responsibility for education content, the federal
states could dock then their own learning programs and applications into that
national platform. Yet, making multi-level government structures fit for purpose in
the digital age continues to be an incremental process.

3.2 Case Study II – Economy: MERLOT

Smart education offerings and lifelong learning are becoming increasingly crit-
ical to building a skilled workforce, generating economic value, and, therefore,
safeguarding Germany’s competitiveness in a global marketplace disrupted by
digital technology [3]. Indeed, digital education solutions open up opportunities
for creating a more effective and fair learning system that prepares individuals for
the economy of the future. Smart and adaptive learning programs enable specific
content that is adapted to the individual’s level of knowledge and that learners can
follow at an individually optimal pace [29]. Similarly, Artificial Intelligence (AI)-
supported career orientation and training services create the possibility to define
individual learning paths. They summarize, for instance, what kind of prerequisites
are required in a particular professional field and how an individual may proceed
towards acquiring these [50].

This goes to show that digital technology not only can support building the type
of training and skills that a future-proof workforce requires, but also that it induces
a significant transformation of the education business sector itself. The greater
demand for learning and collaboration platforms such as those used by schools is
just one aspect of this. Indeed, the targeted promotion of young talent and talent
development are a growing and lucrative space for both established companies
and new education technology start-ups. Yet, harnessing digital technology for
education and learning in this way requires access to large pools of relevant data,
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3 Insights from the German Education Sector

especially on individuals and their learning paths. Much of this data, however,
remains siloed in individual companies or public institutions. A key challenge for
the German and European education sector, therefore, is to gain access to data
pools that break down such silos in ways that are transparent and in line with strict
data protection requirements.

Somewhat analogous to the provision of a common infrastructure in the realm
of online learning platforms (see HPI Schul-Cloud case study), the creation of
national and, where possible, European, data spaces represents one key approach
to fostering competitive business models. In the context of the German education
sector, HPI acts as part of a consortium of partners that builds such sectoral data
spaces: the MarkEtplace foR LifelOng educaTional dataspaces and smart service
provisioning (MERLOT) [25].

MERLOT started in January 2022 and is one of several projects associated to the
Franco-German initiative Gaia-X [15]. Gaia-X aims at creating a performant Euro-
pean digital ecosystem based on a trustworthy and transparent data infrastructure
that promotes innovative business models and products. Gaia-X is not based on
an understanding of digital sovereignty that excludes non-European companies,
nor does it envision the creation of a European hyperscaler. Instead, it centers on
defining open interfaces and standards for a federated infrastructure that enable
data exchange and processing. In line with this approach, MERLOT provides a
means to de-silo data held by various parties. Notably, MERLOT aims to expand
access to education data, including for SMEs, and thus bolster the potential for
developing of innovative applications and products.

At the same time, MERLOT aims to ensure that the nascent education data
ecosystem conforms to high data protection standards. Importantly, the owners
of data in the MERLOT data spaces retain sovereignty over their data and can
make it available to other users or services as needed. The MERLOT-based data
infrastructure thus enables different stakeholders to exchange and share education
data in a controlled manner, in compliance with the GDPR, and without having to
conclude separate individual agreements with each party involved. This facilitates
interaction and opens new possibilities in the processing of sensitive education
data.

The MERLOT project illustrates how Gaia-X standards can be used to lay the
foundations for a thriving data ecosystem in the education sector. Albeit still at
an early stage, MERLOT’s current implementation status already demonstrates
the potential of sectoral data spaces, notably by counteracting data silos and re-
ducing competitive disadvantages for SMEs and start-ups without access to their
own large and proprietary data pools. The consortium, for example, is currently
working on intelligent services that match student education data with compe-
tency models and information on career goals in order to recommend adaptive
individual career pathways. Another focus is, for instance, on the development of
data-driven business models for training providers to develop tailored courses for
their customers.

Yet, the case of MERLOT also highlights continued challenges faced by project
partners working jointly to build German and European data spaces. One key chal-
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3.3 Case Study III – Individual: openHPI

Figure 2: Gaia-X Ecosystem Visualization
Source: Gaia-X – Architecture [18]

lenge is the availability of sufficient financial and personnel resources, especially
among SMEs, start-ups, and academic institutions, to develop sector-specific stan-
dards and undertake the technical implementation of data spaces. In this context,
questions also arise with respect to long-term maintenance and development. For
example, what will a self-supporting business model for the marketplace look like
after the end of the project? Who will provide organizational and technical support
for it? Such issues reflect broader challenges that Gaia-X and other sectoral data
spaces face in terms of European capacity to deploy the resources required for
effectively shaping and developing data spaces in the longer term.

3.3 Case Study III – Individual: openHPI

Adequate digital infrastructure, legal frameworks, and technical standards are all
essential conditions for ensuring that the public can exercise choice in relation to
digital technology freely and in line with their own values. However, for individuals
to participate in an increasingly digitalized world in a self-determined and creative
manner, core digital competencies and skills are also necessary. Moreover, the
development of IT-talent is now a crucial pillar of digital sovereignty. According to
the industry association of the German information and telecommunications sector,
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3 Insights from the German Education Sector

Bitkom, Germany lacked around 140,000 IT specialists in 2022 to cope with the
digital transformation and strengthen Germany’s economic competitiveness [5].

One key pathway to both bolstering the individual’s ability to navigate the digi-
tal world and address this talent gap is an expansion of computer science-related
teaching beyond traditional classrooms. Currently, computer science courses in
schools at the lower secondary level are not available across the board in all Ger-
man states [48, pages 63–64]. The lack of qualified teachers is frequently cited
as an important obstacle in this respect [42]. Moreover, the fast pace of techno-
logical progress requires constant updating of knowledge and skills. In typical
classroom settings, this can only be addressed with substantial time commitment
and organizational efforts on the part of teaching personnel.

Accordingly, the scientific body of the German Conference of Ministers of Educa-
tion and Cultural Affairs (Ständige Wissenschaftliche Kommission der Kultusmin-
isterkonferenz) has recommended, among other things, new forms of classroom
organization as well as the expansion of hybrid teaching and self-learning periods
in higher grades [49, pages 20–25]. At the same time, the growing number of video
tutorials for online instruction only partially addresses deficits in digital skills ac-
quisition because learners frequently remain isolated in their learning experience.
Therefore, instruments are needed so that individuals can effectively acquire digital
skills and exercise self-determination in the digital world.

In this context, Massive Open Online Courses (MOOCs) are one such instrument
to both enable digitally delivered education and to strengthen digital skills. MOOCs
provide users with low-threshold educational offerings that can be worked through
at an individual learning pace via video clips, quizzes, and reading material – inde-
pendent of time and place. What sets MOOCs apart is that they combine elements
of online self-study with collaborative learning. The first and largest European
MOOC platform, launched in September 2012 under the name of openHPI, aims
to harness these benefits of MOOC-based teaching [38].

openHPI’s content is aimed at interested parties of all ages and levels of knowl-
edge to prepare them in the best possible way for life in the digital world. In such
a way, openHPI creates the possibility of continuing one’s education free of charge
with a tailored offering. To this end, HPI professors and e-learning specialists cover
a broad range of topics, from how the internet works to exploring the future of
computing. Discussion forums and mutual peer reviews of assignments enable in-
teraction with other course participants and collaborative learning progress, which
is documented with a course certificate at the end. Similar to in-person lectures and
tutorials, learners thus receive hands-on support, thereby also lowering hurdles to
switching to online learning.

As an infrastructure, openHPI also forms the foundation for a range of pro-
fessional development offerings for the private and public sectors as well as
international organizations. It serves, for example, as the infrastructure for the
German government’s KI-Campus and eGov-Campus learning platforms. These
government-funded platforms aim to strengthen skills in the fields of Artificial
Intelligence and e-government [30, 11]. MOOCs such as those offered through
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3.3 Case Study III – Individual: openHPI

Figure 3: Structure of an openHPI-course
Source: Compiled by the authors.

openHPI are also relevant for teacher training. A good example of this is the LER-
NEN.cloud platform established during the pandemic, on which more than 22,000

users are now taking part in self-directed training [26]. Here, as learners, teachers
are already dealing directly and practically with digital forms of teaching and
exchanging best practice experiences.

openHPI illustrates that education outside of traditional classroom settings can
become a key building block for strengthening the individual’s ability to engage
with the digital world. To date, around 325,000 people from more than 180 coun-
tries are now regular users of the platform. Furthermore, learners have enrolled in
almost 1.2 million courses and more than 130,000 certificates have been issued, mak-
ing openHPI the largest lecture hall in Germany [24]. This is evidence that MOOC
platforms like openHPI are meeting an urgent demand for formats that empower
people as sovereign decision-makers in a world, where the pace of technological
progress is increasing year by year.

However, the case of openHPI also calls attention to continued challenges. These
concern, for example, questions regarding the official recognition of courses as
educational micro-credentials as well as the establishment and assurance of certain
quality standards. In order to achieve comparability of the varied courses offered
on the different platforms as well as facilitate cross-platform catalogs, uniform
metadata formats on course content are also required. This underscores that the
efficient use of resources through interlinkages and scaling is crucial to leveraging
MOOC platforms to enable societies to harness digital technology in a sovereign
way.
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4 Conclusion: Shaping a More Sovereign
Digital Europe

Digital technology creates remarkable opportunities to improve people’s lives –
in Germany, Europe, and around the world. Yet, the digital transformation is
also igniting concerns about digital sovereignty: the state’s capacity to assume its
responsibilities and safeguard society’s – and the individuals’ – ability to shape the
digital transformation in a self-determined way.

The nexus of digitalization and sovereignty is set to continue shaping policy-
making and technology trajectories. The discourse around digital sovereignty is
spurred on by the enormous speed with which digital technology is expanding
into almost all realms of political, social, and economic life. The broad applicability
of technologies like Artificial Intelligence and the upcoming integration of billions
of devices into the so-called “Internet of Things” (IoT) will further accelerate the
pace and invasiveness of this digital transformation. Concerns about sovereignty
are also driven by the interlacing of digital technology, economic competitiveness,
and national security, which is likely to intensify amidst deepening geopolitical
rifts, particularly those among democracies and autocracies.

Against this background, this report set out to explore pathways to mitigating the
tension between digitalization and sovereignty from the vantage point of technical
implementation. In this respect, it complements political discourses and conceptual
analyses that characterize the ongoing debate on digital sovereignty [33, 43, 17, 9,
40, 45]. Specifically, this report has focused on the education sector to highlight
Germany’s – and, more broadly, Europe’s – challenges in harnessing the benefits
of digital technology while navigating concerns around sovereignty. The education
sector represents an ideal laboratory: education is a core public good, a rapidly
growing and technology-driven business domain as well as the building block for
individual’s ability to navigate a rapidly digitalizing world. Importantly, the edu-
cation sector reflects a key source of sovereignty concerns, namely the generation,
storage, and analysis of sensitive personal data.

To operationalize the concept of digital sovereignty, the report drew on a system-
atization of related policy measures along three key dimensions: state, economy,
and individual [43, pages 8–13]. These dimensions provided the framework for a
discussion of three concrete technology projects developed and implemented at
the HPI: the HPI Schul-Cloud (state sovereignty), MERLOT (economic sovereignty),
and openHPI (individual sovereignty). The case studies underscore that enhancing
digital sovereignty depends on Germany’s and Europe’s ability to foster the con-
ditions for scalable digital infrastructures and competitive digital platform and
service offerings. Enabling government agencies, private businesses, and the tech-
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nical community to do so requires a comprehensive and cohesive digital policy.
Importantly, such digital policy should be designed to interoperate with other EU
member states’ initiatives in a joint effort to strengthen Europe’s technological
capacity to act.

In areas where sovereignty is a crucial and shared concern, Germany and other
European member states should focus on enabling rapid scalability. The case of
the HPI Schul-Cloud project underlines that Germany faces the challenge of mak-
ing its decentralized federalist structure fit for the digital age. It has highlighted
the benefits of scaling infrastructure at the federal level to enable both technically
sound and economically efficient operation. Moreover, it is important that govern-
ments conceive such national efforts as a stepping-stone towards defining joint
requirements for a European infrastructure that integrates sovereignty concerns
with a commitment to openness and interoperability. In this respect, government
procurement presents an important lever to advance digital infrastructures that
enable Europe to shape the digital transformation in a self-determined manner.

Germany should also work closely with its partners to ensure that small and
medium-sized businesses and the technical community have the necessary re-
sources to contribute to a competitive European economy. The case of the MERLOT
project has underlined the importance of building capacity for the development of
standards for Europe’s digital decade. Gaia-X now has over 300 members, among
them US giants such as Microsoft, Google, and Amazon as well as Chinese com-
panies such as Huawei and Alibaba [19]. Openness to international players is a
crucial aspect for augmenting the global compatibility and attractiveness of Euro-
pean standards. Yet, such openness requires that European players have resources
comparable to their foreign partners and competitors, or else concerns about an
“unbalanced playing field” may become a hurdle for comprehensive participation.1

Finally, European governments should focus on strengthening the individual’s
ability to navigate the digital world in a more sovereign way. The case of openHPI
made clear that scaling opportunities for lifelong education are crucial for enabling
societies to harness digital technology effectively and in a sovereign way. It also
stressed that a key enabler for successful lifelong learning is the possibility to ex-
plore new insights in a collaborative manner, especially when it comes to keeping
up with the accelerating pace of the digital transformation. The European Com-
mission could initiate a digital training platform that pools educational content
from across member states and creates unified standards concerning the content
and quality as well as credentials for online courses. In addition, this could be
accompanied by an expansion of course metadata to streamline interlinkages be-
tween educational databases. This would create a European collaborative learning
environment that empowers citizens to actively co-shape the ambitious goals that
the EU has set through its call for a “digital decade” as well as its Digital Education
Action Plan (2021–2027) [14, 12].

1 Last year, Gaia-X founding member Scaleway, the largest French cloud provider, criticized an
“unbalanced playing field” and left the initiative [35].
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Going forward, it will be key to situate initiatives for strengthening German and
European digital sovereignty – in the education sector and beyond – in a larger
international context. Crucially, while asymmetric external dependencies require
recalibration in some domains, openness should remain a key pillar of Germany’s,
and Europe’s, approach to digital technologies. This is particularly true when it
comes to sustaining partnership with allies; especially the United States, the close
relationship with which remains a key pillar of European security and prosperity.
It is from this vantage point that Europe should strive to become a more sovereign
technology partner: willing – and able – to work together in shaping a thriving
digital ecosystem that retains the ability to develop and use technology according
to each partner’s laws and values.
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