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to enable automated planning, the pre and post conditions of activities, in the domain
knowledge, is reversed. After a plan is found, it is reversed again to have it in the original
flow.

A violation to an absence pattern, e.g., after-scope absence, occurs when there is
a chance to execute A and B in parallel or in sequence, where A executes first. To
resolve this violation, we might check first if B is optional in the process model. If
this is the case, the whole XOR branch is removed. Following the discussion about
Algorithm 22, we can argue that this solution results in a consistent process model, under
certain restrictions. On the other hand, if B is mandatory, similar to the approach of
resolving lack of activity violation, we try to identify the scope of effect of B. Using
automated planning, we try to find a plan where B is avoided. Otherwise, it is not possible
to resolve the violation automatically. Similar strategy could be used to handle violations
to other absence patterns.

Resolving violations to conditional patterns is straightforward. Conditions can be
reflected directly in the initial and/or goal states of the required plan. However, merging
the resulting plan with the original process must explicitly add a choice block, whose
condition is the same as the conditional rule, where the missing activities are added.

7.5 Discussion

A violation resolution implies that a process model structure is changed. To control model
structural modifications we employ the concept of SESE fragments. As a consequence,
the approach is limited to process models, which are block-structured. To neglect
this limitation advanced decomposition techniques, as described in [110, 108], can be
employed. However, these approaches do not promise to reveal structure in unstructured
parts within processes. Thus, in case of unstructured parts of the process, user attention is
drawn to that problem and it is on her side to manually resolve the violation.

Besides restoring compliance in business process models, another objective is to
keep the modified process models operational. To maintain operation-ability, automated
planning was employed to 1) identify whether it is possible to restore compliance 2) find
sequences of activities that have to be added in order to restore compliance. For the first
case, if it is not possible under the given compliance rule to find a sequence of activities
execution that restores compliance, it is indicated to the user that there is an inherent
contradiction between the compliance rule and the general domain knowledge. For the
second case, if a sequence of activities is found, it is merged with the process model to
make it both compliant and operational.

Although the changes introduced by the resolution algorithms result in consistent and
compliant processes models, an updated model might look unnatural for a human reader.
For instance, sequentialization of two branches in case of different branches violation,
leaves only one branch in the parallel block. Thus, a resulting process model needs to be
refactored to develop a naturally looking process model. Process refactoring techniques
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proposed in [147] can be applied.





Chapter 8

Implementation

Developing prototypes is currently an important step for research in general and for the
business process management community in specific. With an implementation, concepts
can be better communicated with audience and more valuable feedback could be gained.
Moreover, testing with real world scenarios refines and reshapes concepts.

This chapter describes a prototypical implementation of the contributions discussed
in Chapters 4, 5 and 6. We describe an architecture where the user models compliance
rules as BPMN-Q queries and at the end receives a decision about every relevant process
whether it is compliant or not. Moreover, in case of non compliance the user is informed
about parts of the process that cause the violation. Thus, we have a set of components to
realize a compliance checking scenario. These components are

• Compliance rules editor (BPMN-Q query editor),

• BPMN-Q query processor,

• Business process model editor,

• Business process model repository,

• Mapping of process models to Petri nets,

• Petri net state space generation,

• Model checker.

Obviously, the objective is to keep implementing new components as minimal as
possible. We had to implement the query processor as it is one of the core contributions
of this thesis. Moreover, we had to implement an editor for creating compliance rules
as queries. However, we needed to access a repository of process models to query and
to check for compliance. For the process model to Petri net mapping, we followed the

169



170 CHAPTER 8. IMPLEMENTATION

mapping described in Definition 4.4. Low level Petri net Analyzer (Lola) [126] is a Petri
net analysis tool and a model checker as well. Lola supports CTL model checking. Thus,
to model check, it implicitly generate the Petri net state space.

Oryx∗ [29] is a Web-based business process modeling and repository developed at the
Chair of Business Process Technology, Hasso Plattner Institute. With the front end, users
can model processes with a variety of process modeling languages, e.g., BPMN, EPC,
Petri net. Moreover, Oryx can be further extended by means of stencil sets, server-side
and client-side plugins. The extension allows integrating research prototypes in a single
framework. In our case, integrating BPMN-Q [124] and compliance checking steps into
Oryx saves us the effort of building a new editor and a process repository.

To describe how we integrated BPMN-Q into Oryx and how we realized the compli-
ance checking scenario, we start by describing the Oryx architecture and its extension
mechanisms in Section 8.1. Integrating BPMN-Q query editor and query processor along
with other software components to enable compliance checking is described in Section 8.2
also with description of the interactions between the different components. Section 8.3
describes a use case where the different steps of compliance checking are explained with
snapshots from the prototype.

8.1 Oryx Architecture and Extensions

Oryx is a Web-based graphical modeling tool and a repository for process models. Using
a standard web browser, users can login to Oryx, create, modify and share process models.
Sharing means that the model creator can give access to users as read-only, read/write
or can make process models public. Via plugins, more functionality can be added to the
editor. For instance, process models can be checked for being error-free, step through
support for process simulation, exporting process models to different formats.

Oryx does not only allow extensions by adding more functionality to existing ones.
Rather, it allows defining new modeling languages. This is achieved via stencil set
definition. A stencil set is a collection of files describing the abstract and concrete syntax
of the modeling language. JavaScript Object Notation json files describe the abstract
syntax of the language in terms of properties of nodes and edges used for modeling as
well as connectivity rules among them. To describe the concrete syntax, Scalable Vector
Graphics svg files describe how each node and edge will look like when the shape is
dragged to the drawing canvas in Oryx.

Figure 8.1 describes the architecture of Oryx. Through a Web browser, the user can
call Oryx. The core of Oryx is a set of JavaScript functions that is loaded in memory
when Oryx is called. Depending on the requested process model, the process model, the
stencil set and the associated plugins are loaded in memory. Client side plugins as well as
standard editing functionality, e.g., copy, paste, etc., can access the memory copy of the
process model. Oryx back end is the interface between the process model repository and

∗http://oryx-project.org
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Figure 8.1: Oryx architecture

the front end. Each time a server side plugin is called communication occurs between
the back end and the requester from the front end. An example server-side plugin is the
mapping of BPMN models to Petri nets. In some cases, server-side plugins need to call
external systems to Oryx.

8.2 Integrating BPMN-Q and Enabling Compliance Check-
ing

The BPM-Q query processor is implemented in Java to match queries to process models
as was described in Section 4.2.2. However, in order to let users specify compliance rules
as queries, we developed a query editor, using a BPMN similar syntax, for BPMN-Q
queries. This was achieved via defining a BPMN-Q stencil set that is available for Oryx
users. While the stencil set is at the client side and the query processor is reachable via
a server-side plugin, we implemented a client-side plugin that allows calling the query
processor at the server side.

Lola is considered as an external system to Oryx that is called by the query processor
for compliance checking. Before calling Lola, the query processor calls another sever-side
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plugin, the BPMN to Petri net mapping, in order to obtain the Petri net representation
of the process to be examined. The Petri net is then written to a .net file that is passed
to Lola. Figure 8.2 shows how BPMN-Q and components necessary for compliance
checking are fitted into Oryx architecture.

Figure 8.2: BPMN-Q architecture for Oryx

Figure 8.2 shows the static view on the components for compliance checking, in
remaining part of this section we describe the sequence of calls to the different components
in order to check for compliance.

First and foremost, the user draws the compliance query in the same way she draws a
process model. A query can be saved in the repository for later use. Moreover, the user
attaches tags to the query that will be used in identifying process models to check, as was
stated in Section 4.2. To initiate the compliance checking, the user calls , via a tool bar
button, the client-side plugin Query Evaluator Initiator. This step brings to the user a
window where she selects the type of query she wants to apply. For compliance checking,
the user has to select Process Compliance Query. After pressing the submit
button, the query is serialized and shipped to the server-side plugin Query Evaluator
Servlet as well as the querying command. That servlet instantiates the query processor
and passes the query and the command to it. Within the query processor and based on
the querying command, process models matching the tags associated with the query, cf.
Definition 4.6, are imported from the Oryx repository and translated into the internal
representation of the query processor. Complex queries are decomposed into the basic
ones as was discussed in Section 5.2.6. For each basic rule, the investigated process is
checked for structural compliance or non-compliance as was discussed in Section 5.4.2.
If for any of the basic rules no structural decision can be made, we turn to model checking.
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At that point, the query processor calls the BPMN to Petri net Mapping component, which
implements the mapping described in Section 4.1.3, to obtain the Petri net representation
for the investigated process model. In order to model check the process, we need to
generate the reachability graph of the Petri net. Lola is the means to obtain the reachability
graph as one of the things Lola can do. As stated earlier, Lola can be used as a model
checker. Lola has to be configured correctly in order to do the job. To instruct Lola to
work as a model checker, the userconfig.H file has to be edited where #define

MODELCHECKING is uncommented. Afterwards, Lola can be invoked from the query
processor with the following command lola file.net. the parameter file.net
contains the Petri net specification in Lola format and the CTL formula to be checked.
The CTL formula is obtained from the BPMN-Q query as was discussed in Chapter 5.
Moreover, the CTL formulas are expressed on the markings of the places of the Petri net.
For instance, the proposition Evaluation_failed, which describes that the “Evaluation”
data object assumes the state failed, has to be replaced on the corresponding place within
the net. Also, the proposition ready_conductDueDiligence has to be replaced with the
place whose marking means that the transition corresponding to that activity is enabled.
Also, all implications in the formula on the form p → q have to be rewritten on the form
¬p ∨ q. That is because Lola syntax does not accept implication symbols.

If model checking succeeds, i.e., the process is compliant, the process model uri and
the information that the model is compliant is send back to the Query Evaluator Servlet.
Otherwise, the query processor generates anti patterns, as was discussed in Chapter 6, for
failing rules and matches them structurally to the investigated process. At this point, the
query processor return the process model uri, the process sub-graph matching the anti
pattern and the information that there is a violation to the Query Evaluator Servlet.

The above procedure is repeated for each process to be investigated. Upon completion
of the compliance checking, the Query Evaluator Servlet receives information about
compliant and non compliant processes. To this end, the servlet invokes the Response
Presenter at the client side to screen the result to the user.

8.3 Example

In this section we describe an example starting with the modeling a compliance rule until
the feedback is returned to the user.

Figure 8.3 shows the BPMN-Q editor within Oryx. Using the stencil set, we build a
complex compliance rule. Indeed, the rule combines rules R3, R4 from Section 5.5.

To start the processing of the query, the user invokes the Query Evaluation Initiator
plugin via the tool bar. The processing options window appears as shown in Figure 8.4.

To initiate compliance checking, the process compliance query option is chosen in
the previous step. With this option, the query processor is instructed to investigate all
candidate process models for compliance. Another option is to specify the investigation
of a specific process model, Run compliance query against a specific
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process model. In the latter case, the user is asked to enter the uri pointing to that
specific process to be investigated.

With the pressing of the submit button, the query and the processing options are
shipped to the back end. After doing the steps described in the previous section for
compliance checking, the user gets feedback in the form of process model previews as
shown in Figure 8.5. By double clicking on a certain preview, the user gets the feedback
about that specific process, whether compliant or not. In case of violations, the violating
part is highlighted as shown in Figure 8.6

As can be noticed, the generation of anti patterns is totally transparent to the user.
Only the matches to the anti patterns are returned as highlighting of violating parts of the
process to the user.
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Chapter 9

Discussion

In this chapter we provide a critical discussion about the contributions in this thesis.
Our discussion will illustrate strengths and limitations of our approach and revisit the
assumptions introduced in Section 2.3. Also, we discuss how far we were aligned with
the requirements discussed in Section 2.2.

Summary

We introduced a pattern-based approach for compliance checking. Using BPMN-Q visual
queries to express compliance requirements, we have provided a graphical notation to
express compliance rules, Req. 9. The visual nature of the language, that is very close to
the way process models are expressed, makes it easy for business people to understand
and discuss about it. Also, each query is stored on its own as an artifact that can be
associated with arbitrary metadata that allows tracking of a compliance requirement, Req.

2. This helps the organization assess the number of control objectives it has established
to meet compliance requirements. Finally, formal checking is possible since each pattern
is mapped to a temporal logic formula, Req. 1.

When a set of compliance rules are related to a process model, the conjunction of these
rules are checked against the process. However, in some cases, a rule might be required
to hold when another rule does not hold. That is, the compliance to one rule is required
only when the process is violating another rule [103]. Currently this is not addressed.
Modeling this reparation relationship requires the definition of a new modeling construct.
On the technical level, we can check the disjunction of rules rather their conjunction.

Checking consistency among compliance rules, Req. 3, was divided into redundancy
and conflict checks. While conflict checking is complete, assuming that sufficient domain
knowledge is present. Redundancy checking is based on establishing a sort of logical
equivalence between the different compliance patterns. Thus, we cannot claim that
redundancy checking is complete.
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To explain violations to compliance rules, in general, we used a two step approach
where the first step is to query the process behavior about the causes of the violation
and in the second step BPMN-Q anti pattern queries are generated to highlight parts
of the process causing violation. Although there is a processing overhead due to the
need to issue several temporal logic queries, this could be justified by the need to be
complete. That is, we need to provide the user with every possible cause of violation,
Req. 6. This, in turn, will save and focus the effort of the user compared to the alternative
of the counterexample-driven violation explanation. In the latter case, the user has to
repeat a check-explain-resolve each time model checking identifies a violation, which
also contains a repeated cost of model checking.

To resolve violations, Req. 7, we discussed several algorithms that were dedicated
to special kinds of compliance violations. These approaches depend heavily on the
domain knowledge. This is no surprise as the very first requirement to have an effective
compliance management approach is to have a deep knowledge about the business
domain [65]. While our approach to resolve violations is not complete, it helps the user
identify areas of conflict and missing or incomplete knowledge about the domain.

Applicability

In Section 2.3, we have established a set of assumptions that make our approach applicable
in real life. Here, we discuss the relaxation of some of these assumptions and how
that relaxation affects the applicability of the approach. The success of establishing
an effective compliance management is directly related to the level of maturity of the
organization [66]. Thus, the applicability of our approach in real life depends on the level
of maturity of the organization. The entry maturity level is that organizations have explicit
views on their business operations in terms of process models [5, 65]. This has scoped
the thesis from the beginning. However, in many cases, organizations might not have
that level of maturity. In such cases, organizations might benefit from process mining
techniques [136] to help automate the discovery of business processes. Yet, this depends
on whether the organization has an automated support for its daily business operations.
If that is not the case, there is no way but starting a manual business process discovery
using traditional requirements elicitation techniques, as in [65].

To correlate compliance rules with business processes, we assumed the availability of
a common set of tags that can be used to annotate both compliance rules and business
processes. This is also is related to the level of maturity of the organization. That is,
the agreement on a set of terms that have a common meaning. If this is not the case,
users can benefit from the querying nature of BPMN-Q to identify process models that
are subject to compliance checking. However, the success of this approach assumes a
common glossary to label activities in both queries and processes.

We assume that the organization has a glossary of vocabularies, activity labels, that is
agreed upon. For instance, an activity with the label “Open account” is understood by all
people in the domain and is agreed upon its business value. If this is not the case, there
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is a range of semi automated approaches that can fill this gap. For instance, in [10], we
show how information retrieval (IR) techniques can be used to overcome this problem.
Other approaches that use semantic annotations [69, 54] can be applied to annotate both
activities in process models and in compliance queries. There are recent publications that
look up labels of activities in a repository of business process models in order to find
semantic similarity [129]. We believe that the result of such research will be beneficial to
organizations and helps accelerate building their own glossary of activity labels.

Depending on the compliance rule and the domain knowledge, we might be able to
suggest a remedy to the process model that restores compliance. With our semi automated
approach we can find, in some cases, a resolution to the violation automatically. If this is
not possible, we give the compliance officer directions about what is missing to resolve
violations. We believe that this helps the compliance officer assess the amount of change
needed within the organization’s view on the business in order to achieve compliance.
We admit that having the domain knowledge available in the form we suggest could only
be available in very highly mature organizations. However, we believe that providing a
guide about what knowledge to collect allows organizations to incrementally build their
domain knowledge. We also see that this is a necessary step that helps organization gain
more insight about its business operations and in the same time provides better capability
to respond to future compliance requirements.

Compliance for Declarative Business Processes

Declarative business process modeling is a way to allow flexibility in processes. Processes
are modeled by specifying a set of execution ordering constraints on a set of activities [107,
105]. Compliance rules discussed in this thesis can be integrated to provide a compliant
execution of process instances. In that case, having an execution engine that is faithful to
the execution constraints, including compliance rules, there is no chance for violation.
Thus, there is no need to check for violation and will be no need also to resolve them.
However, there is still the need to identify inconsistencies between rule sets.

The compliance patterns we identified overlap with those identified by Pesic in [105].
Yet, data flow and conditional rules are unique to our approach. When integrated with
declarative approaches, more expressiveness is gained to provide finer grain restrictions
on process execution.

Future Work

There are open issues that are subject to future work.

Business Process Synthesis

As compliance requirements and business objectives are developed separately, there is
a chance of conflicts. Our approach to check conflict freedom of a set of compliance
rules relied on finding computations, Büchi automaton, that satisfies the conjunction of
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the rules. The idea was to decide conflict freedom if the resulting automaton has an
accepting run. However, the decision was bound by the availability of sufficient domain
knowledge. We see an opportunity to help gain better understanding of the domain and
better communication between compliance experts on the one hand and business experts
on the other hand by means of process synthesis. From a Büchi automaton, we can
derive a process template that can serve as an artifact for the communication. Both the
compliance expert and the process expert can decide whether the resulting template is of
value. The more precise the resulting template the better communication can be reached
among experts. The technical approach to generate process template out of compliance
specification is seen as a future work.

Supporting Compliance at Other Process Life Cycle Phases

Under the assumption that organizations strictly follow their documented process models
either in the form of automated processes or by work procedures followed by employees,
we can assume a compliant execution of processes, when violations are discovered
and corrected at process definition. However, due to the dynamic nature of execution
environments, it is likely to have exceptions where violation can occur.

To guarantee compliance at automated process execution, we can foresee two direc-
tions to monitor the status of compliance. The first approach is via instant monitoring of
running processes. We believe that work in [115] constitutes the first step to realize an
instant monitoring scheme. Another approach benefits from the well developed process
mining [140, 138] techniques to assess the compliance of completed instances. The
integration with process mining can widen the scope of applicability to organizations that
do not have explicit process execution engines. The major difference between the two
approaches above is that with instant monitoring we are still able to prevent violations
or at least have an informed violation in extreme cases. On the other hand, with process
mining, we can only report about violations after they have occurred.

Using execution logs, it is also possible not only to identify violations on process
definition level, the case of process mining, but also to quantify the number of violations,
in terms of specific instances that have violations. In that case, querying rather than mining
the logs is needed. This can be approached by the notion of anti patterns introduced in
this thesis. An anti pattern can be mapped to some sort of a query that is checked against
the execution log. The number of matches identify the amount of violating instances. We
believe that this can be then integrated into business process intelligence tools to provide
top management with a realistic view of their compliance status.

Compliance Verification Enhancement

On a technical level, regarding the thesis in hand, there is a need to enhance the verification
approach discussed in this thesis. Model checking was the main technique to decide
about compliance, although we discussed simple structural checks about non compliance.
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However, model checking is known to suffer from state space explosions. Within process
models, the cause of state space explosion is having parallel threads. In literature, partial
order reduction techniques were developed to overcome this problem when verifying
properties concerned with deadlock-freedom of processes. The techniques were simply
concerned with picking only one sequence of states from the start of the parallel thread to
its end rather than needlessly investigating all possible sequences. While this is acceptable
for deadlock-freedom checking, it is not suitable for properties related to compliance
rules. For instance, if we check a rule on the form A Leads to B and it happens that A
and B are on different branches in a parallel thread, using partial order reduction can
sometimes mistakenly report compliance if the sequence in which B executes after A is
picked.

To overcome this problem, we believe that a hybrid approach for checking is needed.
That is, structural checking should be investigated first. The approach of using structural
decomposition techniques is a promising starting point. Actually, the violation catalog
discussed in Chapter 7 constitutes the starting point. Depending on the compliance rule,
e.g., control flow rules, and the degree of structuredness of business process models,
compliance can efficiently be decided. In case it is not possible to structurally decide,
only the unstructured part of the process models needs to be investigated via state space
exploration. However, there are still open points regarding conditional rules and how
to correctly map unstructured parts of the process to behavioral models. This is left for
future work.
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