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Standards are required in order to exchange data be
tween applications of different retailers. A startiaa-
tion of health care applications with provided setyu
due to the DICOM-standard’s current status of DICOM
- PKI proposal(2). The specification of securityfiles
within DICOM is a first step performed to securedine
cal applications. We examined, if either a diregtor
service or a “web of trust” is appropriate to imphent

a PKI. The infrastructure given by the DICOM stardia
decides which approach will be used. Regarding
DICOM, applications are not able to decide if thayst
other applications or not. Data can be protectedimig
transfer according to requirement of healthcare by
using an adapted PKI for healthcare. To extend & pi
ture archiving and communication system (PACS) for
integration in a PKI, the internal scheme of a di@ay
service must be adapted to the definition of thiat &s
well as the PACS has to be modularized into compo-
nents.

INTRODUCTION

Securing the infrastructure of telemedical netwoiks
important in order to protect privacy of patients.
Security is traditionally divided into the concept
confidentiality, integrity and availability (1) anéh-
cludes the classical computer science data prdegss
onomy of transport, storage and processing. Eniorypt
helps to provide confidentiality.

You can integrate encryption in an algorithm whistes
wavelets to compress data. Wavelets are more useful
image compression than other methods. This isuseca
the definition about which data should be left @t
more flexible. This adaptation of wavelets to sfeci
features of images leads to acceptable resultsu3bef
computers in image transfer will increase furthed &
will therefore become necessary to transfer imaata d
quickly. In addition, a protection of the image mga
unauthorized access will become necessary.

Image

Furthermore, the case of a pre-existent databasehwh
contains objects describing the owner of a multimed
element and image’s features will be examined. A
trusted party adds this information to an entryits
database and performs a hash over the data of the m
timedia element. Additional operations will be per-
formed to extract the main features of the multimed
element.

These definitions are independent from the kindhof
plementation or use of programming languages. Ve us
an implementation which integrates a secure tramsfe
data in an existing system by using the transgmyrérl
security (TLS) and Java.

In the age of digital medicine, a growing needdecure
transfer and storage of patient data is obviousnéali-
cal science, the design of a PACS (picture archiand
communication system) is essential for storing tdlgi
images. We describe an alternative method of iategr
ing encryption as a DICOM(digital imaging and com-
munication in medicine)-conform mechanism in a
PACS and via a DICOM-conform directory service in a
HIS (hospital information system)/RIS (radiological
information system). It is useful to integrate #heys-
tems in order to be able to merge existing patikta
with DICOM images (3). In order to sign, mark, erptr
data you can use certificates. A certificate biratad
important for identification to the public key. Text
section will describe one method to manage ceatifis.

WEB OF TRUST

As a signature and cryptography solution, you caveh

it very early in a program. PGP certification Idoas
are not concurring with the signature law and thaye
some security problems in the newer ADK (additional
decryption key) functionalities. The newer and dlhder
versions of GnuPG are freeware and without ADK and
‘Klima Rosa problems’. PGP is the abbreviation of

compression increases the amount of time needed for “Pretty Good Privacy”. The standard RFC 2440 define

transferring an image. Regarding the area of tefitme
cine, there is a demand for the protection of insagbe
reason for this demand is the need to preventdfze r
tionship between patient data and an image fromgoei
determined. Therefore, the approach intends torithesc
a combination of image compression by using wasele
and to integrate encryption into the wavelet-trarrsf
and -compression procedure. Another method to geovi
confidentiality is to integrate digital data in ethdigital
data.

all important conventions of the elements of PGRcivh

are to describe. PGP and GnuPG (a related form of
PGP) make it possible that messages can be exahange
without lost of privacy, authentification and comtfolro

be able to send messages, they will be coded Wwéh t
corresponding public key of the addressee. Then the
adressee can decipher the secret key.

The advantages of PGP are secure communication be-
tween persons who did not have to have meet yet. A
bug-proof channel for the exchange of keys is not
needed because of the asymmetric coding procedure.



Moreover PGP is fast, enables digital subscrib&ero
a very well key-administration, compromises datd an
slits it if necessary to send the e-mail fasterPR@n be

used nearly on every operating system. PGP combines

two coding procedures: a symmetric procedure aad th
public-key-procedure. By coding the message with th
private-key of the sender, the recipient (who pssse
the public-key) can say with security that the ragss
comes from the sender (provided that no one else po
sesses the private-key of the sender). So theieati
can determine the hash-code of the message, ddwede
message (with the public-key) and compare both-hash
codes. In addition to the name and the e-mail exidr
each PGP-key has a code which is derived from gener
ated key data of the program. This code uses PR in
nally (that means without the knowledge of the user
distinguish between the keys. PGP (version 5.X76¢x/
OpenPGP, GnuPG) uses the last 62 Bit of the public-
key, from which only the last 32 Bit are shown,.e.g
0x6ce93239. That is because an attacker couldlagdcu
the next keys which will be generated by PGP olldke
keys which were generated by PGP. The keys aredstor
in so called “key certificates” which have in adulit to

the key a short text with name and e-mail/netsefu

ID, unicode characters are usable since versiaf B)e
possessors and a notice of the date when the key wa
created. So more entertaining keys with a longdid va
key (master key) can be subscribed. Distinguishing
algorithms can be used in different keys for suption

and coding. There is an innovation since the varsio
6.5.1i of PGP. Such as noticed before, the suligmmip

of a key expresses the trust in the validity ofkkbg and

the possessor. Well-known (only partly banned) secu
rity-problems of PGP are the “ADK-Gau” (documented
on 23/24.08.2000). ADK/CMRK-K means Additional
Decryption Key and is an additional key on whicHl wi
be coded (inevitably) in addition to the recipient.

In the following more application fields will be me
tioned. PGPdisk is a PGP application with which

do not trust

certificate

do not trust
do not trust

certificate

Figure 1. Example of a PGP-trust-security

In contrary to X.509 PGP uses nested signatureeproc
dures by using a certificate chain.

HIERACHICAL PUBLIC KEY
INFRASTRUCTURES (PKI)

Nowadays, the increasing development of internet ap
plications for the transfer of private medical dftteces

a need of high secure mechanisms that protectdte d
to be transferred over the internet as well asasifuc-
tures especially developed to provide authentinadiod
authorization mechanisms. A PKI is used to asdign t
public key of a user with owner information, likeet
web of trust. The public key together with the owne
information represents a certificate. Certificatase
managed in a certificate database, which proviées s

CAST-128 coded container-data can be used which are vices like certificate verification, request, etmunt

remained as an additional drive. PGPfone enables th
coded phoning via internet (not in PGP 7.0.3). P&

a more or less efficient firewall-implementationthwi
PGP. In the ,Web of Trust‘, on which PGP (Pretty
Good Privacy) is based, each user is responsible fo
himself which certificates he trusts or not. Heefixt by
confirming trustful certificates by his digital ssdyip-
tion. Other users can look in each certificate vghb-
scribed this certificate before. If a user decittest he
trusts every certificate which are subscribed fram
certain person, a position of trust occurred. Ashasser
can decide this position of trust for himself, abwike
structure will be created which is called Web ofiStr

In the following PGP will be compared with the X%0
standard. X.509 uses an directory orientated praeed
to administer the certificates while PGP uses ailfle
(easier reproduction of a structure of a compantgri
net-orientated (network like) but a difficult toaupro-
cedure & figure 1).

and management. The private key is kept by the pwne
on a chip card preferably.

A trustcenter uses a registration position in whath
personal data which are important for the contdra o
certificate will be took up. (The diagram on thexne
page shows the scenario which will be described. now
The person who considers to the data, that is ppé-a
cant, will be identified and proofed in the RA. Tltan
be done with the help of his identity card or idifier-
ent proper way such as for making certificatesefior
ployees of a concern, only a confirmation of tles-p
sonnel office is needed that all for a certificateded
data are there. The applicant receives the geterab
of trade and an explanation about a responsibkg-tre
ment with his certificate. For the attention thelagant
subscribes the document.

The trustcenter has now the task to create a skeyet
which no one knows, the applicant not either. Raddly
the creation of the secret key occurs together waith



appropriate public key on the card. So the cardhas
“standard service” has to offer this key creationthe
usage in a trustcenter.

In the following course the public key remains fre t
trustcenter. Out of the public key a digital céctite
will be created together with the personal datahef
applicant. That certificate will be made accessiiole
the applicant so that he can save the certificatdis
card on which the secret key is and which was send
him by the trustcenter. Now the applicant can decid
who should get his certificate in addition to thestcen-
ter.

The applicant can use the certificate now to sigiWar
to code data. The checking, whether the certifiate
valid, will be took over from the directory servioéthe
trustcenter which issued the certificate. In theaicdcase
there is a worldwide directory service which hasthe
Certificate Authority as directory. A certificateiaran-
tees certain access rights in this directory. lalitye
there are more directory trees which are linked
“cross-certificates”. In the case of “cross-cectfies”
the (policy-) certificate instances of the trustess
exchanges certificates so that the access todhretto-
ries are guaranteed for another policy-certifigatio
instance and so that the other directories cardtechto
themselves. An example is the merger of two compa-
nies.

by

It is conceivable that one person made applicatains
different trustcenters. The secret keys and ceatiis
could be saved on one card. As “cross-certificates”
not the rule, multi-function cards offer an altdive.

To be able to proof the validity of the certificaitend so
that the directory service of the certificate imst
which issued the certificate will not be overloadsdb-
certificate-instances will be created by certifioat
These sub-certificate-instances contain all necgssa
information about that user group which have to iadm
ister them.

To be able to proof the validity of the certificateso
called Certificate Revocation Lists or shortly CREre
introduced. The idea to administer directory sexgiout

of browsers was favoured by the LDAP (Lightweight
Directory Access Protocol). LDAP is based of DAP
(Directory Access Protocol) which is a simplificati
for the standard X.500 [X500]. The following diagra
shows an example how LDAP can be used. By adding
TLS (Transport Layer Security) which is based oa th
standard X.500 [X500], the connection between tlien
and server is guaranteed. To be able to fix theigro
affiliation of a person by login and password, thés-
son has to apply a certificate at a certificatéainse. An
example for a certificate instance is Verisign.sTber-
tificate instance put a free certificate for 60 slagt
disposal with the help of which e-mails can be sn
(digital subscription) and coded. The condition foe
coding is the S/IMIME (Secure MIME)-mechanism.

In the same way the certification-administratiokets

the role of a certificate instance. The certificatef
persons, directory service and certification adstrak
tion contain all the distinguished name (dn) ofitthe
possessors. This dn helps to put the enrolled senve
person into the hierarchy of the directory sendod is
composed of knot identifier in the directory tr&g.the
dn the role of the possessors of the certificatié lve
defined.

The directory service is not only used for the admi
stration of the certificates but additionally fdret ad-
ministration of user rights. So in the case ofrégistra-

tion with the help of a multifunctional card, itgsoofed

first if the certificate which is on the card islidaand
after that if the resources are free on which thesps-

sor of the card has access. The construction wisich
shown in the diagram is based on the components of
Netscape Suite Spot. For configuration in this esyst
the administrative component such as a component
serve for the scaling and adaptation of the sydteim
certain purpose. The directory service administees-

net clients which make applications for resourdés a
cation with the help of multifunctional cards.

USE OF A PKI IN HEALTHCARE

In health care environments, PKI uses authenticatio
encipherment, and digital signatures to facilitedefi-
dential access to, and movement of, individual theal
records to meet both clinical and administrativedse
Interoperability of PKI technology and supportinglip
cies, procedures, and practices is of fundamemipbi-
tance if information is to be exchanged betweeraioirg
sations and between jurisdictions in support oflthea
care applications.

The technical specification for a health care Pgplees

to the health care industry both within and between
national boundaries. It is intended to cover pubéalth
authorities, private health care providers acrbssean-
tire range of settings including hospitals, communi
health and general practices. A PKI should alsdyaiop
health insurance organisations, health care edunti
institutions and health related activities (suchhase
care). The aim is to develop a framework wheretheal
professionals, health care organisations and insan
securely exchange health information. The new pfrt
DICOM’s security enhancement is also intended to
provide consumers with the ability to securely asce
their own health care information.

Major security threats that need to be addressbdaith
care information and communication systems are -unau
thorised access gained through stealing the prikeye
of a legitimate relying party and then masquerading
that relying party. Public key cryptography use® t
different keys, one public and the other privatempe-
tent private key management is therefore criticathte
successful functioning of any PKI within the health
industry. If the private key is compromised, thél s

no longer effective in protecting information commiu
cated and stored using that particular public/peveey
pair. PKI describes the relation between a key drold



and a relying party, including a Certification Aatity
(CA), which allows a relying party to use a cectifie
relating to the key holder for at least one appilica
using a public key dependent security service. A PK
consists of a:

« Certificate Policy

Certificates based on a certificate policy, whide a
specifically designed to meet the needs of headtte ¢
Information, support services such as authorisation
access control and information integrity.

« Certification Practice Statement (CPS)

This is a statement of the practices that a ceatifin
authority employs in issuing certificates to impkmh
the Certificate Policy.

* Certification Authority (CA)

A Certification Authority (CA) is a trusted entitihat
verifies the identity of a relying party, allocatasDis-
tinguished Name to that relying party, and verifiee
correctness of information concerning that relyjpagty

by signing the data and in doing so verifying tieding
between names or identities and public keys, which
constitutes the digital signature for that relypagty.

* Registration Authority (RA)

An RA is an entity that establishes the identitésely-
ing parties and registers their certification regoents
with a CA. [ISOTC215/WG4 Glossary of Security
Terms]. An RA may also verify a relying party’sep
rank or employment status for information that niey
stored on an attribute certificate.

 Attribute Authority

An Attribute Authority is an entity that establishéhe
attributes of relying parties and certifies thettahaites
by issuing attribute certificates. Certificate Eilsution
(and Revocation) Systems Establishing Identity Ysin
Qualified Certificates Establishing Specialty andld?
using Identity Certificates Patients/consumers msg
different physicians for different health issueé&\s a
result, a decision to grant a health professione¢ss to
particular parts of a patient/consumer’s healtlorgds
usually based on that health professional’s spgcial

PREPARE THE PKI FOR APPLICATIONSUSED
INHEALTHCARE

As an example for emergency department access
records in conjunction with a PKI serves the acadss
patients health plan site over the Internet by gishre
information on the health plan card in presentifigital
certificate identification of current role as anypitian.
In Tele-Imaging the physician accesses during vigwi
the images on her workstation also the health iceste

1 Europacs 2002 , Oulu Finnland, Niinimaki J., Ilkk

., Oulu University Press, p.66-69, 2002.

to

tution’s clinical information system over the Intet to
review other medical information on the patient.

Attribute Certificates are used for Authorisationda
Access Control. Detailed authorisation informatisn
appropriately supplied by using an attribute ciedie
that is bound to the health professional’'s pubbg.kA
health professional may have many attribute ceatiéis
that reflect multiple roles.

In order to provide a modular PACS system with the
features of a PKI, we have to modularise the PACS.
Each module contained a certificate and is sighiedo
modules want to communicate the modules exchange
and verify its certificates and signatures at tystesm
which provide these modules. Afterwards, the maglule
establish an encrypted communication line. Ifriben-
ber of modules increase the “web of trust” is not-s
able, because the certificate chains become te.larg

CONCLUSION

Regarding DICOM, applications are not able to dedid

it trust other applications or not. Therefore, thectory
service is a better choice than a “web of truet'inh-
plement this PKIl. To extend a picture archiving and
communication system (PACS) for integration in &,PK
the internal scheme of a directory service must be
adapted to the definition of that PKI as well as BACS
has to be modularised into components. Each compo-
nent is considered as a certificate owner whidble to
communicate with other components of the PACS by
using encryption and digital signatures. Digitadnsi-
tures are used for logging purposes. The X.509if6pec
cation which defines the structure of certificates to

be extended by attribute certificates in ordernple-
ment a certificate which meets requirements of DMCO
when using current standards. The confidence dificer
cates will be granted only by the user, signing che
tificates.
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