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■ EUDI aims to enable strong user authentication & attribute attestation

Strong security (unforgeability) through public-key cryptography

e.g., signed credentials, key-based authentication

■ eIDAS regulation specifies several privacy requirements:

□ Selective disclosure

□ Unlinkability: RP  RP and RP  IdP (Untraceability)

□ Unobservability

□ Pseudonymous authentication

■ This talk: 

How to use modern cryptography to provide strongly secure & privacy-preserving EUDI

Motivation | EUDI & Secure User Authentication 
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Motivation | Privacy Requirements in eIDAS
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Classic Signatures & Limitations
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Properties Plain Signatures „Patched“ Signatures AnonCreds

Selective Disclosure Salted hashes

Unlinkability (RP RP) Batch issuance

Untraceability (RP IdP) Impossible

SHOW

ISSUE

nonce & 
ctxt

PoP = proof of possession of 𝑢𝑠𝑘

𝑢𝑠𝑘 𝑐𝑟𝑒𝑑

Linkable & traceable via IdP signature & 𝑢𝑝𝑘

User Attributes

User Key   𝒖𝒑𝒌



ZKProof of knowledge of

and of 𝑢𝑠𝑘 for certified 𝑢𝑝𝑘

Anonymous Credentials | Privacy through ZKPs
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Here: user proves she owns 𝑐𝑟𝑒𝑑 from IdP on the revealed attributes & knows 𝑢𝑠𝑘

but reveals nothing about IdP‘s signature, her 𝑢𝑠𝑘 or 𝑢𝑝𝑘 (!)

Zero-Knowledge Proof (ZKP) (idea &first schemes invented in 1985!)

Proof of a statement that reveals nothing beyond validity

User generates fresh ZKP from the same 𝑐𝑟𝑒𝑑 and 𝑢𝑠𝑘 for every presentation

→ All presentations are unlinkable & untraceable due to ZK property

SHOW

ISSUE

User Attributes

User Key   𝒖𝒑𝒌

𝑢𝑠𝑘 𝑐𝑟𝑒𝑑



Anonymous Credentials | Signatures with ZKPs  
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ZKProof of knowledge of

and of 𝑢𝑠𝑘 for certified 𝑢𝑝𝑘

Option 1 | Dedicated signature scheme with„build-in“ ZKP-capabilities

E.g., CL/BBS/PS-signatures

Needs signature scheme (for IdP) that allows for efficient ZKP of a signature

Option 2 |  Use any signature scheme (e.g., ECDSA) & generic (circuit-based) ZKP 

Generic, but less efficient & more complex → abhi‘s talk

SHOW

ISSUE

User Attributes

User Key   𝒖𝒑𝒌

𝑢𝑠𝑘 𝑐𝑟𝑒𝑑

→ this talk



■ Core scheme proposed by Boneh, Boyen, and Shacham [BBS04]

Extended & improved through series of works [CL04, ASM06, CDL16,TZ23]

■ Mature (20 years!) and provably secure scheme (DL-related → unforgeability not quantum-safe

Requires pairing-friendly curve, e.g., BLS12-381

■ Very simple, compact & with efficient ZKPs of signatures

Signatures: 80bytes, ZKPs: 272 bytes

Issuance: ~6ms, ZKProof: ~9ms, ZKVerify: ~20ms

■ Real-world adoption: e.g., ISO, IETF Draft, W3C VC, 

Implemented in TPM2.0 DAA (2014),  SGX EPID (2008)

BBS Signatures | Overview
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■ But: Secure Elements don‘t support BBS (yet) → required for LoA High 

privacy can hold perfectly )



■ Secure Element only needs to create proof of 𝑢𝑠𝑘 !

For BBS: single exponentiation, no pairings 

■ E.g., generic interfaces in the spirit of TPM2.0 DAA-APIs

□ Support for BBS, other AnonCred signatures & extensions

The original TPM APIs have security shortcomings

See [CCD+17] for a revised version (only simple modification)

■ Generic arithmetic operations might be supported by deployed 
Secure Elements already

BBS Signatures | Device Binding for LoA High
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Create()
draw 𝑠𝑘  ℤ𝑞, store 𝑠𝑘

output 𝑝𝑘 ← 𝑔𝑠𝑘

Commit(𝑃𝑟)
choose 𝑟  ℤ𝑞, store (𝑐𝑡𝑟, 𝑟)

𝑡 ← 𝑃𝑟

output (𝑐𝑡𝑟, 𝑡)

Hash(𝑡, 𝑚)
output 𝑐 ← 𝐻(𝑡,𝑚)

Sign(𝑐, 𝑐𝑡𝑟)
get (𝑐𝑡𝑟, 𝑟)
output 𝑠 ← 𝑟 + 𝑐 ⋅ 𝑠𝑘

𝑢𝑠𝑘 𝑐𝑟𝑒𝑑

ZKProof of knowledge of

and of 𝑢𝑠𝑘 for certified 𝑢𝑝𝑘

High-level idea only

→ Only curve needs update (via Secure Applet ?)



Many extensions exist, e.g.:

■ Privacy-preserving revocation

■ Pseudonyms

■ Designated verifier proofs

■ Conditional disclosure

■ Multi-credential proofs

■ Threshold signing

■ Blind signing

Comparison & Further Features
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Properties
Salted Hashes + 
Batch Issuance

BBS + ZKPs

Selective Disclosure

Unlinkability

Untraceability

Device Binding

Pseudonyms

Deniability

Helpful in Cloud HSM setting!

impossible

security 
trade-off

?

* BBS/ECDSA-bridge can be done now, if device-binding/LoA High only needed when user identifiable 

not yet* /           in 2 years (?)



Further Features | Pseudonyms and Deniability
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BBS signatures support pseudonymous authentication 

■ Unlinkable pseudonyms derived from single 𝑢𝑠𝑘                       
& re-authentication requires 𝑢𝑠𝑘

■ Pseudonyms can additionally be RP-specific: 

Unique 𝑛𝑦𝑚 per RP, but unlinkable across RPs

→ Cloning detection & prevention of sybil attacks 

ZKP of

and 𝑢𝑠𝑘

■ Validity of user attributes w.r.t. IdPs’ key can only be verified with session-specific 𝑐𝑡𝑥 

Sticky context can disincentive malicious RPs from data sharing, makes leak traceable

■ Designated verifier proof → can be generated by either user or RP → deniable yet signed

𝑢𝑠𝑘
𝑐𝑟𝑒𝑑

𝑛𝑦𝑚𝑅𝑃1

𝑛𝑦𝑚𝑅𝑃2

𝑛𝑦𝑚𝑅𝑃𝑛

bound to 𝑐𝑡𝑥=„Only for RP-XY, must be deleted by 19.9.24, any further 
processing fined by 1Mio €“

(also covered by APIs from previous slide)

OR 𝑟𝑠𝑘 of RP

ZKP-based presentation can be 
RP-bound & deniable:

𝑟𝑠𝑘



■ Want to know more? 

■ Open questions:

□ What are exact functional & security 
requirements for full EUDI system? 

□ Timeline for BBS-support on hardware?

How to get certification for pairing-friendly 
curves, e.g., BLS12-381?

□ Quantum-safe or hybrid constructions? 

Summary
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https://github.com/eu-digital-identity-wallet/eudi-doc-architecture-and-reference-framework/issues/200

■ Anonymous Credentials & ZKPs yield EUDI with privacy by design

Fully satisfies all privacy requirements in eIDAS regulation

Provide better security than current solutions → user has single credential & key

Most efficient & mature instantiation: BBS

https://github.com/eu-digital-identity-wallet/eudi-doc-architecture-and-reference-framework/issues/200
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References & Resources
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Create()
draw 𝑠𝑘  ℤ𝑞, store 𝑠𝑘

output 𝑝𝑘 ← 𝑔𝑠𝑘

Commit(𝑃𝑟)
choose 𝑟ℤ𝑞, store (𝑐𝑡𝑟, 𝑟)

𝑡 ← 𝑃𝑟

output (𝑐𝑡𝑟, 𝑡)

Hash(𝑡, 𝑚)
output 𝑐 ← 𝐻(𝑡,𝑚)

Sign(𝑐, 𝑐𝑡𝑟)
get (𝑐𝑡𝑟, 𝑟)
output 𝑠 ← 𝑟 + 𝑐 ⋅ 𝑠𝑘

Further Features | Pseudonyms & User Binding
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■ BBS Signatures support pseudonymous authentication

□ Pseudonym ~ privacy-preserving version of public key

□ Pseudonym is derived from certified 𝑢𝑠𝑘 & re-authentication 
requires 𝑢𝑠𝑘 – but user can derive many unlinkable 𝑛𝑦𝑚

□ Pseudonyms can additionally be RP-specific: 

Unique 𝑛𝑦𝑚 per RP, but unlinkable pseudonyms across RPs

E.g., ensuring that users can only have single account per RP

→ Cloning detection & prevention of sybil attacks 

𝑢𝑠𝑘 𝑐𝑟𝑒𝑑

𝑛𝑦𝑚 = 𝑃𝑅𝐹(𝑢𝑠𝑘, 𝑟𝑖𝑑) and ZKP of

and 𝑢𝑠𝑘 for certified 𝑢𝑝𝑘

High-level idea only



RP-bound Presentation:

■ User never sends the original IdP signature, only a ZKP of it

■ User can bind every ZKP to a session-specific 𝑐𝑡𝑥

Validity of user attributes w.r.t. IdPs’ key cannot be verified w/o 𝑐𝑡𝑥 

■ Sticky context can disincentive malicious RPs from data sharing, data leak is traceable

Deniable Presentation:

■ ZKP-based presentation can be done as designated verifier proof [JSI96, DG23]

■ ZKP proves that sender is either the user or the designated RP 

→ will convince the targeted RP, but no one else → deniable yet signed data 

Further Features | Deniability
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ZKProof of knowledge of

and of 𝑢𝑠𝑘 for certified 𝑢𝑝𝑘

bound to 𝑐𝑡𝑥=„Only for RP-XY, must be deleted by 19.9.24, any further 
processing fined by 1Mio €“

𝑢𝑠𝑘 𝑐𝑟𝑒𝑑



Revised TPM2.0 Interfaces
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TPM.Create()
draw sk  Zq, store sk
output pk  gsk

TPM.Hash(t,m)
output c  H(t,m)

TPM.Commit(bsn)
random nT,  hT  H(nT)
choose r  Zq , store (ctr, r, nT)
P  H(bsn), t  Pr

output (ctr, t, hT)

TPM.Sign(c, ctr, nH)
get (ctr, r, nT)
c‘  H(nH  nT , c)
output nT, s  r + c‘ sk

TPM
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