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Abstract
Digital identity systems are currently build around the globe, aim-
ing to enable secure, usable, but also privacy-preserving user au-
thentication. Concretely, the EUDI Wallet developed in Europe re-
quires to ensure selective attribute disclosure and unlinkable au-
thentication. This essentially mandates the use of anonymous cre-
dentials, that have been developed for this exact purpose over the
last 20 years. However, they are not integrated in the current solu-
tions as they lack an essential feature: device binding. That is, bind-
ing credentials stored on the users’ phones to a secure hardware
element therein, in order to prevent credential cloning or sharing.
Device binding is typically done through encoding a device pub-
lic key into the user’s credential and requiring a fresh signature
under the corresponding and hardware-protected secret key – the
proof-of-possession (PoP)—when presenting the credential.While
academic solutions exist that realize efficient device binding for
anonymous credentials, they are not compatible with the secure
hardware currently available in consumer phones. The main chal-
lenge lies in the underlying curves: all efficient anonymous creden-
tials, (and their native device binding protocols) require the use of
pairing-friendly curves, whereas existing phones are essentially re-
stricted to ECDSA signatures and classic P256 curves.

In this work, we show how to bridge these two systems, en-
abling device-binding for pairing-based credentials on legacy pho-
nes, i.e., relying solely on standard ECDSA signatures for the PoP.
We present three different constructions with different trade-offs
in efficiency and in protocol complexity. Our most efficient solu-
tion generates unlinkable bridging proofs of size ~1.5KB in less
than ~500ms by relying on a (very simple) arithmetic circuit, where-
as the most conservative approach (without circuits) takes as well
~500ms and comes with proof size of ~175KB. All our solutions
share a common blueprint, and we express them in the reductions
of knowledge framework (Crypto 2023) to reflect this is in our pro-
tocols’ design.This framework allows to modularly construct com-
plex zero-knowledge proofs in an elegant and intuitive manner,
greatly facilitating the security analysis and the implementation.
This framework has previously been mainly used in a theoretical
context, and our work demonstrates that it is a powerful tool to
design, analyze and implement complex real-world systems.

1 Introduction
Anonymous credentials enable privacy-preserving user authenti-
cation. Therein, users hold digital credentials, which are attested
attributes from a trusted issuer, and can present them in a decen-
tralized manner towards Relying Parties (RP). The presentation
only reveals the information minimally necessary, e.g., proving
that one is over 16 based on a credential containing full personal
data. Anonymous credentials are well-established in the academic

community, and are seeing increasing real-world attention. BBS-
based credentials are currently considered the most mature candi-
date and are undergoing standardisation in IETF [40], ISO [2] and
ETSI [20]. They are also being considered for the EUDI, Europe’s
upcoming digital identity system [22].

Non-transferability via device-binding. A key challenge for user-
centric credentials is non-transferability, which is amplified when
users can authenticate anonymously: because credentials are digi-
tal data, they can be copied or shared without restriction. A com-
monmitigation is to bind credentials to a cryptographic key stored
in a secure hardware element on the user’s device. In traditional
credential systems, this is achieved by embedding the device’s pub-
lic key among the attested attributes. At presentation time, the user
must produce a fresh signature – a Proof of Possession (PoP) – un-
der the corresponding private key, which never leaves the secure
hardware.

The upcoming European Digital Identity (EUDI) framework re-
quires such device binding to Secure Elements (SEs) to achieve
the desired security guarantees [22]. At the same time, the eIDAS
regulation mandates that the EUDI Wallet be privacy-preserving,
requiring selective attribute disclosure and unlinkable authentica-
tion [1], capabilities that essentially call for anonymous creden-
tials.

While device-binding mechanisms for anonymous credentials
exist [13, 14, 26] and have been integrated into secure hardware as
part of the TPM2.0 standard [48], the Secure Elements currently
deployed in consumer smartphones do not expose the necessary
cryptographic APIs to support them. In practice, these SEs can
only produce standard ECDSA signatures and lack support for the
pairing-friendly curves required by all native anonymous creden-
tial schemes.This incompatibility between anonymous credentials
and the non-transferability requirement on legacy hardware was a
key reason why anonymous credentials are not used in the initial
EUDI Wallet deployment, which instead relies on batch-issuance
of single-use credentials as a workaround [44].

Anonymous Credentials for Legacy Systems. To address the chal-
lenge of compatibility with legacy hardware, circuit-based solu-
tions have gained significant attention in the digital identity com-
munity. Most prominently, zkCred [45], Longfellow [27], Vega [36]
or OpenAC [19] provide constructions where an anonymous cre-
dential scheme can be build entirely on top of legacy ECDSA cre-
dentials. The main advantage of that approach is to be fully legacy
compliant with already existing digital identity systems. However,
it also comes with inherent disadvantages in terms of complexity
and efficiency: the circuits and proof systems need to be highly
optimized such that they can perform in (somewhat) practical pa-
rameters: e.g. Longfellow takes 500ms to run on a user phone, and



takes 300 KB proof size, While this may suffice for occasional, on-
line credential presentations, it falls short for high-frequency au-
thentication or proximity-based use cases – such as authentication
over BLE or NFC, where bandwidth is strictly limited and interac-
tion times must remain below perceptible latency thresholds.

Limits of Monolithic Circuits. Beyond performance, these solu-
tions pose major challenges regarding standardisation and certi-
fication. In the context of the European Digital Identity (EUDI)
framework, interoperability acrossmember states andwallet provi-
ders is a hard requirement. This means that every component of
the cryptographic stack – from the signature scheme and the proof
system to the proven circuit – must be specified in sufficient detail
to ensure that independently developed wallets and verifiers can
interact seamlessly. Yet standardisation efforts for circuit-based
proof systems within the zkProofs community have been ongo-
ing for over eight years without convergence – suggesting that
a deployment path through this route remains distant and uncer-
tain [52].

A further structural limitation of monolithic circuit designs is
their rigidity. Extending a large, tightly integrated circuit to sup-
port additional features – such as pseudonyms, cross-credential
proofs, or deniability – requires redesigning and re-optimising the
entire construction. Each such extension would itself need to un-
dergo standardisation and certification anew. Moreover, the com-
plexity of these circuits is a challenge for security, and subtle errors
in the circuit design have repeatedly led to critical vulnerabilities in
deployed systems (see for example the list of reported bugs in [4]).

BBS with ECDSA Device Binding. An alternative approach, ex-
plored by Ubique [7] in a EUDI innovation competition, takes a
different route. Rather than forcing the entire credential scheme
through a circuit over ECDSA, their proposal leverages a natively
ZK-friendly signature scheme – specifically BBS [11] — for the at-
tribute credential, while confining ECDSA solely to device bind-
ing. This design acknowledges that legacy constraints are rooted
in user devices, where secure elements are already deployed and
cannot be updated, while issuers – operating server-side infras-
tructure – can more easily adopt modern signature schemes. By
separating these concerns, the construction benefits from the full
expressive power and efficiency of BBS for the credential layer,
yielding a design that is both simpler and naturally extensible.

Since BBS and ECDSA operate over different and incompatible
elliptic curves – BLS12-381 and P-256 – and the PoP involves prov-
ing statements about P-256 elements, the central technical chal-
lenges lie in bridging between the two efficiently proving P-256
operations while keeping the device public key hidden. Ubique ad-
dresses the former via the techniques of [42] and the latter via the
techniques zkAttest/CDLS scheme [17, 23], which solely rely on
Schnorr-type prooofs. This is considerably simpler and more con-
servative than full-fledged SNARKs over ECDSA. Their prototype
allows to present a BBS credential with ECDSA device binding in
700ms and produces proofs of around 200 KB. Crucially, the BBS
component itself contributes only a few milliseconds and negligi-
ble proof size; the costs are dominated by the ECDSA Proof of Pos-
session.

Towards More Efficient Proofs of Possession. While the hybrid
BBS–ECDSA approach represents a significant architectural im-
provement over fully monolithic circuit constructions, the perfor-
mance of the bridging layer remains a bottleneck.The construction
is still impractical, e.g., for proximity-based scenarios such as NFC
tap-and-go authentication, where message sizes should ideally re-
main under a few kilobytes. Schnorr-proof based techniques, how-
ever, are inherently limited to proof sizes that are linear to the size
of the computation proven, offering limited room for further com-
pression. This motivates the following question:

How can we realize the ECDSA device-binding with a more ef-
ficient proof system – e.g., a compact circuit-based proof?

To address this question, we build on the modular credential
framework proposed in [39]. In this framework, a user holding a
BBS-signed credential over several attributes can perform a com-
mitted disclosure: rather than revealing attributes in the clear, the
user provides a Pedersen commitment on BLS12-381 to the rele-
vant values and proves in zero knowledge that these values carry a
valid issuer signature. Any further functionality – device binding
in our case – is then constructed generically by consuming this
commitment and proving an additional statement over the com-
mitted values. Since the BBS layer contributes only negligible cost
in both time and proof size, this clean separation allows us to focus
entirely on optimising the device-binding module.

1.1 Our Contributions
In this work, we present two new constructions that significantly
improve upon the state of the art for enabling pairing-based anony-
mous credentials on legacy devices, constrained to ECDSA signa-
tures. Both employ lightweight arithmetic circuits, but differ in
their trade-offs between proof size and protocol complexity.We ad-
ditionally formalise and analyse the Schnorr-type proof approach
of Ubique within our framework (which lacked a formal analysis),
yielding a unified treatment of all three instantiations.

Modular design via reductions of knowledge. All constructions
follow a common blueprint, that we express in the reductions of
knowledge framework of Kothapalli and Parno [38]. This frame-
work enables modular composition of zero-knowledge proofs in
a way that greatly facilitates both security analysis and implemen-
tation. While previously employed mainly in theoretical contexts,
our work demonstrates its utility for designing and implementing
complex real-world protocols.

The core technical challenge is performing in-circuit P-256 op-
erations while commitments live in BLS12-381. We address this
in two ways: either via efficient foreign-field arithmetic using the
techniques of [5], or by relying on a curve that forms a chain with
P-256 [23], nearly eliminating the overhead of non-native compu-
tation. In both cases, we further reduce the circuit size through a
novel Committed Schnorr protocol that (1) halves the number of re-
quired curve operations (for knowledge soundness error 2−𝜆) and
(2) reduces the problem from scalar multiplication with a hidden
scalar to one with a public scalar, which is simpler to express as
constraints and, in some cases, more efficient to prove.1

1In this case the circuit depends on the statement, which adds cost. We emphasise
that this requires no additional trust assumptions for the proving systems we use.
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A family of constructions. Our techniques, combined with the
Schnorr-based approach of [7], yield a family of constructions with
trade-offs not only in efficiency but also in implementation com-
plexity, standardisation effort, and acceptable cryptographic assum-
ptions – such as whether to rely on the non-standard curve form-
ing a chain with P-256, or on proving systems with more advanced
features. For the circuit-based constructions, we chose proving sys-
tems that minimise proof size, as this is the main barrier for many
use cases, notably proximity-based authentication. We believe that
adapting our blueprint to also optimise prover time – for instance
using a lightweight variant of [27] for the device-binding circuit –
is an interesting direction for future work.

Implementation and results. We implement and benchmark all
three constructions; the code is available in [3]. Our most efficient
variant produces unlinkable device-binding proofs of approximate-
ly 1.5 KB in under 500ms, while the most conservative – avoiding
circuits entirely – achieves comparable proving time at approxima-
tely 175 KB proof size. Importantly, our circuits are far simpler than
those of fully monolithic approaches: they encode only the fixed
device-binding relation and benefit from a much simpler ECDSA
statement. Their scope is narrow, static, and independent of the
credential scheme, which eases standardisation.

1.2 Our Techniques
We now present the core techniques used in our work, starting
with the statement we have to prove for device-binding, to the use
of the reductions of knowledge framework and our concrete con-
structions – including a novel Committed Schnorr Protocol, which
we believe to be of independent interest.

ECDSA Device Binding. Device binding is realised by proving
possession of the device’s secret key during credential presenta-
tion. Concretely, the verifier sends a random nonce, and the user
proves that they can produce a valid ECDSA signature on this
nonce under a public key attested in the user’s credential. The se-
cret key never leaves the secure element: the user can only issue
signature queries and cannot access the key material directly.

In the framework of [39], this corresponds to verifiably disclos-
ing a commitment to the device public key and then prove (in ZK)
knowledge of a valid signature under this key. Note that the device
public key is the only long-lived value and must “live” in the cre-
dential and be kept secret. Verifying the ECDSA equation can be
translated to proving knowledge of 𝑧, 𝐾 s.t. 𝑧𝐾 = H(n)𝐹 (𝐾)𝐺𝑝+𝑄
In the above, 𝑄 is the device public key, (𝑧, 𝐾) are (deterministi-
cally) derived from the ECDSA signature, n is the nonce that must
be signed and 𝐹 the ECDSA conversion function.

Two observations significantly simplify this statement compar-
ed to fully ECDSA-based credential schemes. First, the signed nonce
is public, eliminating any need to prove statements about a hash
function. Second, because the signature is freshly generated and
used only once, we can reveal parts of it – in particular the value
𝐾 –without compromising unlinkability. Together, these reduce the
core problem to proving knowledge of a secret scalar 𝑧 such that

𝑧𝐾 = 𝛼𝐺𝑝 + 𝑄 (1)

where 𝑄 is the committed device public key and 𝛼 is computed
from public values as 𝛼 = H(n)𝐹 (𝐾). Note that Eq. 1 is a computa-
tion over the base field of P-256 which we denote with 𝔽𝑝 .

Minimizing non-native operations. Eq. 1 must be proven w.r.t. a
committed device public key 𝑄; in the case of BBS credentials, the
commitment is a Pedersen commitment over BLS12-381. This cre-
ates an inherent tension: either the proving system’s native field2
is the scalar field of BLS12-381, which makes the P-256 arithmetic
of the ECDSA equation non-native, or it is the base field of P-256,
in which case the BLS12-381 commitment opening becomes non-
native. We address this tension with two approaches:

(1) Efficient foreign-field arithmetic: We prove the statement di-
rectly over BLS12-381 by emulating the P-256 field opera-
tions, using the techniques of [5] over variants of the Plonk
proving system [31].

(2) Native arithmetic via commitment linking: Instead of emu-
lating foreign-field operations, we “transfer” the BLS12-381
commitments to a commitment schemewhosemessage space
is the base field 𝔽𝑝 of P-256. This transfer is the only non-
native part of the proof and can be realised at cost compa-
rable to a simple Schnorr-type proof using the technique
of [42]. All subsequent operations then work natively over
𝔽𝑝 .

In both cases, the vast majority of the cost of proving Eq. 1 re-
duces to proving a scalar multiplication over P-256 – specifically,
𝑧𝐾 where the scalar 𝑧 is secret. Proving such a multiplication in
a circuit requires encoding the full double-and-add chain with a
secret scalar, which dominates the circuit size. This cost is partic-
ularly pronounced in the foreign-field case due to the overhead of
emulating P-256 arithmetic. We next introduce a new technique
that is very simple, yet significantly reduces this cost.

Committed Schnorr Protocol. Our key idea for reducing the afore-
mentioned cost is to extract the secret scalar from the circuit by
means of a preliminary Schnorr-like interaction – the Committed
Schnorr Protocol (CSchnorr).

The idea of CSchnorr is as follows: Consider the simplified equa-
tion 𝑧𝐾 = 𝑍 , where 𝑍 is committed and 𝑧 is secret.The prover first
sends a commitment to 𝑅 ← 𝑟𝐾 for a random 𝑟 , the verifier replies
with a short challenge 𝑐 ← {0, 1}𝜆 , and the prover responds with
𝑠 ∶= 𝑐𝑧 + 𝑟 . In a standard Schnorr proof, the verifier would con-
clude by checking that 𝑠𝐾 = 𝑐𝑍 + 𝑅. In our setting, however, the
verifier holds only commitments to 𝑍 and 𝑅, and therefore cannot
perform this check directly. Instead, the prover supplies a proof
that the verification equation holds over P-256.

The crucial observation is that this transformed equation invo-
lves only public scalars: both 𝑠 and 𝑐 are known to the verifier. Prov-
ing a scalar multiplication with a public scalar in a circuit is sig-
nificantly cheaper than with a secret one, as the double-and-add
execution is fixed and not all “branchings” need to be executed.
Moreover, since 𝑐 is sampled from {0, 1}𝜆 rather than the full field
𝔽, the multiplication 𝑐𝑍 requires only 𝜆 doublings and additions
instead of log |𝔽|, reducing the number of constraints by roughly
a factor of two. In summary, the committed Schnorr step trades a
2Native refers to the field used to arithmetise the statement. Computations over other
fields must be emulated, which is significantly more costly.
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single round of interaction for a substantially simpler circuit, and
this reduction applies to both of our circuit-based constructions.

Reductions of knowledge (RoK). To construct and analyse the full
proof of possession we rely on the reductions of knowledge frame-
work [37, 38]. This framework allows reducing the validity of a
statement about some relation ℛ1 to the validity of a statement
about a different relation ℛ2. As an example, the CSchnorr proto-
col can be viewed as a reduction from knowledge of 𝑧 and commit-
ment opening 𝑍 satisfying 𝑧𝐾 = 𝑍 , to knowledge of commitment
openings 𝑍, 𝑅 satisfying 𝑠𝐾 = 𝑐𝑍 + 𝑅. The final proofs are then
expressed as a chain of reductions ℛ1 → ℛ2 → ⋯ → ℛ𝑘 . It
is enough to analyse each atomic reduction; the properties of the
composed protocol are guaranteed by the framework itself.

Proof of possession constructions. We propose three approaches
to prove ECDSA device binding as captured by Eq. 1, all starting
from a Pedersen commitment over BLS12-381 to the device public
key 𝑄. We provide benchmarks for all in Sec. 5.

Circuit-based (ΠCirc): Our two circuit-based constructions are in-
stantiations of a single generic protocol ΠCirc, designed and anal-
ysed in the RoK framework. The protocol composes three reduc-
tions: (1) the CSchnorr protocol reduces the relation to one involv-
ing only public scalars; (2) a commitment transfer re-expresses the
commitments under a scheme G̃CS compatible with the proving
system; and (3) a circuit-based proof proves the resulting relation
over P-256:

ΠCirc = Π𝒞 ∘ ΠGCS→G̃CS ∘ ΠCSchnorr

The construction is generic in the choice of commitment scheme
and proving system, and we propose two instantiations:

(1) Foreign-field instantiation (PoP-PLONK):Thecommitment trans-
fer stays within BLS12-381 – with GCS as Pedersen and
G̃CS as KZG – introducing no new assumptions. Since the
circuit operates over BLS12-381 but must verify P-256 arith-
metic, the P-256 operations are non-native and must be em-
ulated. We instantiate ΠCirc with a variant of Plonk [31],
employing the foreign-field techniques of [5]. We instan-
tiate Π𝒞,BLS12-381 with a variant of the Plonk proving sys-
tem [31], employing the foreign-field techniques of [5] to
emulate P-256 arithmetic efficiently. When the committed
Schnorr reduction is instantiated with 𝜆 = 128, the cor-
responding circuit implementation produces proofs of size
3.2KB with proving time on a moderate laptop of around
2.6s and negligible verifaction time3.

(2) Native instantiation (PoP-BP):The commitment transfer mo-
ves the statement to the Tom curve T-256 [23], whose scalar
field coincides with 𝔽𝑝 , making all P-256 operations native.
Here GCS is Pedersen over BLS12-381 and G̃CS is compact

3In this case we don’t hardcode the challenge to the circuit since the efficiency gains
are countered by the relatively expensive circuit setup.

Pedersen4 over T-256. This eliminates the foreign-field over-
head entirely but introduces a discrete logarithm assump-
tion over T-256. We instantiate the circuit part with Bullet-
proofs [16] and rely on [42] for the cross-group commit-
ment transfer. This yields our most efficient construction:
when the committed Schnorr protocol is instantiated with
𝜆 = 128, the proof size is 1.46KB with average proving and
verifying time 344ms and 54ms respectively.

Schnorr-based (PoP-Σ): Our third construction formalises the Schnorr-
based approach of [7, 34, 39] and avoids circuits entirely. It decom-
poses the ECDSA relation into a scalar multiplication and a point
addition, each proven with a dedicated Schnorr-type protocol. As
in the native instantiation, commitments are first transferred from
BLS12-381 to T-256, and the two proofs then run in parallel:

PoP-Σ = (ΠSM,T-256 × ΠPA,T-256) ∘ ΠBLS12-381→T-256

This is the most conservative of our three approaches – requiring
no circuits and relying only on standard Schnorr-type techniques
– at the cost of significantly larger proof sizes. When the security
parameter for ΠSM is set to 𝜆 = 128, the construction’s efficiency
measures are 172KB proof size, 356ms prover time and 680ms ver-
ification time.

On the choice of the proving system. Our generic construction
can be instantiated with various proving systems. We focus on
proving systems thatminimize proof size. Small proofs are essential
for tap-and-go presentations and – to the best of our knowledge
– no such solution has been proposed so far. Since there is inher-
ent “tension” between proof size and prover time, our construc-
tions have similar or in some case worse proving time compared
to “monolithic” approaches5. We expect that our techniques com-
bined with prover-efficient proof systems such as the ones used
in the former will yield significant improvements in the proof size
and the prover size, since the circuit used in our work are far sim-
pler and smaller. We leave exploring such approaches as future
work.

1.3 Related Work
We survey the most closely related works and discuss how our ap-
proach differs. The key distinction is that we do not attempt to
optimise the monolithic approach of proving an entire ECDSA cre-
dential in a single circuit, but instead exploit the structural simpli-
fications available when ECDSA is confined to device binding.

Most proposed anonymous credential solutions for legacy de-
vices prove possession of an ECDSA-based credential entirelywith-
in a single zero-knowledge circuit. Notable examples include Long-
fellow [27], OpenAC [19], Vega [36], Crescent [43], and Woo et
al. [50]. With the exception of Crescent, all produce proofs exceed-
ing 100 KBwith prover times in the hundreds of milliseconds. Cres-
cent achieves approximately 13 KB by combining Groth16 [32] for
the credential presentation with Spartan [47] for device binding.
While Groth16 yields compact proofs, it requires a circuit-specific
4Compact Pedersen commitment refers to the variant of Pedersen commitment
scheme that allows committing to vector of field elements into a singe group elements.
5We emphasize, however, that we intentionally performed our benchmarks on less
capable hardware – a commodity laptop with an Intel i5-1345U CPU and 16GB RAM
vs 16 vCPUs and 64GBRAMused in [36], fromwhichwe borrow the relevant numbers
– since this is more in-line with the targeted use-cases.
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trusted setup – a ceremony that is difficult to organise in prac-
tice and particularly problematic in regulated settings where cryp-
tographic components must be standardised and approved. More-
over, Groth16’s prover is computationally expensive, making it less
suited for resource-constrained devices. Thus, despite aiming for
compact proof sizes, we did not choose Groth16 as a base, but used
Plonk, Bulletproofs or standard Schnorr protocols instead.

Further, we stress that our work is not a sub-problem of the
monolithic setting.The constructions above must arithmetise hash
functions, data parsing, and the complete ECDSA verification equa-
tion – including over hidden messages – within a single circuit. By
contrast, confining ECDSA to device binding yields a fundamen-
tally simpler statement: the signed nonce is public and the signa-
ture is single-use.This admits dedicated optimisations – such as the
Committed Schnorr protocol – that are inapplicable in the general
case.The result is not merely a smaller circuit but a structurally dif-
ferent construction whose proofs compose in a black-box manner
with the credential layer and can be designed, standardised, and
replaced independently.

Finally, the Sigmabus protocol of [42] is structurally similar to
our Committed Schnorr protocol, in the sense that they also use
commitments for the statement and the firstmessage of the Schnorr
protocol, but serves a different goal. In their work, the protocol al-
lows to efficiently “witness” in-circuit discrete logarithms of public
group elements, while the committed Schnorr protocol transforms
the initial statement to a simpler one – which can be proven with
or without circuits.

2 Preliminaries
Notation. We denote with 𝜆 the security parameter. We use 𝑥 ←

𝑆 to denote sampling an element from 𝑆 uniformly at random and
assigning it to 𝑥 . For a probabilistic algorithm 𝒜, we denote with
𝑥 ∶= 𝒜( ⋅ ; 𝑟) the process of executing 𝒜 on some input and ran-
domness 𝑟 and assign the result to 𝑥 . We denote 𝑥 ← 𝒜(⋅) the
process 𝑟 ← 𝒟; 𝑥 ∶= 𝒜( ⋅ ; 𝑟) where 𝒟 is the uniform distribution
over the space of randomness of 𝒜. We will use various groups
based on Elliptic Curves. We associate each elliptic curve with two
fields: the base field, where the elliptic curve point coordinates live,
and the scalar field, where scalars lives. Throughout this work we
consider the P-256 curve [25]. We denote the corresponding group
with 𝔾𝑝 , its generator with 𝐺𝑝 and its base field with 𝔽𝑝 .

2.1 ECDSA Signature Scheme
ECDSA is a widely used digital signature scheme defined over el-
liptic curves. Let 𝔾 be a group of order 𝑞 with generator 𝐺 ∈ 𝔾
where 𝔾 is defined over some elliptic curve with base field 𝔽𝑝 . A
key pair of ECDSA consists of (𝑥, 𝑄) ∈ (𝔽𝑞 , 𝔾)where 𝑥 is sampled
uniformly at random and 𝑄 = 𝑥𝐺. Let H ∶ {0, 1}∗ → 𝔽𝑞 be a hash
function and 𝐹 ∶ 𝔾 → 𝔽𝑞 be a function mapping curve points to
scalar field elements. To sign a message 𝑚, the signer outputs the
signature (𝑟 , 𝑠) where

• 𝑘 ← 𝔽𝑞 , 𝐾 ∶= 𝑘𝐺 and 𝑟 ∶= 𝐹(𝐾),
• 𝑠 ∶= 𝑘−1(H(𝑚) + 𝑟𝑥),

To verify the signature, one asserts that 𝐹(𝐾) ?= 𝑟 where 𝐾 ∶=
H(𝑚)𝑠−1𝐺 + 𝑟𝑠−1𝑄. As shown in [23], one can deterministically

transform a signature (𝑟 , 𝑠) to a pair (𝐾, 𝑧), where 𝐾 is as above
and 𝑧 ∶= 𝑟−1𝑠. The corresponding verification procedure accepts

iff (𝑟 , 𝑠) is valid; in particular, checking 𝑧𝐾 ?= H(𝑚)𝑟−1𝐺 + 𝑄.

2.2 Commitment Schemes
Definition 2.1 (Commitment Scheme). A perfectly hiding com-

mitment scheme with canonical opening CS = (Setup,Com) con-
sists of two PPT algorithms:

• ck ← CS.Setup(𝑝𝑝) ∶ on input some parameters 𝑝𝑝 ←
Gen(1𝜆)6 it outputs a commitment key ck.

• 𝐶 ∶= CS.Com(ck, 𝑚; 𝜌): on input the commitment scheme
and a message 𝑚 belonging to some messagespace ℳ and
some randomness 𝜌 outputs a commitment 𝐶 .

Verification is canonical, i.e. to verify a commitment 𝐶 to amessage

𝑚 given the randomness 𝜌, the verifier asserts𝐶 ?= CS.Com(ck, 𝑚; 𝜌).
The security guarantees are (1) binding, i.e. no PPT adversary

𝒜(ck) can compute two valid openings (𝑚1, 𝜌1), (𝑚2, 𝜌2) such that
𝑚1 ≠ 𝑚2 and CS.Com(ck, 𝑚1; 𝜌1) = CS.Com(ck, 𝑚2; 𝜌2) except
with negligible probability, and (2) perfectly hiding, i.e. for all ck ←
KeyGen(𝑝𝑝) and 𝑚1, 𝑚2 ∈ ℳ the distributions

{ 𝐶1 𝐶1 ← CS.Com(𝑝𝑝, 𝑚1) } , { 𝐶2 𝐶2 ← CS.Com(𝑝𝑝, 𝑚2) }
are perfectly indistinguishable

Committing to elliptic curve points. Our aim is to prove state-
ments about ECDSA over the P-256 curve. Due to privacy, we need
to commit to device public keys which is information that identi-
fies a user. Such keys are elliptic curve points 𝑄 ∈ 𝔾𝑝 ⊆ 𝔽2𝑝 . We
will refer to (generic) commitment schemeswithmessage space𝔾𝑝
throughout this work. In our instantiations, all our commitment
schemeswill be variants of the Pedersen commitment schemewho-
se message space is the scalar field 𝔽 of some group 𝔾 (or more
generally 𝔽𝑘 for some 𝑘 ∈ ℕ). Therefore, to commit to points of
P-256, we must encode 𝔾𝑝 points as vectors over 𝔽. When neces-
sary, we will explicitly mention the message space as a vector of 𝔽
elements. Finally, the commitment scheme is native for P-256 com-
putations if its message space is 𝔽𝑘𝑝 . Such commitment scheme can
be instantiated with the T-256 curve [23].

2.3 Reductions of Knowledge
We analyze and implement our constructions using the reductions
of knowledge [37, 38] framework. We describe them next infor-
mally and defer the formal definitions and relevant theorems in
App.A. A reduction of knowledge (RoK) Π ∶ ℛ → ℛ′ is an inter-
active protocol between a prover 𝒫 and a verifier 𝒱 that reduces
knowledge ofw s.t. (x,w) ∈ ℛ to knowledge ofw′ s.t. (x′,w′) ∈ ℛ,
where x′,w′ are the respective outputs of 𝒫 and 𝒱 after their in-
teraction. Informally, the protocol must satisfy:

• Completeness: for all (x,w) ∈ ℛ, after an honest interaction
between 𝒫 and 𝒱 the output (x′,w′) belongs in ℛ′.

• Knowledge Soundness: if amalicious prover𝒫∗ knows a valid
witnessw′ for the reduced statement x′, it must also know a

6We assume all parameters such as groups, generators etc are sampled by a common
public parameter generation algorithm Gen, allowing us to use the same parameters
across different primitives.
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valid witness w for x. This is formalized by a knowledge ex-
tractor algorithm that also takes as input the witness for the
resulting statement and outputs the witness w for the initial
statement.

• Public Reducibility: the new statement output at the end of
the protocol can be efficiently computed from the transcript
of the interaction between 𝒫 and 𝒱.

• Honest Verifier Zero Knowledge: the transcript of the interac-
tion between 𝒫 and (an honest) 𝒱 is perfectly simulatable.

If a reduction is also public-coin –meaning that the verifier’s
messages are uniformly distributed over some space and indepen-
dent of the messages sent by the prover– it can be turned to non-
interactive using the Fiat-Shamir transform [24].

Reductions of knowledge are more expressive than proofs of
knowledge in the sense that the former can capture the latter. In-
deed, we can view a proof of knowledge as a reduction of knowl-
edge Π ∶ ℛ → ℛ⊤ where ℛ⊤ is the trivial relation that only
accepts x = true (capturing that the proof of knowledge verifier
accepts) and reject all other values (capturing that the proof of
knowledge verifier rejects). We use the notation Π ∶ Πℛ → Π⊤ to
express proofs of knowledge.

As shown in [37, 38], reductions of knowledge:

(1) compose sequentially, in the sense that when 𝒫 and 𝒱 en-
gage in an execution Π1 ∶ ℛ1 → ℛ2 and then an execution
of Π2 ∶ ℛ2 → ℛ3 the combined protocol, denoted Π2 ∘ Π1,
is a reduction of knowledge from ℛ1 to ℛ3,

(2) compose in parallel, in the sense that when 𝒫 and 𝒱 engage
in two parallel executions of Π1 ∶ ℛ1 → ℛ2 and Π2 ∶
ℛ3 → ℛ4 the combined protocol, denoted Π1 × Π2, is a
reduction of knowledge from ℛ1 × ℛ3 → ℛ2 × ℛ4, where

ℛ × ℛ′ = {(x, x′)|∃(w,w′) s.t. (x,w) ∈ ℛ and (x′,w′) ∈ ℛ′}

As demonstrated in [38], many existing constructions can be ex-
pressed in this framework with a significantly simplified analysis.

RemaRK 1. In this work we consider a universal Gen algorithm
that outputs (the same) public parameters for all relations that are
composed sequentially and in parallel. When we describe the rela-
tions, we abuse notation and only consider the relevant parts of these
universal public parameters.

2.4 Committed Relations ℛCS,P
We consider relations that capture that some predicate P holds
where some of its inputs are committed. Concretely, let CS be a
commitment scheme and P be an arbitrary predicate. We define
the relation:

ℛCS,P = {
𝑝𝑝 ∶= ck
x ∶= (𝐶, 𝑥)

w ∶= (𝜌, 𝑚⃗, 𝑤)
| 𝐶𝑖 = CS.Comck(𝑚𝑖; 𝜌𝑖) ∧

P(𝑥, 𝑚⃗, 𝑤) }

Note that the above relation “splits” the witness to two parts: some
elements are hidden and some are committed. All relations in this
work can be expressed in this way. When needed we explicitly ex-
press relations as committed relations.

2.5 Equality of Committed Values ℛEQ
Wenext show how to construct a reduction of knowledge to “trans-
fer” commitments from one commitment scheme to another. This
can be beneficial in scenarios where the latter commitment scheme
ismore efficient for proving some computation but we need to start
from the former. Looking ahead, in our proof-of-possession con-
struction, we start by proving a computation about a P-256 equa-
tion with points committed using Pedersen commitment over a
pairing curve.

Given a predicate P and two commitment schemes CS, C̃S, the
goal is to construct a RoK ΠCS→C̃S ∶ ℛCS,P → ℛC̃S,P. We con-
struct the RoK by relying on a (public coin) proof of knowledge
for the relation

ℛEQ = {
𝑝𝑝 ∶= (ck, c̃k)
x ∶= (𝐶, 𝐶)

w ∶= (𝜌, ̃𝜌, 𝑚)
| 𝐶 = CS.Comck(𝑚; 𝜌) ∧

𝐶 = C̃S.Comc̃k(𝑚; ̃𝜌) }

Let ΠEQ ∶ ℛEQ → ℛ⊤ be a proof of knowledge. The RoK ΠCS→C̃S
simply consists of 𝒫 sending fresh commitments under C̃S for all
the committed values and the prover and verifier engaging in par-
allel executions of ΠEQ. We present the construction in App. B.

2.6 PoKs for Curve Operations ℛPA,ℛSM
We rely on proofs of knowledge that capture the validity of Elliptic
Curve operations, namely point addition (ℛPA) and scalar multipli-
cation (ℛSM), where some of the points are committed. Concretely,
let 𝔾 be a group defined over some elliptic curve and let GCS be a
commitment scheme with message space 𝔾. Define the following
committed relations:

ℛPA = {
𝑝𝑝 = ck

x = (𝐶𝑖)3𝑖=1
w = (𝐺𝑖, 𝜌𝑖)3𝑖=1

| 𝐶𝑖 = GCS.Comck(𝐺𝑖; 𝜌𝑖) ∧
𝐺1 + 𝐺2 = 𝐺3

}

ℛSM = {
𝑝𝑝 = ck
x = (𝐶, 𝐺)

w = (𝐻 , 𝜌, 𝑥)
| 𝐶 = GCS.Comck(𝐺; 𝜌) ∧

𝐻 = 𝑥𝐺 }
(2)

We will use public-coin HVZK proofs of knowledgeΠPA ∶ ℛPA →
ℛ⊤ and ΠSM ∶ ℛSM → ℛ⊤.

3 Committed Schnorr Protocol (CSchnorr)
Arithmetizing scalar multiplications to be proven with circuit-bas-
ed techniques is computationally demanding. Roughly, one has to
perform a variant of the double-and-add algorithm which requires
𝒪(|𝔽|) constraints. Further, both branches of the double-and-add
must be computed independently of the proven statement. In this
section, we propose a technique to alleviate the aforementioned
complexity – the Committed Schnorr Protocol.

The core idea of our new approach is as follows: instead of wit-
nessing the (secret) scalar, we first perform an execution of a vari-
ant of the Schnorr protocol outside the circuit, where the prover
sends the first message committed. Then, we arithmetize the veri-
fication equation of the Schnorr protocol (over committed values).
This allows to (1) reduce the size of the scalar involved in the cir-
cuit proof and (2) make the scalar part of the statement, which in
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turn means we don’t need to arithmetize all branches of double-
and-add in circuit7.

The (Plain) Schnorr Protocol. We first recall the Schnorr protocol
for proving knowledge of discrete logarithm. Let 𝔾 be a group of
order 𝑞. The Schnorr protocol allows a prover 𝒫 to convince a ver-
ifier 𝒱 (in zero knowledge) that it knows the discrete logarithm of
an element 𝑄 = 𝑧𝐾 w.r.t. some element 𝐾 ∈ 𝔾.

• 𝒫 first samples 𝑟 ← 𝔽𝑞 and sends to the verifier 𝑅 ← 𝑟𝐾 ,
• 𝒱 sends a random challenge 𝑐 ← 𝔽𝑞 ,
• 𝒫 responds with 𝑠 ∶= 𝑟 + 𝑐 ⋅ 𝑧.

The verifier accepts if 𝑠𝐾 = 𝑅 + 𝑐𝑄.

Hiding the value 𝑄. Now, consider the case where one would
like to keep 𝑄 secret. Looking ahead, this value can be an attested
group element derived from some credential presentation. The cre-
dential holder might need to prove knowledge of the correspond-
ing discrete log value, but not reveal the element. Indeed, if the ele-
ment is a long-lived value, revealing it will break the unlinkability
of credential presentation. So, roughly, we aim in proving knowl-
edge of 𝑧 s.t. 𝑄 = 𝑧𝐾 where 𝑄 is committed. We consider a slight
generalization of the relation, namely, 𝑄 = 𝐻 + 𝑧𝐾 , where 𝐻 is a
public group element. LetGCS be a (perfectly hiding) commitment
scheme with message space ℳ = 𝔾. We define the relation:

ℛC-DLOG = {
𝑝𝑝 ∶= ck

x ∶= (𝐶𝑄 , 𝐻 , 𝐾)
w ∶= (𝜌𝑄 , 𝑄, 𝑧)

| 𝐶𝑄 = GCS.Comck(𝑄; 𝜌𝑄) ∧
𝑧𝐾 = 𝐻 + 𝑄 }

Compare this with the (modified) ECDSA verification equation pre-

sented in Sec. 2 (i.e. 𝑧𝐾 ?= H(𝑚)𝐹(𝐾)𝐺 + 𝑄) and note that by set-
ting 𝐻 = H(𝑚)𝐹(𝐾)𝐺, the above relation captures knowledge of
an ECDSA signature (𝐾, 𝑧) on (public) message 𝑚 under the (com-
mitted) public key 𝑄.

TheCommitted Schnorr Protocol. LetGCS be a commitment sche-
mewithmessage space𝔾 and consider the Schnorr protocol where
instead of sending group elements, we send commitments to them
using GCS. The prover 𝒫 has input w ∶= (𝜌𝑄 , 𝑄, 𝑧) and interacts
with a verifier that has input x ∶= 𝐶𝑞 , 𝐻 , 𝐾 as follows:

• 𝒫 first samples 𝑟 ← 𝔽𝑞 , 𝑅 ← 𝑟𝐾 and sends to the verifier
𝐶𝑅 ∶= GCSck.Com(𝑅; 𝜌𝑅),

• 𝒱 sends a random challenge 𝑐 ← 𝔽𝑞 ,
• 𝒫 responds with 𝑠 ∶= 𝑟 + 𝑐 ⋅ 𝑧.

The corresponding verification equation in the Schnorr protocol
(without committed values) would be

𝑠𝐾 = (𝑟 + 𝑐 ⋅ 𝑧)𝐾 = 𝑅 + 𝑐(𝐻 + 𝑄)
or equivalently 𝑇 = 𝑅 + 𝑐𝑄 where 𝑇 = 𝑠𝐾 − 𝑐𝐻 .

The verifier, however, can no longer perform the verification
check since it does not know the openings of the commitments.
If it was convinced, however, that the openings of 𝐶𝑄 , 𝐶𝑅 satisfy
𝑇 = 𝑅+ 𝑐𝑄 (for example, ignoring zero knowledge for the time be-
ing, 𝒫 could send directly these openings), it would be convinced
7Note that this means we produce a new circuit for each proven statement. In our
case this is acceptable since the verifier timer is not critical and the produced circuits
are small. We emphasize that in our constructions, the circuits can be deterministi-
cally derived from a universal structured reference string (srs) and require no trust
assumption apart from sampling (once) the srs.

that 𝒫 knows 𝑧 s.t. 𝑧𝐾 = 𝐻 + 𝑄. Put differently, if we define the
relation

ℛCSchnorr = {
𝑝𝑝 ∶= ck

x ∶= (𝐶𝑄 , 𝐶𝑅, 𝑇 , 𝑐),
w ∶= (𝑄, 𝜌𝑄 , 𝑅, 𝜌𝑅)

|
𝐶𝑄 = GCS.Comck(𝑄; 𝜌𝑄) ∧
𝐶𝑅 = GCS.Comck(𝑅; 𝜌𝑅) ∧

𝑇 = 𝑅 + 𝑐𝑄
}

then the protocol defined above is a reduction of knowledge
ΠCSchnorr ∶ ℛC-DLOG → ℛCSchnorr.

There are two important differences between the two relations
ℛC-DLOG and ℛCSchnorr that we will exploit to improve efficiency
in some of our constructions:

(1) While both relations involve verifying scalarmultiplications
over 𝔾 with committed elements (𝑧𝐾 = 𝐻 + 𝑄 and 𝑇 =
𝑅+𝑐𝑄 respectively), the former involves a secret scalar while
the latter involves a public one.

(2) The Schnorr protocol has soundness error 1/ |𝔽𝑞 | in the gen-
eral case. However, when |𝔽𝑞 | is “too large”, one can use a
smaller challenge space, e.g. {0, 1}𝜆 , to fine tune the knowl-
edge soundness error. Therefore, in the reduced statement,
the prover does not need to do a full scalar multiplication.

We formally present the above reduction of knowledge in Fig. 1
and give a theorem statement and proof showing that the above
protocol (when instantiated with a challenge space {0, 1}𝜆) is a re-
duction of knowledge.

𝒫 𝒱
w = 𝜌𝑄 , 𝑄, 𝑧 x = 𝐶𝑄 , 𝐻 , 𝐾
𝑟 ← 𝔽 and 𝑅 ∶= 𝑟𝐾
𝐶𝑅 ← GCS.Comck(𝑅; 𝜌𝑅)

𝐶𝑅
𝑐 ← {0, 1}𝜆

𝑠 ∶= 𝑟 + 𝑐𝑧
𝑠

𝑇 ∶= 𝑠𝐾 − 𝑐𝐻
w′ ∶= 𝑄, 𝑅, 𝜌𝑄 , 𝜌𝑅 x′ ∶= 𝐶𝑄 , 𝐶𝑅, 𝑇 , 𝑐

Figure 1: ΠCSchnorr ∶ ℛC-DLOG → ℛCSchnorr.

TheoRem 3.1. LetGCS be a perfectly hiding commitment scheme
with message space𝔾. Then, the protocolΠCSchnorr described in Fig. 1
is an honest-verifier public-coin reduction of knowledge ΠCSchnorr ∶
ℛC-DLOG → ℛCSchnorr. Furthermore, when the verifier’s message is
sampled from {0, 1}𝜆 , it has knowledge soundness error 2−𝜆 + 2𝜖GCS
where 𝜖GCS is the advantage of an adversary against the binding
property of GCS.

PRoof.
Completeness and public reducibility. Assume x,w ∈ ℛC-DLOG and
consider an honest execution of the protocol. Since 𝑠 = 𝑟 + 𝑐𝑧, we
have that

𝑠𝐾 = (𝑟 + 𝑐𝑧)𝐾 = 𝑟𝐾 + 𝑐𝑧𝐾 = 𝑅 + 𝑐(𝐻 + 𝑄)
where the latter equality holds since 𝑧𝐾 = 𝐻 + 𝑄. Noting that
𝑇 = 𝑠𝐾 − 𝑐𝐻 , we conclude that 𝑠𝐾 − 𝑐𝐻 = 𝑇 = 𝑅 + 𝑐𝑄. Finally,
since the prover is honest, the values (𝑄, 𝜌𝑄) and (𝑅, 𝜌𝑅) are valid
openings of the commitments 𝐶𝑄 , 𝐶𝑅 respectively. Since for these
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values it also holds that 𝑇 = 𝑅 + 𝑐𝑄, we conclude that the re-
duced statement/witness pair indeed satisfies x′,w′ ∈ ℛCSchnorr.
For public reducibility, it is enough to note that 𝐶𝑄 , 𝐶𝑅, 𝑐 are parts
of the transcript and that 𝑇 can be constructed by the transcript.

Knowledge Soundness. We next show that the protocol is knowl-
edge sound.We essentially rely on special-soundness of the Schnorr
protocol and LemmaA.3. Consider two executionswith transcripts
(𝐶𝑅, 𝑐𝑏 , 𝑠𝑏) and let w𝑏 = (𝑄𝑏 , 𝜌𝑄,𝑏 , 𝑅𝑏 , 𝜌𝑅,𝑏) be a valid witness for
the reduced statement of each. First, note that by the binding prop-
erty of the commitment scheme, 𝑄0 = 𝑄1(= 𝑄) and 𝑅0 = 𝑅1(= 𝑅)
(except with some probability 𝜖𝐻 ). Since both w0,w1 are valid wit-
nesses, we have that 𝑇𝑏 = 𝑠𝑏𝐾 = 𝑅+𝑐𝑏𝑄 and therefore (𝑠1−𝑠0)(𝑐1−
𝑐0)−1𝐾 = 𝑄, unless 𝑐0 = 𝑐1 which only happens with probability
2−𝜆 . Therefore, the witness w ∶= (𝑄, 𝜌𝑄 , (𝑠1 − 𝑠0)(𝑐1 − 𝑐0)−1) is
a valid witness for the statement x = (𝐶𝑄 , 𝐻 , 𝐾), namely (x,w) ∈
ℛC-DLOG.

Honest Verifier Zero Knowledge. A simulator can sample a commit-
ment to the generator 𝐶𝑅 ← CS.Com(𝐺), a challenge 𝑐 ← {0, 1}𝜆
and a response 𝑠 ← 𝔽𝑞 . These values are identically distributed to
a transcript derived from an honest execution. Indeed, this is im-
mediate for 𝑐, 𝑠; for 𝐶𝑅 it is enough to note that this is identically
distributed to a commitment to 𝑠𝐾 −𝑐𝐻 due to the hiding property
of the commitment scheme. □

4 ECDSA Proofs-of-Possession
We now present our two generic constructions for ECDSA device
binding. Both take as input a Pedersen commitment overBLS12-381
to the device public key and prove knowledge of a valid ECDSA
signature under the committed key. The first construction, ΠCirc,
is circuit-based, whereas the second construction, ΠΣ, formalises
the Schnorr-based approach of [7] and requires no circuits.

We express both constructions in the reductions of knowledge
framework, which simplifies the security analysis and allows the
individual components to be instantiated independently. We lever-
age this modularity in Sec. 5, where we give two instantiations of
ΠCirc: one requires optimised foreign-field arithmetic (PoP-PLONK),
and another that links commitments to the additional curve T-256
– whose scalar field coincides with the base field 𝔽𝑝 of P-256 –
making all circuit operations native (PoP-BP).

ECDSA PoP. Our starting point is a relation ℛpECDSA that cap-
tures knowledge of a (partial) ECDSA signature on a public nonce
n under a committed device public key. Concretely, let GCS be a
commitment scheme with message space elements of P-256. We
then define:

ℛpECDSA = {
𝑝𝑝 ∶= ck

x ∶= (𝐶𝑄 , n, 𝐾)
w ∶= (𝜌𝑄 , 𝑄, 𝑧)

| 𝐶𝑄 = GCS.Comck(𝑄; 𝜌𝑄) ∧
𝑧𝐾 = 𝛼𝐺𝑝 + 𝑄 }

where 𝛼 = H(n)𝐹 (𝐾), and our goal is to prove (in ZK) statements
for this relation. Note that part of the signature (the value𝐾 ) is part
of the statement. Assuming an honest Secure Element [26], this
is enough to guarantee proof-of-possession of the device [39, 43].

Recall also the committed discrete logarithm relation:

ℛC-DLOG = {
𝑝𝑝 ∶= ck

x ∶= (𝐶𝑄 , 𝐻 , 𝐾)
w ∶= (𝜌𝑄 , 𝑄, 𝑧)

| 𝐶𝑄 = GCS.Comck(𝑄; 𝜌𝑄) ∧
𝑧𝐾 = 𝐻 + 𝑄 }

which is the relation proven by the Committed Schnorr protocol
of 3. Note that ℛpECDSA is trivially reduced to it by simply set-
ting 𝐻 ∶= 𝛼𝐺𝑝 . Our goal is essentially to construct efficient pro-
tocols for proving this statement. In all our constructions the com-
mitment scheme used in ℛpECDSA is the Pedersen commitment
scheme over BLS12-381. To commit to points we commit to the
coordinates of the points decomposed in two 128-bits limb.

4.1 ΠCirc: Circuit-based PoP
Our first construction is based on (simple) arithmetic circuits to
prove the P-256 operations. The construction proceeds in three
steps. First, we apply the Committed Schnorr protocol (Sec. 3) to
reduce the complexity of the proven relation. Second, we transfer
the commitment to a form compatible with the circuit-based prov-
ing system.Third, we prove the resulting statement using a generic
proof of knowledge.We call this compositionΠCirc and discuss two
the instantiation of each component below.

In more detail, after expressing ℛECDSA as an instance of the
relation ℛC-DLOG, capturing validity of the equation 𝑧𝐾 = 𝐻 + 𝑄
(over P-256), the prover and verifier engage in three reductions of
knowledge to prove the latter. First the prover 𝒫 and verifier 𝒱
engage in an execution of ΠCSchnorr to reduce the ℛC-DLOG state-
ment to a ℛCSchnorr statement. Recall that the latter corresponds
to

ℛCSchnorr = {
𝑝𝑝 ∶= ck

x ∶= (𝐶𝑄 , 𝐶𝑅, 𝑇 , 𝑐)
w ∶= (𝑄, 𝑅, 𝜌𝑄 , 𝜌𝑅)

|
𝐶𝑄 = GCS.Comck(𝑄; 𝜌𝑄) ∧
𝐶𝑅 = GCS.Comck(𝑅; 𝜌𝑅) ∧

𝑇 = 𝑅 + 𝑐𝑄
}

Recall also from Sec. 2.5 that we denote with ℛGCS,P a committed
relation using the commitment scheme GCS that captures that the
committed values satisfy the predicate P. Defining

P((𝑇 , 𝑐), (𝑄, 𝑅), ⊥) ∶= 𝑇 ?= 𝑅 + 𝑐𝑄
which essentially captures the final verification test of the Schnorr
protocol, we can view ℛCSchnorr as the committed relation ℛGCS,P
over GCS. Next, let Π𝒞,P be a public coin, HVZK proof of knowl-
edge for the same relation under a different commitment scheme
G̃CS, namely, Π𝒞,P ∶ ℛG̃CS,P → ℛ⊤ and recall from Sec. 2.5 that
ΠGCS→G̃CS reduces validity of a committed relation under GCS to
validity of the same relation under a different commitment scheme
G̃CS. In the second step of the protocols 𝒫 and 𝒱 “transfer” the
commitment from the original commitment scheme GCS to G̃CS
which is the one that is supported by the circuit-based proof of
knowledge. Finally, they engage in an execution of Π𝒞,P to prove
the reduced statement. Therefore, our first construction, presented
in Fig 2, is essentially a composed reduction of knowledge

Π𝒞,P ∘ ΠGCS→G̃CS ∘ ΠCSchnorr ∶ ℛC-DLOG → ℛ⊤
where the ℛ⊤ is the trivial relation as explained in Sec. 2.3, captur-
ing that the latter protocol is a proof of knowledge.
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𝒫 𝒱
wpECDSA ∶= 𝜌𝑄 , 𝑄, 𝑧 xpECDSA ∶= 𝐶𝑄 , n, 𝐾

Both compute 𝐻 ∶= H(n)𝐹 (𝐾)−1𝐺𝑝
wC-DLOG ∶= 𝜌𝑄 , 𝑄, 𝑧 xC-DLOG ∶= 𝐶𝑄 , 𝐻 , 𝐾
Step 1: 𝒫 and 𝒱 execute the Committed Schnorr protocol

wCSchnorr ΠCSchnorr xCSchnorr

Both interpret ℛCSchnorr as ℛGCS,P
Step 2: 𝒫 and 𝒱 transfer the commitments
to make them compatible with the circuit

wG̃CS,P ΠGCS→G̃CS xG̃CS,P
Step 3: 𝒫 and 𝒱 execute the circuit-based
proof of knowledge to finish the proof

Π𝒞,P
Figure 2: ΠCirc ∶ ℛpECDSA → ℛ⊤. The arrows indicate inter-
actions between 𝒫 and 𝒱. The protocol can be turned to non-
interactive via the Fiat-Shamir transform.

TheoRem 4.1. LetGCS, G̃CS be perfectly hiding commitment sche-
mes with message space 𝔾𝑝 . Also, let Π𝒞,P ∶ ℛG̃CS,P → ℛ⊤ be a
public coin, HVZK proof of knowledge, where

P((𝑇 , 𝑐), (𝑄, 𝑅), ⊥) = 𝑇 ?= 𝑅 + 𝑐𝑄
Then, the protocol ΠCirc described in Fig. 2 is a public-coin HVZK
proof of knowledge for ℛpECDSA.

PRoof. By construction,ΠCirc is a sequential composition of re-
ductions of knowledge. Indeed, computing the statement/witness
xC-DLOG,wC-DLOG can be viewed as a trivial (in the sense that re-
quires no interaction) reduction of knowledge Π ∶ ℛpECDSA →
ℛC-DLOG and the protocol as a whole is the composed reduction
of knowledge

ΠCirc = Π𝒞,P ∘ ΠGCS→G̃CS ∘ ΠCSchnorr ∘ Π ∶ ℛC-DLOG → ℛ⊤
Therefore byThm.A.6,ΠCirc is a public coin, HVZK proof of knowl-
edge for the relation ℛpECDSA. □

Instantiation trade-offs: foreign-field vs. native. The construction
is generic in the choice of G̃CS and the circuit-based proving sys-
temΠ𝒞,P, and different instantiations lead to different trade-offs. If
both GCS and G̃CS operate over groups where standard assump-
tions already hold – such as BLS12-381 or P-256 – then the con-
struction is assumption-optimal in the sense that it introduces no
new cryptographic assumptions beyond those already required by
the credential scheme and the proving system. The drawback is
that Π𝒞,P must then emulate P-256 arithmetic over a foreign field,
incurring the associated overhead. We call this the foreign-field
arithmetic (FFA) approach and instantiate it concretely in Sec. 5 as
PoP-PLONK, using a variant of the Plonk proving system [31] with
the foreign-field techniques of [5].

Alternatively, one can choose G̃CS such that its message space
is the base field 𝔽𝑝 of P-256, making the P-256 operations native
to the circuit. This eliminates the foreign-field overhead entirely,
yielding a more efficient circuit. The trade-off is that this may in-
troduce a new assumption: in our instantiation, we use the Tom
curve T-256 [23] – whose scalar field equals 𝔽𝑝 – for the commit-
ment scheme G̃CS, which requires the discrete logarithm assump-
tion to hold over T-256 in addition to the standard assumptions.We
instantiate this approach in Sec. 5 as PoP-BP, using a Bulletproofs
as proving system [16] over T-256.

4.2 ΠΣ: PoP via Schnorr-Protocols
We next describe our second construction, which also relies on
commitment linking to reduce the statement to a native one. Un-
like the previous two, however, it requires no circuit-based proofs
and is built exclusively from Schnorr-type protocols – specifically,
proofs of knowledge for the relations ℛPA (point addition) and
ℛSM (scalar multiplication) (Eq. 2). This construction was first im-
plemented in [7, 34] and formalised in [39], but only with an in-
formal security analysis. We provide an analysis in the reductions
of knowledge framework. We also simplify the construction and
improve its concrete efficiency by omitting the commitment to
the signature component 𝑧 and all related commitments communi-
cated during the proof, which in the original construction amount
to 𝒪(𝜆) additional commitments.

The starting point is a commitment transfer RoK (Sec. 2.5): given
a statement/witness pair (xpECDSA,wpECDSA) under an arbitrary
commitment scheme GCS, we transfer the commitments to a na-
tive scheme G̃CS with commitment space 𝔽ℓ𝑝 where 𝔽𝑝 is the base
field of P-256 and ℓ the number of field elements to represent a
P-256 group element. We then derive the corresponding ℛC-DLOG
statement/witness pair, reducing the problem to proving that 𝑧𝐾 =
𝐻 + 𝑄, where 𝑧 is a witness and 𝑄 is a committed input. The state-
ment can be proven in two steps:

(1) Prove knowledge of 𝑧 such that 𝑧𝐾 = 𝑍 where 𝑍 is commit-
ted using G̃CS and communicated to the verifier,

(2) Prove the predicate 𝑍 = 𝐻 + 𝑄 is satisfied where 𝑍, 𝑄 are
committed.

This can be modeled as a parallel execution of

ΠSM ∶ ℛSM → ℛ⊤, ΠPA ∶ ℛPA → ℛ⊤
We first present in Fig. 3 and analyze a inner RoK

Π𝔾 ∶ ℛC-DLOG → ℛSM × ℛPA

that performs the aforementioned reduction and then present our
final protocol ΠΣ in Fig. 4 that uses Π𝔾.

TheoRem 4.2. LetGCS be a perfectly hiding commitment scheme
with message space 𝔾. Then, the protocol Π𝔾 described in Fig. 3 is
an public-coin HVZK reduction of knowledge Π𝔾 ∶ ℛC-DLOG →
ℛSM × ℛPA.

PRoof.
Completeness and public reducibility. Both properties follow by con-
struction. Indeed, assuming a valid statement/witness pair xC-DLOG,
wC-DLOG, and that 𝐶𝑍 is indeed a valid commitment to 𝑍 = 𝑧𝐾 ,
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𝒫 𝒱
wC-DLOG ∶= 𝜌𝑄 , 𝑄, 𝑧 xC-DLOG ∶= 𝐶𝑄 , 𝐻 , 𝐾
𝑍 ∶= 𝑧𝐾
𝐶𝑍 ← GCS.Comck(𝑍 ; 𝜌𝑍 )

𝐶𝑍
Both compute 𝐶𝐻 ∶= GCS.Comck(𝐻 ; 0)

wSM ∶= 𝑍, 𝜌𝑍 , 𝑧 xSM ∶= 𝐶𝑍 , 𝐾
wPA ∶= 𝑍, 𝜌𝑍 , 𝐻 , 0, 𝑄, 𝜌𝑄 xPA ∶= 𝐶𝑍 , 𝐶𝐻 , 𝐶𝑄
Output wSM,wPA Output xSM, xPA

Figure 3: Π𝔾 ∶ ℛC-DLOG → ℛSM × ℛPA.

the equation 𝑧𝐾 = 𝐻 + 𝑄 holds which implies that for 𝑍 = 𝑧𝐾
𝑧𝐾 = 𝑍, 𝑍 = 𝐻 + 𝑄

For public reducibility, it is enough to note that the new state-
ment can be deterministically constructed given the commitment
𝐶𝑍 and the statement xC-DLOG.

Knowledge Soundness. Let𝒜 and𝒫∗ be PPT adversaries as described
in Def. A.1. We construct a PPT extractor ℰ that works as follows:
on input xC-DLOG and st, ℰ runs wSM,wPA ← 𝒫∗(xC-DLOG, st)8
and parses it as:

wSM ∶= 𝑍1, 𝜌𝑍1 , 𝑧1, wPA ∶= 𝑍2, 𝜌𝑍,2, 𝐻2, 𝜌𝐻2 , 𝑄2, 𝜌𝑄2
It then outputs wC-DLOG ∶= 𝜌𝑄2 , 𝑄2, 𝑧1. We claim that the proba-
bility that (xC-DLOG,wC-DLOG) ∈ ℛC-DLOG is negligibly close to
the probability that ((xSM,wSM), (xPA,wPA)) ∈ ℛSM × ℛPA. In-
deed, note that if the latter holds, then by definition 𝑧1𝐾 = 𝑍1
and 𝑍2 = 𝐻2 + 𝑄2. Now, either 𝑍1 = 𝑍2 or we break the binding
property of GCS which happens only with negligible probability.
Assuming 𝑍1 = 𝑍2, we have that 𝑧1𝐾 = 𝐻2+𝑄2. Arguing similarly,
it should be the case that 𝐻2 = 𝐻 or again we break the binding
property of GCS. Assuming this is not the case, the extracted wit-
ness (1) satisfies 𝑧1𝐾 = 𝐻 +𝑄2 and (2) 𝑄2 is a valid opening of 𝐶𝑄 .
Therefore (xC-DLOG,wC-DLOG) ∈ ℛC-DLOG.

Honest Verifier Zero Knowledge. A simulator can simply output an
arbitrary commitment, e.g. a commitment to the generator 𝐶𝐻 ←
GCS.Com(𝐺). The simulated transcript is then indistinguishable
from a real one by the hiding property of the commitment scheme.

□

TheoRem 4.3. LetGCS, G̃CS be perfectly hiding commitment sche-
mes with message space 𝔾 encoded as 𝔽𝜅 , 𝔽ℓ𝑝 respectively. Then, the
protocol ΠΣ described in Fig. 2 is a public-coin HVZK proof of knowl-
edge for ℛpECDSA.

PRoof. We argue similarly to the proof of Thm. 4.1. Let Π ∶
ℛECDSA → ℛC-DLOG be the trivial reduction as in the proof of
Thm. 4.1. Then, ΠΣ is by construction the composition of reduc-
tions of knowledge (ΠSM × ΠPA) ∘ Π𝔾 ∘ ΠGCS→G̃CS ∶ ℛpECDSA →
ℛ⊤ and the theorem follows by Thm. A.6. □
8Note that in this case, the protocol in non-interactive since the prover simply needs
to send 𝐶𝑍 .

𝒫 𝒱
wpECDSA ∶= 𝜌𝑄 , 𝑄, 𝑧 xpECDSA ∶= 𝐶𝑄 , n, 𝐾

Step 1: 𝒫 and 𝒱 transfer the commitments
to G̃CS which is native for P-256

w′
pECDSA

ΠGCS→G̃CS x′pECDSA
Both compute 𝐻 ∶= H(n)𝐹 (𝐾)−1𝐺𝑝

wC-DLOG ∶= 𝜌𝑄 , 𝑄, 𝑧 xC-DLOG ∶= 𝐶𝑄 , 𝐻 , 𝐾
Step 2: 𝒫 and 𝒱 reduce to two statements

about scalar multiplication and point addition in P-256

wSM,wPA Π𝔾 xSM, xPA
Step 3: 𝒫 and 𝒱 prove the latter statements

to finish the proof

ΠSM × ΠPA

Figure 4: ΠΣ ∶ ℛpECDSA → ℛ⊤. The arrows indicate interac-
tions between 𝒫 and 𝒱. The protocol can be turned to non-
interactive via the Fiat-Shamir transform.

RemaRK 2. Note that we do not use the ΠCSchnorr protocol in the
construction. The reason for this is that we instantiate the protocol
ΠSM with a “bit-challenge” Schnorr-type protocol and then use par-
allel repetitions to boost soundness. Therefore, the soundness error is
already fine-tuned and ΠCSchnorr yields no efficiency gains.

Instantiation. We next describe how to concretely instantiate
ΠΣ to derive our first construction PoP-Σ. The initial part of the
protocol – transferring commitments from GCS to G̃CS – is iden-
tical to the native circuit case and is handled as in that case. For
proving ℛSM and ℛPA we rely on Schnorr-type proofs using the
techniques of [17, 23]. We present more details in Sec. 5.

5 Implementation and Benchmarks
In this sectionwe describe how to concretely instantiate the instan-
tiations of Sec. 4; in particular we propose two circuit-based instan-
tiations, PoP-PLONK and PoP-BP and a slightly optimized variant
of PoP-Σ. For the first construction PoP-PLONK, we provide a Rust
implementation of the circuit part, corresponding to Π𝒞,P of Fig. 2,
which is the dominant efficiency bottleneck; constructions PoP-BP
and PoP-Σ are implemented in Rust in their entirety.We also imple-
ment a separate Rust crate that defines types and the composition
operations for reductions of knowledge which the former utilize.
We provide benchmarks of the constructions in Sec.5.4. The imple-
mentation is available as an open source library in [3].

We next describe how to instantiate our generic constructions
of Sec 4 to derive our three constructions PoP-PLONK, PoP-BP and
PoP-Σ. For all our constructions the starting point is the relation:

ℛpECDSA = {
𝑝𝑝 ∶= ck

x ∶= (𝐶𝑄 , n, 𝐾)
w ∶= (𝜌𝑄 , 𝑄, 𝑧)

| 𝐶𝑄 = GCS.Comck(𝑄; 𝜌𝑄) ∧
𝑧𝐾 = H(n)𝐹 (𝐾)−1𝐺𝑝 + 𝑄 }

whereGCS uses the Pedersen commitment overBLS12-381 to com-
mit to P-256 points. This is motivated by the framework of [39];
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in their framework, the user outputs BLS12-381 Pedersen commit-
ments to attributes and proves that they are consistent with the
credential. Then other proofs – as our PoP – are proven of the out-
putted commitments.

Encoding and Committing to P-256 points. We first start by de-
scribing the commitment GCS that allows to commit to 𝑄. We
use Pedersen commitment over the BLS12-381 curve. In partic-
ular, denote the BLS12-381 group with 𝔾BLS12-381 and its scalar
with 𝔽BLS12-381. To commit to a P-256 point 𝑄 = (𝑥, 𝑦) ∈ 𝔽2𝑝
we start by decomposing the coordinates to 128-bit limbs, that is,
we compute 0 ≤ 𝑥𝑙 , 𝑥ℎ, 𝑦𝑙 , 𝑦ℎ < 2128 s.t. 𝑥 = 𝑥𝑙 + 2128𝑥ℎ and
𝑦 = 𝑦𝑙 + 2128𝑦ℎ. Let 𝐺𝑏 , 𝐻𝑏 ∈ 𝔾BLS12-381 be a Pedersen commit-
ment key over BLS12-381. The commitment to 𝑄 corresponds to
the four commitments to 𝑥𝑙 , 𝑥ℎ, 𝑦𝑙 and 𝑦ℎ.

In the context of AC, the commitment to the ECDSA public key
𝑄 is assumed to be verifiably disclosed during a credential presen-
tation as described in [39] and is assumed to be honest: it indeed
encodes a P-256 point and each of its comprising elements is a
commitment to a 128-bit number. These guarantees are imposed
during issuance of the credential, in which the ECDSA public key
is revealed in clear to the issuer.

5.1 Construction PoP-PLONK
We next discuss how to instantiate the components of Sec. 4.1,
namely ΠCirc to get the FFA based construction PoP-PLONK. In par-
ticular we need to explain how to instantiate (1) the circuit par
Π𝒞,P with its corresponding commitment GCS and (2) the reduc-
tion ΠGCS→G̃CS.

Proving systemΠ𝒞,P andGCS. Weuse the implementation of [41]
which is a variant of Plonk [31] with richer arithmetisation, in par-
ticular custom gates [29] and lookup tables [30]. The proving sys-
tem supports “committed inputs” using the techniques described
in [6]; in particular, it supports the KZG polynomial commitment
scheme [35]. The commitment key is the same as in standard (com-
pact) Pedersen commitment scheme – i.e. the variant that uses
many generators to commit to many elements in a single group el-
ement – except that the generators are evaluations of the Lagrange
polynomials over a (secret) point encoded as group elements. By
construction, the proving system is HVZK if enough blinding fac-
tors (depending on how the circuit is defined)9. Regarding the cir-
cuit implementation, we rely on the techniques of [5] to implement
efficient foreign field arithmetic, in particular emulating 𝔽𝑝 arith-
metic over the scalar field 𝔽BLS12-381. As an optimization, we only
commit to the 𝑥-coordinates of these points10.

Linking Proof ΠGCS→G̃CS. Our task is to prove that four (plain)
Pedersen commitments, corresponding to the public key 𝑄 and the
commitment produced during the Committed Schnorr execution,
and a KZG commitment have the same openings. Since the latter

9During the proof, the prover reveals evaluations of the committed polynomial which
leaks information about the committed input. Using enough blinding factors counters,
one for each polynomial evaluation provided by the prover) guarantees no informa-
tion about the committed inputs is revealed.
10This means that we lose roughly two bits of security since each 𝑥-coordinate corre-
sponds to two elliptic curve points. Asserting the witnessed points 𝑄, 𝑅 lie on P-256
is done inside the circuit.

can be viewed as compact Pedersen, a standard Schnorr-type proof
can be used. For completeness, we recall such proof in App. C.

Security and Trust Assumptions. Our task is to prove that two
(plain) Pedersen commitments and a KZG commitment have the
same openings. The construction as a whole only relies on the stan-
dard BLS12-381 and P-256 curves and does not need an additional
curve. The security assumptions are inherited from the proving
system; in this case Plonk, which is secure in the Algebraic Group
Model [28]. The construction requires a KZG polynomial commit-
ment key which is universal – i.e. requires no trusted setup per
circuit. Also it is updateable [33] which means it can be sample
by simple protocols. A single honest party is enough to guarantee
security. Such parameters, sampled by thousands of users, already
exist and are deployed in practice (see for example [21]).

5.2 Construction PoP-BP
We next explain how to instantiate the PoP-BP construction. We
explain how to instantiate the two primitives of ΠCirc as in the
previous case.

Proving system Π𝒞,P and GCS. The proving system is based on
techniques of Bulletproofs [16], in particular the constructions de-
scribed in [15, 46]. It consists of a simple reduction of R1CS to an
inner-product relation and is much simpler than other generic con-
structions, making it particularly relevant for our use-case. The
proving system implementation is a modified version of [51]; in
particular, we modify the library to allow parts of the public input
to be committed. The corresponding commitment scheme G̃CS is
compact Pedersen commitment scheme over T-256. As in the previ-
ous case, we only commit to the 𝑥-coordinates of the points.

Linking Proof ΠGCS→G̃CS. Our task is to show equality of open-
ings of (1) four plain Pedersen commitments overBLS12-381 (GCS)
with (2) a compact Pedersen commitment over T-256 (G̃CS). We do
this in two steps. First we use the techniques of [42] to show that
four plain Pedersen commitments over BLS12-381 (GCS) have the
same openings with four plain Pedersen commitments over P-256
(GCS). Then, we show that the latter have the same openings with
a compact Pedersen commitment over T-256 using the same tech-
niques as in the case of PoP-PLONK. The techniques of [42] have
similar efficiency to standard Schnorr-type proofs. We recall both
constructions in App. C.

Security and Trust Assumptions. The construction as a whole is
based on the binding property of the commitment schemes used:
Pedersen over BLS12-381 and T-256. Therefore, the only security
assumption is the DLOG in the two groups. No trust/setup assump-
tions are needed since the proving system is transparent; in partic-
ular, the parameters consist of the Pedersen commitment keys.

An optimisation for reducing proof size. Note that we do the com-
mitment linking twice: fromplain Pedersen overBLS12-381 to plain
Pedersen over T-256 and then to compact Pedersen over T-256. One
can perform the former before the execution of Committed Schnorr
to avoid also transferring the commitment produced in its execu-
tion. This corresponds to reducing ℛBLS12-381

pECDSA to ℛT-256
pECDSA where

the superscript denotes where the commitments of the relation
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Prover (ms) Verifier (ms) Proof (KB)
PoP-PLONK 2675 4.5 3.2
PoP-BP 344 54 1.47
PoP-Σ 356 680 172

Table 1: The average efficiency measures over 50 executions.
For PoP-PLONK we only implement the circuit that realizes
the component Π𝒞,P of Sec. 4. In both circuit-based construc-
tions we instantiate the committed schnorr protocol with a
security parameter of 128 bits. For PoP-PLONK and PoP-Σ, we
instantiate the equality across group with a security param-
eter of 112 bits.

live. Then, we can use the constructionΠCirc to prove the latter un-
changed but this timewe only need to transfer the plain to the com-
pact Pedersen, both over T-256. Calling the first stepΠBLS12-381→T-256,
the resulting construction is ΠCirc ∘ ΠBLS12-381→T-256 and its secu-
rity follows by the composition properties of RoKs (cf. Thm. A.6).

5.3 Construction PoP-Σ
Our last construction relies on the implementation of [7] formal-
ized in [39].We slightly improve the construction by omitting some
unnecessary commitments to the P-256 scalars that were used.The
commitment linking uses again the techniques of [42] as in the pre-
vious case. The proofs for ΠPA, ΠSM are based on [17, 23]. The for-
mer essentially proves the𝔽𝑝 equations used for point addition and
proves them with simple Schnorr-type proofs while the latter uses
bit-challenge Schnorr-type proofs with parallel repetitions. We re-
call both in App. D, E; the latter includes also our optimizations. As
in the previous case, the constructions rely on security of DLOG
in both BLS12-381 and T-256.

5.4 Implementation and Experimental Results
Weprovide rust implementations of PoP-PLONK, PoP-BP, and PoP-Σ
in [3]. For PoP-PLONK we only implement the circuit which is the
dominant part; the proof size when considering the rest parts –
Committed Schnorr and commitment linking – roughly contributes
to 700B with minimal impact on proving time. For the implementa-
tion we use [41] which also includes support for highly performant
emulation of P-256 over BLS12-381 using the techniques of [5].
We don’t consider a circuit depending on a hardcoded Committed
Schnorr challenge in this case since the setup is costly and essen-
tially counters all the efficiency prover gains while significantly
harming the verifier. Therefore, a single circuit is used for all state-
ments. The resulting circuit complexity is captured by a computa-
tional trace of 12457 rows, 9 advice columns and 39 fixed columns.

For the PoP-BP construction, we extend the implementation of
the Bulletproof based proving system of [51] to allow support for
committed inputs. After our optimisation from the committed Sch-
norr protocol, the resulting circuit’s complexity is captured by 760
R1CS constraints (on average). In this case, the circuit depends on
the statement.

The constructions PoP-BP and PoP-Σ are implemented in the re-
duction of knowledge framework of [38]; we provide a separate, in-
dependent rust library that implements the framework. For PoP-Σ
we use the implementation of [34] which we slightly optimize by

reducing some unnecessary commitments and the corresponding
proof elements in the scalar multiplication proof.

We benchmark our constructions on a mid-range commodity
laptop with an Intel Core i5-1345U processor, 16GB or RAM and
no dedicated graphics card. The benchmarks also include the time
to serialize and de-serialize the proof, which in the case of PoP-Σ is
significant due to the large proof size and the compression of group
elements. We present the benchmark results, which correspond to
averages of 50 executions, in Table 1.

6 Discussion & Conclusion
Wepresented three constructions for device-binding of anonymous
credentials to legacy ECDSA secure elements, achieving proof sizes
from approximately 1.5 KB to 175 KB with proving times consis-
tently under 500ms. The resulting constructions can be combined
in a plug-and-play manner with any native pairing-based creden-
tial scheme, e.g., based on BBS, allowing deployments to select the
most appropriate variant depending on the use case and regulatory
requirements. As such native schemes only add marginal costs,
the combination of BBS-credentials with one of our two circuit-
based constructions, PoP-BP and PoP-PLONK, improves proof size
by two orders of magnitude over existing practical approaches.
This gain stems from adopting the modular framework of [39],
which isolates device binding from the credential system and ex-
poses a much simpler ECDSA statement amenable to dedicated op-
timisations.

Extensions & Open Problems. We explore two further construc-
tions in Appendix F. The first, building on Desmoulins et al. [18],
produces signatures under a randomized device public key, so that
only correct key randomization – rather than the full ECDSA rela-
tion – needs to be proven. While this does not yield significant
efficiency gains over our main constructions, it has an interest-
ing structural advantage: the proof is independent of the verifier’s
nonce and can therefore be precomputed offline, opening the possi-
bility of trading precomputation time for smaller proof sizes. How-
ever, the approach requires raw ECDSA signing support from the
secure element – a capability currently being deprecated on major
platforms [8] – and its security model warrants further analysis.

The second extension addresses the threat of subverted secure
elements, recently studied in [26]. Our constructions reveal part of
the ECDSA signature, which is safe when the secure element be-
haves honestly but can break unlinkability if the element is com-
promised. By keeping the entire signature hidden, one obtains a
proof of possession that remains unlinkable even against a sub-
verted device, at the cost of a more complex circuit involving two
full scalar multiplications. Adapting our optimisation techniques
– in particular the Committed Schnorr protocol – to this setting
remains an interesting open problem.

Modularity & Further Improvements. A central contribution be-
yond the concrete efficiency gains is the demonstration that the
reductions of knowledge framework is a powerful tool for cryp-
tographic engineering. By decomposing the device-binding proof
into a chain of self-contained reductions, each step can be indepen-
dently analysed, optimised, and replaced without invalidating the
overall security. Future improvements to individual components –
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such as more efficient scalar multiplication proofs, tighter foreign-
field emulation, or faster commitment transfer – can be integrated
without redesigning the protocol.
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A Reductions of Knowledge
A reduction of knowledge (RoK)Π ∶ ℛ → ℛ′ is an interactive pro-
tocol between a prover 𝒫 and a verifier 𝒱 that reduces knowledge
of w s.t. (𝑝𝑝, x,w) ∈ ℛ to knowledge of w′ s.t. (𝑝𝑝, x′,w′) ∈ ℛ′,
where x′,w′ are the respective outputs of 𝒫 and 𝒱 after their in-
teraction. We next recall the definition of [37, 38]11.

Definition A.1 (Reductions of Knowledge). Let ℛ,ℛ′ be ternary
relations taking as input public parameters, a statement and a wit-
ness. A reduction of knowledgeΠ ∶ ℛ → ℛ′ is a tuple (Gen,𝒫,𝒱)
where

• 𝑝𝑝 ← Gen(1𝜆) is a PPT algorithm that on input the security
parameter outputs parameters 𝑝𝑝.

• (w′, x′) ← ⟨𝒫(𝑝𝑝, x,w),𝒱(𝑝𝑝, x)⟩ is an interactive proto-
col between PPT (interactive) algorithms 𝒫,𝒱, denoted as
the prover and verifier respectively, where 𝒫 takes as input
the parameters 𝑝𝑝, a statement x and a witness w and af-
ter the interaction outputs a fresh witness w′, and 𝒱 takes
as input the parameters 𝑝𝑝 and a statement x and after the
interaction outputs statement x′,

that satisfies the following properties:

Completeness. For all 𝜆 ∈ ℕ and PPT algorithms 𝒜

Pr [
(𝑝𝑝, x,w) ∈ ℛ 𝑝𝑝 ← Gen(1𝜆)

∧ (x,w) ← 𝒜(𝑝𝑝)
(𝑝𝑝, x′,w′) ∉ ℛ′) (w′, x′) ← ⟨𝒫(𝑝𝑝, x,w),𝒱(𝑝𝑝, x)⟩

] = 0

Knowledge Soundness. For all 𝜆 ∈ ℕ and all expected polynomial
time adversaries 𝒫∗,𝒜 there exists a polynomial time extractor ℰ

11We slightly modify the HVZK definition of [37] to capture the property against
unbounded adversaries.

such that

Pr [
𝑝𝑝 ← Gen(1𝜆)

(𝑝𝑝, x,w) ∈ ℛ (x, st) ← 𝒜(𝑝𝑝)
w ← ℰ(𝑝𝑝, x, st)

] + negl(𝜆) ≥

Pr [
𝑝𝑝 ← Gen(1𝜆)

(𝑝𝑝, x′,w′) ∈ ℛ′ (x, st) ← 𝒜(𝑝𝑝)
(w′, x′) ← ⟨𝒫∗(𝑝𝑝, x, st),𝒱(𝑝𝑝, x)⟩

]

Public Reducibility. For all 𝜆 ∈ ℕ, there exists a polynomially com-
putable function 𝜙 such that for all polynomial time adversaries
𝒫∗,𝒜

Pr
⎡⎢⎢⎢
⎣

𝑝𝑝 ← Gen(1𝜆)
𝜙(𝑝𝑝, x, tr) ≠ x′ (x, st) ← 𝒜(𝑝𝑝)

(w′, x′) ← ⟨𝒫∗(𝑝𝑝, x, st),𝒱(𝑝𝑝, x)⟩
tr ← tr (⟨𝒫∗(𝑝𝑝, x, st),𝒱(𝑝𝑝, x)⟩)

⎤⎥⎥⎥
⎦
= 0

where tr(⋅) denotes the transcript of the interaction of 𝒫∗,𝒱 with
their respective inputs.

Honest Verifier Zero Knowledge (HVZK). For all 𝜆 ∈ ℕ there exists a
PPT algorithm 𝒮 s.t. for all 𝑝𝑝 ← Gen(1𝜆) and all x,w that satisfy
(𝑝𝑝, x,w) ∈ ℛ, the distributions

{ tr tr ← 𝒮(𝑝𝑝, x) }
{ tr tr ← tr (⟨𝒫(𝑝𝑝, x,w),𝒱(𝑝𝑝, x)⟩) }

are statistically close, where tr(⋅) denotes the transcript of the in-
teraction of 𝒫,𝒱 with their respective inputs.

We write Π ∶ ℛ → ℛ′ to denote that Π is a reduction of knowl-
edge from relation ℛ to relation ℛ′.

If the messages sent by 𝒱 are random messages, independent of
the interaction, we say that the reduction of knowledge is public
coin. Such protocols can be transformed to non-interactive via the
Fiat-Shamir transform [9, 24].

Note that reductions of knowledge are more expressive than
proofs of knowledge in the sense that the former can capture the
latter. Indeed, we can view a proof of knowledge as a reduction
of knowledge Π ∶ ℛ → ℛ⊤ where ℛ⊤ is the trivial relation that
only accepts x = true (capturing that the proof of knowledge veri-
fier accepts) and reject all other values (capturing that the proof of
knowledge verifier rejects).

We also recall the results for abstracting knowledge soundness
for a large family of algebraic public coin protocols. These results
are taken verbatim from [38] which in turn is an adaptation of the
results of [12].

DefinitionA.2 (Tree of accepting transcripts). Consider an𝑚-round
public-coin interactive protocol (Gen,𝒫,𝒱) that satisfies the in-
terface described in Def. A.1. A (𝑛1, … , 𝑛𝑚)-tree of accepting tran-
scripts for statement x is a tree of depth𝑚where each node at layer
𝑖 has 𝑛𝑖 outgoing edges such that (1) each node in layer 𝑖 ∈ [𝑚]
is labeled with a prover message for round 𝑖; (2) each outgoing
edge from layer 𝑖 ∈ [𝑚] is labeled with a different choice of ver-
ifier randomness for round 𝑖; (3) each leaf is labeled with an ac-
cepting statement-witness pair output by the prover and verifier
corresponding to the interaction along the path.
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Lemma A.3. Consider an 𝑚-round public-coin interactive proto-
col (Gen,𝒫,𝒱) that satisfies the interface described in Def. A.1 and
completeness. Then (Gen,𝒫,𝒱) is a reduction of knowledge if there
exists a PPT extractor 𝜒 that, for all instances x1 outputs a satisfying
witness w1 with probability 1−negl(𝜆), given an (𝑛1, … , 𝑛𝑚)-tree of
accepting transcripts for x1 where the verifier’s randomness is sam-
pled from space 𝑄 such that |𝑄| = 𝑂(2𝜆), and ∏𝑖 𝑛𝑖 = poly(𝜆).

Composing reductions of knowledge. We next recall the results
of [37, 38] about composition of reductions of knowledge. We first
present the definition for a relation pair.

Definition A.4. Let ℛ1,ℛ2 be ternary relations. We define
ℛ1 × ℛ2 = {(x1,w1), (x2,w2) ∣ (x1,w1) ∈ ℛ1 ∧ (x2,w2) ∈ ℛ2}
We next define sequential composition for reductions of knowl-

edge.
Definition A.5. Let ℛ1,ℛ2,ℛ3,ℛ4 be ternary relations.
(1) Let Π1 ∶ ℛ1 → ℛ2 = (Gen,𝒫1,𝒱1) and Π2 ∶ ℛ2 →

ℛ3 = (Gen,𝒫2,𝒱2) be reductions of knowledge. We define
the sequential and parallel composition of Π1, Π2 denoted
as Π𝑠 = Π2 ∘ Π1 as the tuple (Gen,𝒫,𝒱) where

⟨𝒫(𝑝𝑝, x1,w1),𝒱(𝑝𝑝, x1)⟩
is the following protocol:
• (w2, x2) ← ⟨𝒫1(𝑝𝑝, x1,w1),𝒱1(𝑝𝑝, x1)⟩
• (w3, x3) ← ⟨𝒫2(𝑝𝑝, x2,w2),𝒱2(𝑝𝑝, x2)⟩
• 𝒫 outputs w3 and 𝒱 outputs (x3, x4).

(2) Let Π1 ∶ ℛ1 → ℛ2 = (Gen,𝒫1,𝒱1) and Π2 ∶ ℛ3 →
ℛ4 = (Gen,𝒫2,𝒱2) be reductions of knowledge. We define
the parallel composition of Π1, Π2 denoted as Π𝑝 = Π1 ×Π2
the tuple (Gen,𝒫,𝒱) where

⟨𝒫(𝑝𝑝, (x1, x3), (w1,w3))),𝒱(𝑝𝑝, (x1, x3))⟩
is the following protocol:
• (w2, x2) ← ⟨𝒫1(𝑝𝑝, x1,w1),𝒱1(𝑝𝑝, x1)⟩
• (w4, x4) ← ⟨𝒫2(𝑝𝑝, x3,w3),𝒱2(𝑝𝑝, x3)⟩
• 𝒫 outputs (w2,w4) and 𝒱 outputs (x2, x4).

TheoRem A.6. Let ℛ1,ℛ2,ℛ3,ℛ4 be ternary relations.
(1) Let Π1 ∶ ℛ1 → ℛ2 and Π2 ∶ ℛ2 → ℛ3 be public coin re-

ductions of knowledge. Then, the sequential composition Π =
Π2 ∘ Π1 is a reduction of knowledge from ℛ1 to ℛ3.

(2) Let Π1 ∶ ℛ1 → ℛ2 and Π2 ∶ ℛ3 → ℛ4 be public coin
reductions of knowledge. Then, the parallel composition Π =
Π2 ×Π1 is a reduction of knowledge from ℛ1 ×ℛ3 to ℛ2 ×ℛ4.

PRoof. For completeness, knowledge soundness and public re-
ducibility we refer the reader to [38, Thm. 5, 6]. We next present
the case for HVZK.

(1) Let ℛ1,ℛ2,ℛ3 be ternary relations andΠ1 ∶ ℛ1 → ℛ2 and
Π2 ∶ ℛ2 → ℛ3 be HVZK public coin reductions of knowl-
edge. Let 𝒮1,𝒮2 be the HVZK simulators of Π1, Π2 respec-
tively. Also let 𝜙1 be the polynomially computable function
that can produce the reduced statement from the transcript
for Π1 (guaranteed to exist by the public reducibility prop-
erty). We next describe the simulator 𝒮 for Π = Π2 ∘Π1. The
simulator 𝒮 on input 𝑝𝑝, x1 proceeds as follows:
𝒮(𝑝𝑝, x1)

tr1 ← 𝒮1(𝑝𝑝, x1)
x2 ← 𝜙1(𝑝𝑝, x1, tr1)
tr2 ← 𝒮2(𝑝𝑝, x2)
Output tr ∶= tr1‖tr2

By construction of Π = Π2 ∘ Π1 we can view the messages
exchanged by 𝒫 and 𝒱 as two parts: the execution of Π1
and the execution of Π2. Consider an actual transcript t̃r =
t̃r1‖t̃r1 where t̃r1, t̃r2 correspond to the executions of Π1, Π2
respectively. By the HVZK property ofΠ1, Π2 we know that
for all x1, x2 the distributions

{ tri tri ← 𝒮𝑖(𝑝𝑝, x𝑖) }
{ t̃ri t̃ri ← tr (⟨𝒫𝑖(𝑝𝑝, x𝑖),𝒱𝑖(𝑝𝑝, x𝑖)⟩) }

are statistically close for 𝑖 ∈ {1, 2}. Finally, the produced
“intermediate” statement x2 the simulator computes is sta-
tistically close to the one produced by an honest verifier
during the execution of Π. Indeed, this follows from the
fact that t̃r1 and tr1 are statistically close and the fact that
x2 ∶= 𝜙1(𝑝𝑝, x1, tr1). We therefore conclude that the distri-
butions

{ tr1‖tr2 tr1‖tr2 ← 𝒮𝑖(𝑝𝑝, x1) }
{ t̃r1‖t̃r2 t̃r1‖t̃r2 ← tr (⟨𝒫(𝑝𝑝, x1),𝒱(𝑝𝑝, x1)⟩) }

are statistically close.
(2) The proof is the same as in the first case except that we don’t

need to argue about an “intermediate” statement. Instead,
the two produced transcripts in this case are independent.

□

B RoK for Transfering Committed Relations
We present the generic RoKΠCS→C̃S that allows transfering a com-
mitted relation over P w.r.t. some commitment scheme CS to the
same relation under a different commitment scheme C̃S. The con-
struction relies on a proof of knowledge ΠEQ to prove knowledge
of two openings of a committed value under different commitment
schemes. We present the construction in Fig. 5.

𝒫 𝒱
w = 𝜌, 𝑚⃗, 𝑤 x = 𝐶, 𝑥
For each 𝐶𝑖 in 𝐶 :
𝐶𝑖 ← C̃S.Comc̃k(𝑚𝑖; ̃𝜌𝑖)

⃗̃𝐶
For each pair 𝐶𝑖, 𝐶′𝑖 :

w𝑖 = 𝜌𝑖, 𝜌𝑖, 𝑚𝑖 x𝑖 = 𝐶𝑖, 𝐶𝑖
ΠEQ

w′ = ⃗̃𝜌, 𝑚⃗, 𝑤 x′ = ⃗̃𝐶, 𝑥
Figure 5: ΠCS→C̃S ∶ ℛCS,P → ℛC̃S,P.

TheoRemB.1. LetCS, C̃S be a perfectly hiding commitment schemes
with the same message spaceand ℳ andlet ΠEQ ∶ ℛEQ → ℛ⊤ be a
public coin HVZK proof of knowledge. Then, the protocol ΠCS→C̃S
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described in Fig. 5 is a public-coin HVZK reduction of knowledge
ΠCS→C̃S ∶ ℛCS,P → ℛC̃S,P.

PRoof. Completeness and public reducibility follow by construc-
tion. We next describe the proof for knowledge soundness and
HVZK

Knowledge Soundness. Let𝒜 and𝒫∗ be PPT adversaries as described
in Def. A.1. LetΠℓ

EQ = ΠEQ×…×ΠEQ ∶ ℛℓ
EQ → ℛ⊤ be the parallel

composition capturing the second part of the protocol, where ℓ is
the number of input commitments for ℛCS,P. We first construct
a pair of adversaries 𝒜EQ,𝒫∗

EQ against Πℓ
EQ by 𝒜 and 𝒫∗. Let

𝒫∗ = (𝒫∗1 ,𝒫∗2) where 𝒫∗1 computes the first message (the fresh
commitments), and 𝒫∗2 computes the messages for the rest of the
protocol.

𝒜EQ(𝑝𝑝)
x, st ← 𝒜(𝑝𝑝)
⃗̃𝐶 ← 𝒫∗1(x, st; 𝑟)
Parse x ∶= 𝐶1, … , 𝐶ℓ, 𝑥
Define xEQ ∶= ( ⃗̃𝐶, 𝐶), stEQ ∶= (st, 𝑟 )
Output xEQ, stEQ

𝒫∗
EQ(𝑝𝑝, xEQ, stEQ)

Parse stEQ ∶= (st, 𝑟 )
Interact with 𝒱 as follows:
• Start an execution of 𝒫∗(x, st; 𝑟) until outputting the com-
mitments ⃗̃𝐶

• Use 𝒫∗ with the same state to reply all the next messages
By knowledge soundness of ΠEQ and by Thm. A.6, Πℓ

EQ is also
knowledge sound and there exists an extractor ℰEQ corresponding
to the pair (𝒜EQ,𝒫∗

EQ) that outputs a valid witness wEQ for xEQ
with probability negligibly close to that of (𝒜EQ,𝒫∗

EQ)making the
𝒱EQ verifier accept. We next define our extractor ℰ.

ℰ(𝑝𝑝, x, st)
xEQ, stEQ ← 𝒜EQ(𝑝𝑝)
Parse stEQ ∶= (st, 𝑟 )
w′, x′ ← ⟨𝒫∗(𝑝𝑝, x, st; 𝑟),𝒱(𝑝𝑝, x)⟩
wEQ ← ℰEQ(xEQ, stEQ)
Parse w′ ∶= 𝑚⃗′, 𝜌′, 𝑤
Parse wEQ ∶= 𝑚⃗EQ, 𝜌EQ, ⃗̃𝜌EQ
Output 𝑚⃗EQ, 𝜌EQ, 𝑤

Now, if 𝒫∗ outputs a valid statement (𝑝𝑝, x′,w′) ∈ ℛC̃S,P:

(1) the values 𝑚′𝑖 , 𝜌′𝑖 satisfy 𝐶𝑖 = C̃S.Com𝑐𝑘(𝑚′𝑖 ; 𝜌′𝑖 ), and
(2) P(𝑥, 𝑚⃗′, 𝑤) is true

Since the G̃CS commitments in x′, xEQ are the same, the openings
satisfy (𝑚EQ,𝑖, ̃𝜌EQ,𝑖) = (𝑚′𝑖 , 𝜌′𝑖 ) except with negligible probability,
by the binding property of G̃CS. Further, since the verifier 𝒱EQℓ is
invoked by 𝒱 by construction of ΠCS→C̃S and it accepts, the wit-
ness output by ℰEQ must be (e.w.n.p.) a valid witness. Therefore
(1) 𝑚⃗′ = 𝑚⃗EQ and (2) 𝐶𝑖 = CS.Comck(𝑚EQ𝑖 ; 𝜌EQ) which in turn

implies that P(𝑥, 𝑚⃗EQ, 𝑤) is true and therefore w = (𝑚⃗EQ, 𝜌EQ, 𝑤)
is a valid witness for x.

Honest Verifier Zero Knowledge. We describe a simulator that pro-
duces transcripts that are statistically close to real ones. The sim-
ulator works as follows: it uses an arbitrary message 𝑚 ∈ ℳ and
computes for each 𝑖 a fresh commitment 𝐶𝑖 ← C̃Sc̃k(𝑚). Then it
creates for each 𝑖 the statement x𝑖 = (𝐶𝑖, 𝐶𝑖) and invokes the simu-
lator of ΠEQ on input x𝑖 to get a simulated transcript tri. It outputs
the transcript

tr ∶= ({𝐶𝑖, }𝑖 , {t̃r𝑖, }𝑖)
The simulated transcript tr is statistically close to a real transcript
by the perfect hiding property of C̃S and the HVZK property of
ΠEQ.

□

RemaRK 3. The construction also captures proving equality of com-
mitment under the same commitment scheme with different commit-
ment keys.

C Equality of Commitments
We present two constructions for proving knowlege of openings of
committed values under different commitment schemes. The first
one is a simple construction to show that multiple (plain) Pedersen
commitments and a compact pedersen commitment have the same
opening. The second is the construction of [42] for proving knowl-
edge of the same opening of two Pedersen commitments over dif-
ferent groups.

C.1 Equality of Compact and Plain Pedersen
Commitment Schemes

Let𝔾 be a groupwith scalar field 𝔽 and ck1 = (𝐺, 𝐻) be a Pedersen
commitment key and ck2 = (𝐺 ∈ 𝔾𝑛 , 𝐻⃗ ∈ 𝔾𝑘) be a compact
Pedersen commitment scheme with 𝑘 blinding factors. We define
the relation:

ℛPD = {
𝑝𝑝 ∶= (ck1, ck2)

x ∶= 𝐶, 𝐶,
w ∶= (𝑚⃗, 𝜌, 𝜌𝑐)

| 𝐶 = 𝑚⃗⊤𝐺 + 𝜌⊤𝑐 𝐻⃗ ∧
𝐶𝑖 = 𝑚𝑖𝐺 + 𝜌𝑖𝐻 }

We present a simple public coin HVZK proof of knowledge for the
above relation in Fig. 6. The protocol is based on standard tech-
niques and its security properties are well understood.

C.2 Equality of Pedersen Commitments Across
Groups

We recall the protocol of [42] for proving knowledge of the same
opening of two Pedersen commitments across different groups. In
particular, let𝔾1, 𝔾2 be two groups with corresponding scalar field
𝔽1, 𝔽2, and let ck1 = (𝐺1, 𝐻1) and ck2 = (𝐺2, 𝐻2) be Pedersen
commitment keys for each respectively. The goal is to provethe
relation

ℛPD,𝔾1 ,𝔾2 = {
𝑝𝑝 ∶= (ck1, ck2)
x ∶= 𝐶1, 𝐶2,

w ∶= (𝑚, 𝜌1, 𝜌2)
| 𝐶1 = 𝑚𝐺1 + 𝜌1𝐻1 ∧

𝐶2 = 𝑚𝐺2 + 𝜌2𝐻2
}
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𝒫 𝒱
w ∶= 𝑚⃗, 𝜌, 𝜌𝑐 x ∶= 𝐶, 𝐶

𝑚′ ← 𝔽𝑛 , 𝜌′ ← 𝔽𝑛 , 𝜌′𝑐 ← 𝔽𝑘

𝐶′ = 𝑚⃗′⊤𝐺 + 𝜌′⊤𝑐 𝐻⃗
𝐶′𝑖 = 𝑚′𝑖 𝐺 + 𝜌′𝑖 𝐻

𝐶′, 𝐶′

𝑐 ← 𝔽
𝑚⃗″ = 𝑚⃗′ + 𝑐𝑚⃗
𝜌″ = 𝜌′ + 𝑐𝜌
𝜌″𝑐 = 𝜌′𝑐 + 𝑐𝜌𝑐

𝑚⃗″, 𝜌″, 𝜌″𝑐

𝑚″𝑖 𝐺 + 𝜌″𝑖 𝐻
?= 𝐶′𝑖 + 𝑐𝐶𝑖

𝑚″⊤𝐺 + 𝜌″⊤
𝑐 𝐻⃗

?= 𝐶′ + 𝑐𝐶
Figure 6: ΠPD ∶ ℛEQ → ℛ⊤.

where 𝑚 is considered an integer that is canonically embedded
in 𝔽1, 𝔽2. The proposed construction requires 𝑚 to be bounded,
namely 0 ≤ 𝑚 < 2𝑏𝑥 for some 𝑏𝑥 which parameterized the sys-
tem. This guarantee can be achieved either by applying a range
proof to one of the commitments or it can be assumed to hold in
a larger protocol. In our case, we use this to decompose the device
public key to two limbs 𝑄1, 𝑄2, whose well formness is guaranted
during credential issuance.

Roughly, the protocol follows the standard approach to prove
equality of commitments in the same group, except that it takes care
to bound all relevant values, so that no “wraparounds” happen in
either field and the equality holds over the integers. The protocol
is parameterized by three parameters that determine the efficiency
and the security guarantees:

• 𝑏𝑥 which is the bound of the committed value 𝑚,
• 𝑏𝑐 which determines the challenge space and therefore the
soundness error, and

• 𝑏𝑓 which determines the efficiency of the prover.
The values must be set to satisfy

𝑏𝑥 + 𝑏𝑐 + 𝑏𝑓 < ⌈log2(min(|𝔽1| , |𝔽2|))⌉
We describe the protocol in Fig 7 as a reduction of knowledge

ΠPD,𝔾1 ,𝔾2 ∶ ℛPD,𝔾1 ,𝔾2 → ℛRP

where

ℛRP = {
𝑝𝑝 ∶= (ck1)
x ∶= 𝐶1,

w ∶= (𝑚, 𝜌1)
| 𝐶1 = 𝑚𝐺1 + 𝜌1𝐻1 ∧

0 ≤ 𝑚 < 2𝑏𝑥 }

and refer the reader to [42] for the security analysis.

D RoK for EC Point Addition
In this section we recall the construction of [17, 23] that we use
to implement the RoK ΠSM ∶ ℛSM → ℛ⊤. We first recall how

𝒫 𝒱
w ∶= 𝑚, 𝜌1, 𝜌2 x ∶= 𝐶1, 𝐶2
𝑘 ← {0, … , 2𝑏𝑥+𝑏𝑐+𝑏𝑓 − 1}
𝑡1 ← 𝔽1, 𝑡2 ← 𝔽2
𝐾1 ∶= 𝑚𝐺1 + 𝑡1𝐻1
𝐾2 ∶= 𝑚𝐺2 + 𝑡2𝐻2

𝐾1, 𝐾2
𝑐 ← {0, … , 2𝑏𝑐 }

𝑐
If 𝑐 ∉ {0, … , 2𝑏𝑐 } abort
𝑧 = 𝑘 + 𝑐𝑚
𝑠1 = 𝑡1 + 𝑐𝜌1
𝑠2 = 𝑡2 + 𝑐𝜌2
If 2𝑏𝑥+𝑏𝑓 ≤ 𝑧 < 2𝑏𝑥+𝑏𝑐+𝑏𝑓 abort

𝑧, 𝑠1, 𝑠2
𝑧𝐺1 + 𝑠1𝐻1

?= 𝐾1 + 𝑐𝐶1

𝑧𝐺2 + 𝑠2𝐻2
?= 𝐾2 + 𝑐𝐶2

2𝑏𝑥+𝑏𝑓 ≤ 𝑧 < 2𝑏𝑥+𝑏𝑐+𝑏𝑓
Output wRP ∶= 𝑚, 𝜌1 Output xRP ∶= 𝐶1

Figure 7: ΠPD,𝔾1 ,𝔾2 ∶ ℛEQ,𝔾1 ,𝔾2 → ℛRP.

point addition over P-256 is defined. Given non-identity points
𝑃1 = (𝑥1, 𝑦1) and 𝑃2 = (𝑥2, 𝑦2) s.t. 𝑃1 ≠ 𝑃2 and 𝑃1 ≠ −𝑃2, the
point 𝑃3 = 𝑃1 + 𝑃2 is computed as

𝑥3 = (𝑦2 − 𝑦1
𝑥2 − 𝑥1

)
2
− 𝑥1 − 𝑥2

𝑦3 = 𝑦2 − 𝑦1
𝑥2 − 𝑥1

(𝑥1 − 𝑥3) − 𝑦1
Setting 𝜏 = (𝑦2−𝑦1)(𝑥2−𝑥1)−1 we can express the above equations
as a simple R1CS system over the base field of T-256 defined by the
equations:

𝜏 (𝑥2 − 𝑥1) = 𝑦2 − 𝑦1
𝜏2 = 𝑥1 + 𝑥2 + 𝑥3

𝜏 (𝑥1 − 𝑥3) = 𝑦1 + 𝑦3
(3)

If these equations are satisfied and additionally 𝑥2 ≠ 𝑥112 then in-
deed 𝑃3 = (𝑥3, 𝑦3) = 𝑃1 + 𝑃2. This can be turned to a proof of
knowledge for ℛPA by having the prover send a Pedersen commit-
ment of the value 𝜏 and prove knowledge of openings for all com-
mitments that satisfy the above equations. We can express this as
a reduction of knowledge. In particular, let 𝐺𝑡 , 𝐻𝑡 ∈ 𝔾𝑡 , where 𝔾𝑡
is the group of T-256, be a pedersen commitment key and consider
the following relations:

ℛPD = { 𝑝𝑝 ∶= (𝐺𝑡 , 𝐺ℎ)
x ∶= 𝐶, w ∶= (𝑚, 𝜌) | 𝐶 = 𝑚𝐺𝑡 + 𝜌𝐻𝑡}

12This can also be expressed as the constraint (𝑥2 − 𝑥1)𝑟 = 1
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ℛMUL = {
𝑝𝑝 ∶= (𝐺𝑡 , 𝐺ℎ)
x ∶= (𝐶1, 𝐶2, 𝐶3)

w ∶= (𝑚1, 𝜌1, 𝑚2, 𝜌2, 𝜌3)
|

𝐶1 = 𝑚1𝐺𝑡 + 𝜌1𝐻𝑡
𝐶2 = 𝑚2𝐺𝑡 + 𝜌2𝐻𝑡

𝐶3 = 𝑚1𝑚2𝐺𝑡 + 𝜌3𝐻𝑡
}

ℛNZ = { 𝑝𝑝 ∶= (𝐺𝑡 , 𝐺ℎ)
x ∶= 𝐶, w ∶= (𝑚, 𝜌) | 𝐶 = 𝑚𝐺𝑡 + 𝜌𝐻𝑡

𝑚 ≠ 0 }
We also define the relation ℛPA∗ which is the same as ℛPA but

also (1) guarantees that 𝑃1 ≠ 𝑃2 and 𝑃1 ≠ −𝑃2 and (2) assumes
that 𝑃1, 𝑃2 ∈ 𝔾𝑡 . In our use-case the latter “promise” is guaranteed
to hold13.

ℛPA∗ = {
𝑝𝑝 = ck

x = (𝐶𝑖)3𝑖=1
w = (𝑃𝑖, 𝜌𝑖)3𝑖=1

|
(𝑝𝑝, x,w) ∈ ℛPA ∧

𝑃1 ≠ 𝑃2 ∧ 𝑃1 ≠ −𝑃2 ∨
𝑃1 ∉ 𝔾𝑝 ∨ 𝑃2 ∉ 𝔾𝑝

}

We can define a reduction of knowledge

ΠPA∗ ∶ ℛPA∗ → ℛ3
MUL × ℛPD × ℛNZ

where we denote ℛ3
MUL = ℛMUL ×ℛMUL ×ℛMUL. We present the

construction in Fig. 8.

𝒫 𝒱

w ∶= (
𝑥1, 𝑦1, 𝑥2, 𝑦2, 𝑥3, 𝑦3
𝜌𝑥,1, 𝜌𝑦,1, 𝜌𝑥,2,
𝜌𝑦,2, 𝜌𝑥,3, 𝜌𝑦,3

) x ∶= (
𝐶𝑥,1, 𝐶𝑦,1
𝐶𝑥,2, 𝐶𝑦,2
𝐶𝑥,3, 𝐶𝑦,3

)

𝜏 ∶= 𝑦2−𝑦1
𝑥2−𝑥1

𝜌𝜏 ← 𝔽𝑝 and 𝑅 ∶= 𝑟𝐾
𝐶𝜏 = 𝜏𝐺𝑡 + 𝜌𝜏𝐻𝑡

𝐶𝜏

w1 ∶= (
𝑦2 − 𝑦1, 𝜌𝑦,2 − 𝜌𝑦,1
𝑥2 − 𝑥1, 𝜌𝑥,2 − 𝜌𝑥,1

𝜏 , 𝜌𝜏
) x1 ∶= (

𝐶𝑦,2 − 𝐶𝑦,1,
𝐶𝑥,2 − 𝐶𝑥,1,

𝐶𝜏
)

w2 ∶=
⎛
⎜⎜
⎝

𝜏 , 𝜌𝜏
𝜏 , 𝜌𝜏

𝑥1 + 𝑥2 + 𝑥3,
𝜌1 + 𝜌2 + 𝜌3

⎞
⎟⎟
⎠

x2 ∶= ( 𝐶𝜏 , 𝐶𝜏
𝐶𝑥,1 + 𝐶𝑥,2 + 𝐶𝑥,3

)

w3 ∶= (
𝜏 , 𝜌𝜏

𝑥1 − 𝑥3, 𝜌𝑥,1 − 𝜌𝑥,1
𝑦1 − 𝑦3, 𝜌𝑦,1 − 𝜌𝑦,1

) x3 ∶= (
𝐶𝜏

𝐶𝑥,1 − 𝐶𝑥,3
𝐶𝑦,1 − 𝐶𝑦,3

)

wPD ∶= (𝑦1, 𝜌𝑦,1) xPD ∶= (𝐶𝑦,1)
wNZ ∶= (𝑥2 − 𝑥1, 𝜌𝑥,2 − 𝜌𝑥,1) xNZ ∶= (𝐶𝑥,2 − 𝐶𝑥,1)
w = (w1,w2,w3,wPD,wNZ) x = (x1, x2, x3, xPD, xNZ)

Figure 8: ΠPA∗ ∶ ℛPA∗ → ℛ3
MUL × ℛPD × ℛNZ.

TheoRem D.1. The protocol ΠPA∗ described in Fig. 8 is a public-
coin HVZK reduction of knowledge ΠPA∗ ∶ ℛPA∗ → ℛ3

MUL ×ℛPD ×
ℛNZ.

PRoof. (sketch) Completeness and public reducibility follow by
construction. HVZK holds since the only message communicated
13In ΠΣ the points correspond to the public key 𝑄 and a public point 𝛼𝔾𝑝 committed
by the verifier as well.

is the commitment 𝐶𝜏 which is perfectly simulatable. For knowl-
edge soundness, assume we have a valid witness for the composed
reduced statement. We consider two cases: (1) there exists a com-
mitment for which the witness contains two different openings
for it and (2) all the openings are “consistent”, i.e. there exists one
unique opening for each commitment. In the latter case, if the
openings 𝑃1, 𝑃2 correspond to elements of 𝔾𝑝 , a straightforward
calculation shows that the equations in Eq. 3 are satisfied by the
witness, which implies that indeed 𝐶3,𝑥 , 𝐶3,𝑦 opens to (𝑥3, 𝑦3) =
𝑃3 = 𝑃1 + 𝑃2. Furthermore, the proof for ℛNZ guarantees that
the 𝑥-coordinate of the points 𝑃1 and 𝑃2 are different, therefore
𝑃1 ≠ 𝑃2 and 𝑃1 ≠ −𝑃2. The first case can only happen with neg-
ligible probability due to the binding property of the commitment
scheme. □

The target relation can then be proven using standard techniques,
in particular, simple Schnorr type proofs of knowledge (see for ex-
ample [49]).We note that the statement can be proven by executing
the protocols in parallel14, i.e. use the same challenge for all which
results in a Schnorr-type proof. We denote the resulting protocol
ΣPA∗ ,𝒞 where 𝒞 denotes the challenge space.

E RoK for EC Scalar Multiplication
In this section we recall the construction of [17, 23] that we use
to implement the RoK ΠSM ∶ ℛSM → ℛ⊤. We slightly modify
the construction –which considered commitments to the scalar as
well– to imporve its efficiency. The relation we want to prove is

ℛSM = {
𝑝𝑝 = ck
x = (𝐶, 𝐾)
w = (𝑍 , 𝜌, 𝑧)

| 𝐶 = G̃CS.Comck(𝑍 ; 𝜌) ∧
𝑍 = 𝑧𝐾 }

and we consider the case where we use the Pedersen commitment
over T-256 as the commitment scheme G̃CS. To prove the relation
the prover samples a random statement in the relation and the
“combined” statement and reveals one depending on a challenge
bit of the verifier. To prove correctness of the combined statement
shared with the verifier, it invokes ΣSM∗ ,{0,1} in parallel. We de-
scribe the protocol in Fig. 9.

TheoRem E.1. The protocol ΠSM∗ described in Fig. 9 is a public-
coin HVZK reduction of knowledgeΠSM ∶ ℛSM → ℛ⊤.The notation
𝔽𝑞 refers to the scalar field of P-256.

PRoof. Completeness and public reducibility follow by construc-
tion. We next focus on the HVZK and knowledge soundness.

HVZK. We describe a simulator that produces transcripts that are
statistically close to an actual protocol execution15. The simulator
first samples the random bit 𝑏. We consider two cases:

𝑏 = 0: it samples 𝛼 ← 𝔽𝑞 ∖ {0} and computes:

𝐶′ = G̃CS.Com(ck, 𝛼𝐾; 𝜏 )
and a random commitment 𝐶″ (in the case of Pedersen over
T-256 this corresponds to two random field elements). It in-
vokes the 𝜎PA∗ ,{0,1} to create a simulated transcript for the

14Note that is different than parallel composition of RoKs as defined in Def.A.1
15As noted in [17] the protocol achieves statistical (and not perfect) HVZK since the
message 𝜔 is sampled from 𝔽𝑞 ∖ {0, 𝑧, 2𝑧} instead of 𝔽𝑞 .
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𝒫 𝒱
w ∶= (𝑍 , 𝑧, 𝜌) x ∶= (𝐶, 𝐾)

𝜔 ← 𝔽𝑞 ∖ {0, 𝑧, 2𝑧}
𝑍 ′ ∶= 𝜔𝑍
𝑍″ ∶= (𝜔 − 𝑧)𝑍
𝐶′ = G̃CS.Com(ck, 𝑍 ′; 𝜌′)
𝐶″ = G̃CS.Com(ck, 𝑍″; 𝜌″)
xPA = (𝐶, 𝐶″, 𝐶′)
wPA = (𝑍 , 𝜌, 𝑍″, 𝜌″, 𝑍 ′, 𝜌′)
Compute 𝑚1

𝐶′, 𝐶″, 𝑚1
𝑏 ← {0, 1}

Compute 𝑚2
If 𝑏 = 0: (𝛼 = 𝑧′, 𝜏 = 𝜌′)
If 𝑏 = 1: (𝑎 = 𝑧″, 𝜏 = 𝜌″)

𝛼, 𝜏 , 𝑚2
Verify ΣPA∗ ,{0,1}
If 𝑏 = 0:
𝐶′ ?= G̃CS.Com(𝛼𝐾; 𝜏 )

If 𝑏 = 1:
𝐶″ ?= G̃CS.Com(𝛼𝐾; 𝜏 )

Figure 9: ΠSM ∶ ℛSM → ℛ⊤. In the above, 𝑚1, 𝑚2 denote the
first and second prover message in an execution of ΣPA∗ ,{0,1}.

case of 𝑏 = 0. Finally, it sets:
tr ∶= (𝐶′, 𝐶″, 𝑚1, 𝑏, 𝛼, 𝜏 , 𝑚2)

𝑏 = 1: it samples 𝛼 ← 𝔽𝑞 ∖ {0} and computes:

𝐶″ = G̃CS.Com(ck, 𝛼𝐾; 𝜏 )
and a random commitment 𝐶′ (in the case of Pedersen over
T-256 this corresponds to two random field elements). It in-
vokes the 𝜎PA∗ ,{0,1} to create a simulated transcript for the
case of 𝑏 = 0. Finally, it sets:

tr ∶= (𝐶′, 𝐶″, 𝑚1, 𝑏, 𝛼, 𝜏 , 𝑚2)
In both cases, the transcript corresponds to uniformly distributed
elements conditioned on the verifier accepting. This is the same as
in the real execution except that in that case the value 𝜔 is sampled
from a 𝔽∖{𝑧, 2𝑧}16 and therefore the statistical distance of the real
and the simulated transcript is 2

|𝔽𝑝 |−1
.

Knowledge Soundness.We rely on Lemma A.3 which in this case re-
duces our problem to proving special soundness. Assume we have

16Note that this assumes some a priori knowledge about the statement. If the commit-
ment to 𝑍 is simply a uniformly distributed element, no information is leaked.

two accepting transcripts with for 𝑏 = 0 and 𝑏 = 1 with the same
first message. Let

tr0 = (𝐶′, 𝐶″, 𝑚1, 0, 𝛼0, 𝜏0, 𝑚2,0)
tr1 = (𝐶′, 𝐶″, 𝑚1, 1, 𝛼1, 𝜏1, 𝑚2,1)

Since the ΣPA∗ ,{0,1} verifier accepts in both cases, we can extract
openings for xPA∗ = (𝐶, 𝐶″, 𝐶′) by using the transcripts

trPA∗ ,0 = (𝑚1, 0, 𝑚2,0)
trPA∗ ,1 = (𝑚1, 1, 𝑚2,1)

Let 𝑍, 𝑍 ′, 𝑍″ be the openings of the commitments and note that
they satisfy 𝑍 +𝑍″ = 𝑍 ′. By the second verification test, we have
that

𝐶′ = G̃CS.Com(𝛼0𝐾; 𝜏0), 𝐶″ = G̃CS.Com(𝛼1𝐾; 𝜏1),
We claim that the discrete logarithm of 𝑍 w.r.t. 𝐾 is 𝛼0 −𝛼1 except
with negligible probability. Indeed, we consider two cases:

(1) If 𝑍 ′ ≠ 𝛼0𝐾 or 𝑍″ ≠ 𝛼1𝐾 we have two openings for either
𝑍 ′ or 𝑍″ and we break the binding property of G̃CS.

(2) If 𝑍 ′ = 𝛼0𝐾 and 𝑍″ = 𝛼1𝐾 then

𝑍 = 𝑍 ′ − 𝑍″ = 𝛼0𝐾 − 𝛼1𝐾 = (𝛼0 + 𝛼1)𝐾
and therefore 𝑧 = 𝛼0−𝛼1 is the discrete logarithm of 𝑍 w.r.t
𝐾 .

□

F Alternative Constructions and Extensions
We next describe two alternative potential approaches to ECDSA
proofs-of-possession with different features. The first one allows
efficient precomputation of proofs and the second aims at privacy
against subverted secure elements as defined in [26].

Blinding the public key and precomputation of PoPs. Desmoulins
et al. [18] propose an alternative approach for doing ECDSA based
proofs-of-possession in the keyed-verification anonymous creden-
tial setting. Their construction relies on getting an ECDSA signa-
ture under a randomized public key by only accessing the secure
element in a black-box way. Intuitively, consider the ECDSA veri-
fication equation17,18

𝑧𝐾 = H(n, 𝑄)𝐹(𝐾)−1𝔾𝑝 + 𝑄
and multiply both sides by a random 𝑟 ← 𝔽𝑞 uniformly sampled
from the P-256 scalar field:

𝑟𝑧𝐾 = 𝑟(H(n, 𝑄)𝐹(𝐾)−1𝔾𝑝 + 𝑄) = 𝑟H(n, 𝑄)𝐹(𝐾)−1𝔾𝑝 + 𝑟𝑄
The pair (𝐾, 𝑟𝑧) is almost a valid ECDSA signature of n under the
public key 𝑄𝐵 = 𝑟𝑄. The issue is that (1) the digest contains 𝑄 in-
stead of𝑄𝐵 and (2) the scalar of𝔾𝑝 also contains 𝑟 . One can address
these by non-standard use of the black box: we can query for a (pre-
hashed) signature on the message h = 𝑟−1H(n, 𝑄𝐵). The SE will

17We present their approach from the lens of the alternative ECDSA verification algo-
rithm presented in Sec. 2.1.
18As noted in [18], to achieve proof-of-possession with this technique, the public key
must be included in the digest to prevent related key attacks [10]. Indeed, if it is not
included, a malicious user can trivially create many such proofs with only a single
query to the SE. We emphasize that this is not an issue in our previous constructions.
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then replywith two values (𝐾, 𝑧) that satisfy 𝑧𝐾 = h𝐹(𝐾, 𝑄𝐵)−1𝔾𝑝+
𝑄; multiplying both sides by 𝑟 we get:

(𝑟𝑧)𝐾 = 𝑟𝑟−1H(n, 𝑄𝐵)𝐹 (𝐾)−1𝔾𝑝 + 𝑟𝑄
= H(n, 𝑄𝐵)𝐹 (𝐾)−1𝔾𝑝 + 𝑟𝑄
= H(n, 𝑄𝐵)𝐹 (𝐾)−1𝔾𝑝 + 𝑄𝐵

Now (𝑧𝐵 , 𝐾) is a valid ECDSA signature on n under 𝑄𝐵 , where
𝑧𝐵 = 𝑟𝑧 and 𝑄𝐵 = 𝑟𝑄. To turn this into a proof-of-possession, the
user can share the randomized signature – which can be verified
in the clear – and a proof of knowledge of 𝑟 s.t. 𝑄𝐵 = 𝑟𝑄 where the
device public key 𝑄 is committed.The latter guarantees that the re-
randomized signature is not produced with a fresh key, but rather
depends on the attested device public key 𝑄, whose corresponding
secret key is only known to the SE. Since the blinded public key
𝑄𝐵 is random and it does not leak information about the device
public key 𝑄. Formally, the user and verifier should engage in a
reduction-of-knowledge for the relation:

ℛre-rand = { x ∶= (𝐶𝑄 , 𝑄𝐵)
w ∶= (𝜌𝑄 , 𝑄, 𝑟) | 𝐶𝑄 = GCS.Comck(𝑄; 𝜌𝑄) ∧

𝑟𝑄 = 𝑄𝐵
}

Noting that the proven predicate is equivalent to 𝑟−1𝑄𝐵 = 𝑄, the
above relation is a subset of ℛC-DLOG and therefore the techniques
described in the previous sections can be applied to prove it.

This alternative approach does not come with significant effi-
ciency improvements. While it saves a point addition, the domi-
nant cost is the scalar multiplication: the circuit-based implementa-
tions essentially rely on variants of the double-and-add algorithm,
which involve roughly𝒪(𝜆) point additions. Similarly, the Schnorr-
type proof approach also needs to prove 𝒪(𝜆) point additions as
part of the scalar multiplication proof.

That said, this approach has the advantage that it admits pre-
computation. A user can sample various re-randomized public keys
and pre-compute the proofs for ℛre-rand, which do not depend on
the nonce or any other value produced during the presentation.
Later, when making a presentation, it can query the SE for a sig-
nature on the nonce using one of the randomized public keys and
present the signature along with the pre-computed proof. While
the constructions of the previous sections don’t have a prohibitive
proving time, it is worthwhile exploring different proving mech-
anisms that minimize the proof size at the cost of a more costly
prover. The more costly prover can be countered via the offline
precomputation.

Themain drawback of this approach is that it is unclear whether
SEs will support “raw” (i.e. without hashing) ECDSA19. We also
note that the proposed mechanism for proof-of-possession using
this technique is more involved since (1) it does not simply pro-
duce a proof-of-knowledge of a signature and (2) precomputation
might come with additional complications, for example the Fiat-
Shamir challenges are not tight to the specific presentation since
the proofs are produced in advance. We believe that a more thor-
ough analysis is necessary both to assess the potential efficiency
advantages and to get more confidence in the security of the ap-
proach, for example by analyzing it in the model of [26]. We defer
such analysis to future work.

19While android supports it, it is marked as deprecated and it will be removed [8].

A PoP secure against subverted secure elements. All previous con-
structions rely on revealing part of the signature (the value 𝐾 ) as
part of the proof-of-possession. While this does not harm privacy
when the secure element is honest, it can fully break unlinkability
when it is subverted. For example, it could sample the 𝑘 value of
the ECDSA signature not uniformly, but rather from a distribution
known to an adversary who could exploit this to link “unlinkable”
presentations.

A solution to this is to simply not reveal𝐾 and increase the com-
plexity of the proven circuit. Concretely, we can define a relation
capturing knowledge of an ECDSA signature as

ℛECDSA = { x ∶= (𝐶𝑄 , 𝐶𝐾 , n)
w ∶= (𝜌𝑄 , 𝑄, 𝜌𝐾 , 𝐾 , 𝑧) |

𝐶𝑄 = GCS.Comck(𝑄; 𝜌𝑄) ∧
𝐶𝐾 = GCS.Comck(𝐾; 𝜌𝐾 ) ∧
𝑧𝐾 = H(n)𝐹 (𝐾)−1𝐺𝑝 + 𝑄

}

Note that the nonce value n is public.Therefore, a circuit for assert-
ing the predicate 𝑧𝐾 = H(n)𝐹 (𝐾)−1𝐺𝑝 + 𝑄 is dominated by two
(full) scalar multiplications over P-256. Indeed, the remaining oper-
ations are the evaluation of the conversion function 𝐹 and a point
addition. Importantly, no hash computation needs to be proven. It
is unclear, however, how to apply the concrete improvements of
the CSchnorr protocol in this case, since they inherently rely on
the generator 𝐾 being public.

While one could extend the circuits both in the foreign-field and
in the native-field cases to handle this more complex circuit in a
straightforward manner, the prover efficiency is expected to in-
crease significantly; first, the optimizations we introduced are no
longer applicable and second, two scalar multiplications need to
be proven. An interesting open problem is to (1) batch-prove the
two scalar multiplications and (2) adapt the committed Schnorr or
find new techniques to minimize the circuit complexity in the case
where also the base is committed.
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