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Abstract. The European Digital Identity Wallet (EUDI Wallet) is cur-
rently adopting ECDSA-based signed credentials as part of its core archi-
tecture, which raised concerns that such designs inherently lack plausible
deniability compared to authenticated-channel approaches such as the
German electronic identity card. This paper revisits this perceived trade-
off and argues that it is not a property of signature schemes themselves,
but of the credential presentation protocol. We show that standard cryp-
tographic techniques — specifically lightweight OR~proofs over the native
ECDSA verification equation — can be used to transform signed creden-
tial presentations into non-transferable, verifier-bound transcripts. Our
contribution is not a new cryptographic primitive, but a careful instan-
tiation of well-established techniques within the EUDI context, showing
that deniability can be added to signed credentials while preserving their
deployment advantages.

1 Introduction

The European Digital Identity Wallet (EUDI-Wallet) is a major ongoing deploy-
ment of a digital identity infrastructure in the European Union. By the end of
2026, every EU Member State is required to provide at least one EUDI Wallet
to its citizens for storing and presenting identity documents, attribute attesta-
tions, and other credentials [I6]. The technical architecture is currently being
finalised, with the Architecture and Reference Framework [14] serving as the de
facto standard for implementations across Member States.

A central design decision concerns how the authenticity and integrity of pre-
sented identity data is guaranteed. Two fundamentally different approaches have
been discussed (in Germany): authenticated channels and signed credentials. In
the authenticated-channel approach — the mechanism underlying the German
electronic identity card (Personalausweis) [6J5] — a trusted chip on the user’s de-
vice runs an interactive protocol with the verifier that establishes a shared sym-
metric session key and authenticates the chip’s possession of an issuer-certified
key; the attributes are then transmitted over the resulting authenticated chan-
nel. In the signed-credentials approach, the issuer produces a publicly verifiable
signature over the user’s attributes that the wallet stores and forwards to a
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verifier at presentation time, with no issuer interaction needed at presentation.
In October 2024, Germany settled this debate for its national EUDI-Wallet by
deciding in favour of signed credentials, specifically ECDSA-signed SD-JWT
credentials [7]. The decision drew criticism from consumer and data protec-
tions organisations [27IT3I28[12], who argue that signed credentials lack a privacy
property that the authenticated-channel design of the elD provides: plausible de-
niability, the property that a verifier (also referred to as Relying Party) cannot
prove to a third party that a particular credential presentation took place. In the
authenticated-channel architecture, the symmetric session key shared between
chip and verifier means the verifier could itself have produced any authentica-
tion tag, so the transcript carries no transferable conviction. A persistent issuer
signature has no such property: anyone in possession of the signed presentation
can independently verify the issuer’s endorsement, and the resulting transcripts
therefore become attractive targets for data theft and unauthorised trading [27].

This framing is misleading though: The absence of deniability is not an in-
herent property of signature-based credentials, but a property of how they are
presented. In particular, well understood cryptographic techniques allow trans-
forming publicly verifiable signatures into designated-verifier forms at presenta-
tion time, ensuring that transcripts remain convincing to the intended verifier
but are non-transferable to third parties.

Designated Verifier Signatures. These techniques are known as Universal Des-
ignated Verifier Signatures (UDVS), introduced by Steinfeld et al. [25] as a
generalisation of the designated verifier signatures of Jakobsson, Sako, and Im-
pagliazzo [20]. Here the verifier holds its own key pair. Using only the verifier’s
public key, the holder of a valid standard signature can transform it at presen-
tation time into a designated-verifier signature. Such a signature convinces the
intended verifier but is non-transferable to anyone else, since the verifier could
have produced an indistinguishable one itself using its secret key.

One generic recipe for turning a standard signature into a UDVS uses a X-
protocol OR-proof in the style of Cramer, Damgérd, and Schoenmakers (CDS) [10]:
the holder proves, in zero knowledge, knowledge of either a valid signature or the
verifier’s secret key. Since the verifier knows their own key, they could have pro-
duced the proof themselves. Tso et al. [26] showed nearly two decades ago that
this recipe is instantiable for ECDSA using the sequential OR-proof technique
of Abe, Ohkubo, and Suzuki (AOS) [I]. Interestingly, the construction of Tso et
al. has received little follow-up (4 citations according to Google Scholar), pos-
sibly for lack of a concrete deployment demanding it. The EUDI-Wallet debate
provides such an application, and our contribution is to restate the construction
in a slightly simplified form and place it in this context.

Our Contributions. This paper revisits the authenticated channel vs. signed
data framing as a question about the deniability of presentations. We show that
deniability is achievable for ECDSA-signed credentials as they are currently used
in the EUDI-Wallet, without changing the signature scheme, the credential for-
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mat, or the issuer-side PKI. Our contribution is not a new cryptographic prim-
itive. Rather, we demonstrate that well-established techniques — largely absent
from the current policy discussion — provide a practical path to reconcile signed
credentials with potential deniability demands in the EUDI context. This yields
a stronger privacy property than naive signed presentations, while preserving
the deployment advantages of the signed-data approach. Concretely, the paper
makes the following contributions.

Reuvisiting the authenticated channel vs. signed data debate. We argue that the
perceived trade-off between authenticated channels and signed credentials is not
intrinsic to the choice of cryptographic primitive, but a property of how that
primitive is exposed in the presentation protocol. Whether a deployment exposes
the raw issuer signature or wraps it in a designated form is a design choice. We
use this lens to discuss the suitability of designated verifier techniques, the rela-
tion to full-fledged zero-knowledge presentations (anonymous credentials), where
deniability is an orthogonal rather than a free property, and discuss the limi-
tations of cryptographic deniability against operational data-retention practices
and broader real-world threat models.

ECDSA-compatible deniable presentations. We present a simple UDVS construc-
tion for ECDSA signatures based on a classic OR-proof over the native verifi-
cation equation. Our construction is based on the observation that the ECDSA
verification equation itself directly induces a discrete-logarithm relation suitable
for use in an OR-proof. For a signature o = (r, s) on a message m under public
key Qs, verification reduces to computing R = s~1(H(m) G+r Q) and checking
r =z mod q. Writing G := H(m) G+r Q,, a valid signature satisfies R = s 71 G
— a textbook Schnorr relation over base G. We compose a Schnorr proof of knowl-
edge of s~! with a Schnorr proof of knowledge of the verifier’s secret key via the
parallel CDS OR-technique [I0], yielding a secure and lightweight UDVS scheme
for ECDSA signaturs. The construction is conceptually simpler than the AOS-
based variant of [26], albeit generates slightly larger presentations. As the goal
of our work is to convey the concept of deniability in the context of the EUDI
wallet, we opted for the simpler construction, but also re-state the scheme by
Tso et al. for completeness.

We show that our simple UDVS scheme produces a designated-verifier signa-
ture whose unconditional non-transferability follows by a straightforward sim-
ulator argument, and unforgeability follows from security of ECDSA and the
DL assumption. Interestingly, the single-show setting already assumed in cur-
rent EUDI deployments, where every credential is used only a single time for the
purpose of Relying Party unlinkability, yields the implicit assumptions made in
the UDVS security model. We also identify multi-show deniable presentation of
a single ECDSA credential as an interesting open problem.

Outline. Section [2] discusses the authenticated-channel vs. signed-data debate,
formalises what plausible deniability requires, and clarifies its limitations. Sec-
tion [3] introduces the needed building blocks, in particular the UDVS syntax
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and security properties. Section [4] presents the ECDSA-based construction, its
security analysis and discussion how it fits within the EUDI Wallet context.

2 Authenticated Channels, Signed Credentials, and
Deniability

We start by revisiting the authenticated channel vs. signed data debate. We then
define the deniability property at stake and describe the known cryptographic
techniques for digital signatures. Finally, we clarify the relation to anonymous
credentials, and discuss the limitations of cryptographic deniability.

2.1 The Authenticated Channel Approach (German eID)

The authenticated channel approach is the established mechanism of the German
electronic identity card (Personalausweis) with eID functionality, specified in the
BSI Technical Guideline TR-03110 [6/5]. The eID chip is provisioned at issuance
with the citizen’s attributes and a static, certified chip authentication key pair.
At presentation, the chip and the Relying Party authenticate each other in an
interactive session and derive a shared ephemeral symmetric session key; the
chip’s authenticity is thereby established implicitly, as only a chip holding the
genuine private key can derive the correct key. The attributes are then read out
over the resulting channel, each message authenticated by an HMAC under the
shared key [6], giving the Relying Party both the attributes and assurance that
they originate from a genuine, issuer-certified chip.

The combination — symmetric authentication established via ephemeral key
agreement — is what gives the German elD its plausible deniability: Because the
session key is symmetric, the Relying Party could itself compute any of the MAC
tags it receives, so a third party given the transcript cannot tell a tag generated
inside the chip from one fabricated by the Relying Party after the fact.

In the classic elD, this is a two-party interaction between chip and Rely-
ing Party, with no issuer involvement once the chip is provisioned. Adapting
this approach to the more open EUDI-Wallet ecosystem, however, appears more
challenging. Three variants have been considered [8], two of which have the PID
Provider create the credential on demand at presentation, requiring an online
issuer that participates in every presentation. The third provisions the creden-
tial into a secure element on the user’s smartphone, recovering offline, issuer-free
presentation, though this comes with its own challenges around securing such
an approach at scale.

2.2 The Signed Data Approach

The signed-data approach pursued by the EUDI-Wallet [14] takes a different
route: at issuance, the issuer produces a publicly verifiable ECDSA signature
over (a salted-hash commitment of) the user’s attributes, which the wallet stores
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and forwards to a Relying Party at presentation time. Verification reduces to
checking the issuer’s signature against its certified public key.

A core advantage of the signed approach is that it decouples issuance from
presentation: the issuer signs the credential once, and the wallet can subsequently
present it offline, as a two-party interaction with the Relying Party, without the
per-presentation issuer involvement that two of the three EUDI authenticated-
channel variants require. The signed approach is also, however, the source of
the deniability concern. The ECDSA signature is a persistent, publicly verifiable
object: anyone in possession of it can independently verify the issuer’s endorse-
ment, without further interaction with either the issuer or the holder. A Relying
Party, or an attacker who compromises its systems, could therefore prove to
arbitrary third parties that authentic identity data was obtained, raising the
concern that the resulting transcripts would become attractive targets for data
theft and unauthorised trading [27]. This lack of plausible deniability is a central
concern raised against the signed data approach.

2.3 Cryptographic Approaches to Deniability

Contrary to what the policy debate may suggest, the tension between signature-
based authenticity and plausible deniability is neither new nor unsolved. To
see why, recall what deniability formally requires. A credential presentation is
deniable if there exists an efficient algorithm — a simulator — that the verifier
itself can run, using its own secret key, to produce transcripts indistinguishable
from genuine ones. If the verifier can produce the entire transcript on its own, no
third party can tell whether a given transcript arose from a real interaction with
the holder or was simply fabricated by the verifier; the transcript thus carries no
transferable conviction. We refer to this property interchangeably as deniability
or non-transferability.

This is exactly the guarantee the authenticated channel of the German eID
provides: the symmetric session key known to the verifier is the secret that
enables simulation and any transcript it could authenticate, the verifier could
equally have produced alone. The same guarantee, however, is also achievable
when the underlying authentication is a publicly verifiable signature, through
designated verifier signatures (DVS), introduced by Jakobsson, Sako, and Im-
pagliazzo [20], and their non-interactive generalisation, Universal Designated
Verifier Signatures (UDVS) [25]. A UDVS lets the holder of a valid standard
signature transform it, using only the verifier’s public key, into a DV-signature
that convinces the intended verifier but is non-transferable: the verifier’s own se-
cret key lets it simulate indistinguishable DV-signatures. This decouples issuance
from presentation — the issuer signs once, and the holder presents deniably to any
verifier without further issuer involvement [3] — so the choice of signed credentials
over authenticated channels does not, in itself, preclude deniability.

One generic recipe [I0] turns a standard signature into a UDVS via a X-
protocol OR-proof: the holder proves, in zero knowledge, knowledge of either a
valid signature or the verifier’s secret key. Since the verifier knows their own
key, they could have produced the proof themselves — exactly the simulability
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that yields non-transferability. Tso et al. [26] instantiated this recipe for ECDSA
already in 2007, but the construction has attracted hardly any follow-up. We
revisit and simplify it in Section [

2.4 Relation to Anonymous Credentials

A parallel line of work seeks to add privacy to ECDSA-signed credentials via
general-purpose zero-knowledge proofs of signature knowledge, with the Longfel-
low construction [I8] as the most prominent example, alongside the BBS-based
agenda for the EUDI-Wallet [212]. Such anonymous credential constructions
provide selective disclosure and multi-show unlinkability across presentations —
even when the issuer is corrupt. These solutions are particularly valuable in the
minimal-disclosure regime, e.g., proving age-over-18 from a full identity creden-
tial. Current endeavors to integrate anonymous credentials are orthogonal to the
deniability property pursued in this work: a zero-knowledge proof of knowledge
of an issuer signature is convincing to its verifier and — in its standard non-
interactive instantiation — transferable to third parties. Deniability is therefore
an additional property that must be built on top of an anonymous credential
— typically through the same designated-verifier techniques we apply here. Fur-
ther, there are two main aspects in which anonymous credentials and deniable
signature techniques (on top of standard signatures) differ:

Deployment complexity. Real-world deployment of anonymous credentials within
the EUDI framework remains an active engineering effort. Anonymous creden-
tials either require a non-standard signature scheme such as BBS (in which case
the zero-knowledge proof is a simple Schnorr proof), or a highly complex circuit-
based zero-knowledge proof (in which case issuers can continue to use ECDSA).
In contrast, the technique needed to add deniability is just a simple Schnorr
proof [19] on top of a standard ECDSA signature.

Minimal vs. maximal disclosure. More fundamentally, anonymous credentials
and deniability target different use cases. Anonymous credentials address the
minimal-disclosure regime, in which the wallet reveals as little as possible. The
deniability concern raised in [27], by contrast, is most acute in the mazimal-
disclosure regime — opening a bank account, hotel check-in, or KYC procedures
— where the wallet necessarily reveals most or all of a credential’s attributes.
In such transactions, anonymous credential techniques offer little protection:
there are no attributes left to hide. The privacy concern is no longer what is
revealed, but to whom, and whether the disclosed information can subsequently
be transferred, sold, or compelled out of the verifier’s records. This is precisely
the regime in which plausible deniability matters most, and in which a deni-
able ECDSA presentation — preserving the wallet’s existing credential format
and signature primitive — is the right tool. The constructions presented here
are therefore neither a substitute for nor a competitor of ZK-based anonymous
credentials; they address an orthogonal threat model with strictly lighter cryp-
tographic machinery.
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2.5 Limitations of Deniability

Cryptographic deniability is a structural property of the presentation transcript,
not a guarantee about the wider system in which that transcript is generated,
stored, and interpreted. Two limitations, in particular, sit outside what any
cryptographic construction can deliver, and frame what our result — and the
deniability debate more broadly — actually achieve.

Operational data lifecycles in requlated sectors. The deniability property reasons
about what a Relying Party can prove on the basis of the cryptographic tran-
script. In several use cases motivating the debate — notably banking and other
KYC-regulated sectors — the cryptographic transcript is not the long-term form
in which the disclosed attributes are retained. Anti-money-laundering regula-
tion (in the EU, the AMLD [I5]) requires regulated entities to retain verification
evidence for several years, but is silent on its cryptographic form. In practice,
identity attributes are typically extracted from the cryptographic envelope at
verification time and committed to the institution’s internal customer database
under the institution’s own data-integrity controls. A Relying Party that wishes
to convince a third party of a past presentation can therefore rely on its own
internally authenticated records — whose evidentiary value derives from the in-
stitution’s auditing regime rather than from the cryptographic transcript.

This narrows the threat model rather than undermining the case for denia-
bility. Cryptographic deniability protects against the case in which the original
presentation transcript leaks or is sold beyond the verifier’s institutional perime-
ter. It does not protect against an institution that explicitly chooses, in line with
its retention obligations, to authenticate the attributes internally; nor against
settings in which contextual evidence alone already suffices to convince a data
thief or data broker of the attributes’ authenticity.

Cryptographic deniability vs. real-world deniability. A second, deeper limitation
concerns the gap between deniability as a cryptographic notion and deniability
as a property that holds up in legal, social, and adversarial real-world settings.
Reitinger et al. [24] and Yadav et al. [29] find, through survey and case-study evi-
dence, that simple denials of message authorship are not, on their own, persuasive
to lay observers or courts. Collins et al. [9] formalise the gap in a model of real-
world deniability that incorporates the wider system context (server logs, device
state, account metadata) and show that systems with strong cryptographic de-
niability claims — Signal and DKIM-protected email — fail to provide deniability
under their model; in their analysis of 140 Swiss court cases involving WhatsApp
transcripts, judges consistently accept such evidence even when disputed, and
deniability is not mentioned or considered in any case. The lesson is that the
property our construction delivers is necessary but not sufficient for the practi-
cal privacy outcome motivating the debate. A Relying Party with logs of which
wallet authenticated when, or trusted to store only verified data, can corrobo-
rate a disclosed-attribute claim against a third party even when the underlying
signature is deniable. The cryptographic property is a structural prerequisite:
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without it, the transcript itself constitutes transferable evidence that no oper-
ational mitigation can retroactively remove. But it must be complemented by
operational and architectural choices to translate into deniability in the sense
the policy debate cares about, and whether such measures can fully close the gap
between cryptographic and real-world deniability remains an open question.

3 Preliminaries

This section recalls the two cryptographic primitives that the construction in
Section [4] composes: the ECDSA signature scheme, which is the used signature
primitive for the EUDI-Wallet, and the Universal Designated Verifier Signature
(UDVS), which is the abstract object our construction realises.

3.1 ECDSA Signatures

Definition 1 (ECDSA). Let E be an elliptic curve, G be a generator of a
cyclic subgroup of prime order q, and H : {0,1}* — Z, a hash function. ECDSA
1s the signature scheme defined by the following algorithms.

Setup(11): Generates curve parameters (E,G,q) for security parameter X and
fizes H. Outputs pp := (F,G,q,H).

KeyGen(pp): Samples sk & Zy, sets pk := sk - G, and outputs (sk, pk).

Sign(sk, m): Samples a per-signature randomness k & Zy, computes R = kG
and r := xg mod q, then s :== k=Y (H(m) +r - sk) mod q. (If r =0 or s =0,
the signer restarts with fresh k.) Outputs o := (r, s).

Verify(pk,m,c): On input o = (r,s), rejects unless 1 < r,;s < ¢ — 1. Otherwise
computes R := s~} (H(m) G+r- pk) and accepts iff r = xg mod q.

Remark. For the construction in Section [ it is useful to rewrite verification in
the form R = s7'G, where G := H(m) G +7 - pk. A valid ECDSA signature thus
exhibits a discrete-logarithm relation between two publicly computable points
R and G, with the multiplicative inverse s~! as witness. This is the algebraic
structure we exploit.

3.2 Universal Designated Verifier Signatures (UDVS)

A UDVS scheme involves three parties: a signer S, who issues an ordinary pub-
licly verifiable signature; a holder H, who receives this signature from S and
later designates it; and a designated verifier V', to whom the holder presents the
signature in a non-transferable form. The signer is uninvolved at presentation
time; the holder uses only the verifier’s public key to designate. The role assign-
ment maps onto the EUDI-Wallet as follows: S is the credential issuer, H is the
wallet, and V' is the Relying Party.

Definition 2 (Universal Designated Verifier Signatures (UDVS)). A
UDVS scheme consists of the following PPT algorithms.
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Setup(1*): outputs public parameters pp shared by all parties.

SKeyGen(pp): generates the signer’s key pair (pkg,sks). In the EUDI setting
this is the issuer’s key pair.

VKeyGen(pp): generates the designated verifier’s key pair (pky,, sky ). The holder
will need only pky, at presentation time; sky enables the verifier’s simulation
capability that underlies non-transferability.

PSign(sks, m): produces an ordinary publicly verifiable signature o on m.

PVerify(pkg, m,0): verifies an ordinary signature against the signer’s public key;
outputs b € {0,1}.

DSign(pkg, pky,,m,0): is the holder’s presentation algorithm. It transforms the
ordinary signature o into a designated verifier signature (DV) & for verifier
pky . The output convinces V' but is non-transferable to any third party.

Sim(pkg, sky,m): is the simulator that uses the verifier’s secret key to produce a
designated verifier signature on m without an underlying ordinary signature.
Its existence is what makes & non-transferable: any transcript could have been
produced by V alone.

DVerify(pkg, pky-, m, 0): wverifies a designated verifier signature; outputs b € {0,1}.

Correctness requires that for all honestly generated keys and all messages m:

PVerify(pkg, m, PSign(sks, m))
Dverify(ka7 ka7 m, DSlgn(ka, ka? m, PSign(skS, m)))

L,
L,
DVerify(pkg, pky-, m, Sim(pkg, sky,,m)) = 1.
The third correctness condition is the structural reason for the deniability
property: the verifier’s secret key alone suffices to produce designated signatures

that pass DVerify, which is what enables the simulation argument underlying
non-transferability.

Security Properties A UDVS scheme is required to provide two security prop-
erties: unforgeability of the designated verifier signature, and non-transferability
of the conviction it provides to the verifier.

DVS-unforgeability. Two notions of unforgeability arise in UDVS schemes. OS-
unforgeability is the standard EUF-CMA notion for the underlying signature
PSign. DVS-unforgeability is the stronger requirement that an adversary, even
one that learns ordinary signatures on arbitrary messages of its choice, cannot
produce a designated verifier signature on a fresh message that passes DVerify. As
noted in [25], DVS-unforgeability implies OS-unforgeability, since any OS-forgery
can be designated to yield a DVS-forgery via the public algorithm DSign. Thus,
it is sufficient to focus on DVS-unforgeability for the remainder of this work.

Definition 3 (DVS-unforgeability [23]). Let S = (Setup, SKeyGen, VKeyGen,
PSign, PVerify, DSign, Sim, DVerify) be a UDVS scheme. Consider the following
experiment between a challenger C and a PPT adversary A.
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Setup. C runs pp + Setup(1?), (pkg,sks) < SKeyGen(pp), and (pky,sky) <
VKeyGen(pp). It gives (pp, pkg, pky,) to A.
Queries. A adaptively accesses the following oracles:
— Opsign(m): returns o < PSign(skg, m).
— Obpsign(m): returns & < DSign(pkg, pky,, m, o), where o is generated hon-
estly if not already defined.
— Obverity(m, @) returns DVerify(pkg, pky, m, 7).
Forgery. A outputs (m*,5*).

* TSk

A wins if DVerify(pkg, pky,, m*,6*) = 1 and m* was queried to neither Opsign
nor Opsign. The scheme provides DVS-unforgeability if for every PPT A the
winning probability is negligible in \.

Non-transferability. Non-transferability captures the property that a designated
verifier signature, while convincing to the verifier, conveys no transferable evi-
dence to any third party. Formally, this is the requirement that designated signa-
tures produced by an honest holder are indistinguishable from those produced by
the simulator Sim using only the verifier’s secret key. If the two distributions co-
incide, then any transcript the holder could produce can also be produced by the
verifier acting alone, so a third party observing a transcript cannot distinguish
the two cases.

Definition 4 (Non-transferability). Let S be a UDVS scheme. Consider the
following experiment between a challenger C and a PPT distinguisher D.

Setup. C runs pp + Setup(1?), (pkg,sks) < SKeyGen(pp), and (pky,sky) <
VKeyGen(pp). It gives (pp, pkg, pky ,sky ) to D.
Challenge. D outputs a message m*. C samples b & {0,1} and computes

. [ DSign(pks, pky ", PSign(sks,m*)) i b=0.
o
Sim(pkg, sky, m*) ifb=1.

C returns o* to D.
Guess. D outputs a bit b/ and wins if b’ = b.

The scheme provides non-transferability if for every PPT D the advantage | Pr[t) =

b] —%’ is negligible in A. We say the scheme provides unconditional non-transferability
if the two distributions are identical, in which case the advantage is zero for every
(computationally unbounded) D.

4 Deniable ECDSA Credentials

We now show how deniability can be added on top of standard ECDSA signa-
tures. Recall from the remark following Definition that writing G := H(m) G+
r - pkg, a valid ECDSA signature satisfies

R = s_l-é,
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which is a textbook Schnorr relation over base G. A holder in possession of
(r,s) can therefore prove knowledge of the scalar s~* by a standard X-protocol.
To obtain a designated-verifier signature, we compose this proof, via the CDS
OR-technique [I0], with a Schnorr proof of knowledge of the verifier’s secret key
sky satisfying pky, = sky - G. The Fiat—Shamir-compiled result convinces the
verifier that the holder possesses a valid ECDSA signature or that the verifier
itself produced the proof using sky; since the verifier knows sky , the proof is
non-transferable. The construction is given in detail in Section [£.1]

This yields the same security property as the AOS-based scheme of Tso et
al. [26] — unconditional non-transferability — but is built from a single ingredi-
ent (CDS OR-composition of two Schnorr proofs) and works directly with the
ECDSA verification equation, without the auxiliary witness re-randomisation
h = s/t introduced in [26]. In Section [4.2] we present an alternative construction
that likewise eliminates the re-randomisation step but replaces the parallel CDS
OR-proof with the more compact sequential AOS OR-proof [I]. The resulting
scheme improves upon [26] in both simplicity and signature size, while being
more compact than the CDS variant at the cost of slightly more conceptual
complexity.

Security model and EUDI fit. The construction is analysed in the UDVS secu-
rity model of Section DVS-unforgeability (Deﬁnition and non-transferability
against a malicious verifier in possession of sky (Definition . Two aspects of
this model deserve emphasis in the EUDI context. First, the non-transferability
distinguisher is not given the underlying ordinary signature o = (r,s), match-
ing the EUDI deployment reality: the issuer’s signature lives inside the wallet
and is never transmitted to a Relying Party, which only ever sees designated
forms. Second, the model assumes a single presentation per credential, consis-
tent with how the EUDI-Wallet currently obtains Relying-Party unlinkability for
ECDSA-signed credentials in the absence of anonymous credentials [14/7]: each
ECDSA-signed credential is used at most once. Section [f.3]returns to multi-show
deniability and to the role of the wallet’s holder-binding signature.

4.1 Parallel OR-Proof Construction

We instantiate the UDVS algorithms of Definition [2] in the standard ECDSA
setting of Section (3| additionally using a Fiat-Shamir hash Hgg : {0,1}* — Z,.

Setup, Key Generation, and Issuance. The instantiations of Setup, SKeyGen,
VKeyGen, PSign, and PVerify are essentially standard ECDSA; we summarise
them here for completeness and briefly discuss their EUDI-specific aspects and
verifier key management.

Setup(1*): outputs pp = (E, G, ¢, H, Hpg), i.e. the ECDSA setup of Deﬁnition
extended with the Fiat—Shamir hash Hpg.

SKeyGen(pp): standard ECDSA key generation: sample skg & Zy, and output
pkg :=skg - G.
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VKeyGen(pp): DL-based key generation on the same curve: sample sky & z
and output pky, := sky - G.

PSign(sks, m), PVerify(pkg, m,o): standard ECDSA signing and verification on
m exactly as in Definition

Issuance. The issuer produces o = (r, s) on a message m, which in the SD-JWT
setting is the salted-hash commitment to the user’s attributes. The wallet stores
(m, o) together with a holder-controlled binding key pair (skg, pky) that is part
of the issued credential and supports the Key Binding JWT (KB-JWT) [17]
produced at presentation time. We treat m as an opaque bit string; the holder
binding mechanism and its interaction with deniability are discussed in Sec-
tion No interaction with the issuer is required at presentation time.

Verifier key management. At the start of a presentation session, the verifier
sends pky to the holder. Crucially, the holder must be assured that the veri-
fier indeed knows the corresponding secret key sky -, as this is what allows the
simulator-based deniability argument to go through. This can be handled in two
ways: either the verifier proves possession of sky at the time of key advertise-
ment, or the certificate authority issuing pky, already attests to such possession
at registration time. Notably, this requirement integrates cleanly into the EUDI
architecture: Relying Parties must in any case authenticate themselves to the
wallet using a certified key pair — e.g., the certified key in the TLS server certifi-
cate or the EUDI Relying-Party certificate — so (sky, pky,) can simply be that
same key pair, and no additional verifier-side key management is required.

Designation: DSign(pkg, pky,, m, o). The holder, given (m,r,s) and pky,
proceeds as follows.

Step 1: Recompute the verification point. Compute
G = H(m)-G+r-pkg, R :=s1.G.
By construction, R = s_lé, and the holder knows the witness w := s~ mod g.

Step 2: CDS OR-proof. The holder produces a non-interactive proof of the state-
ment

{Jw:R=w-G} v {3sky : pky =sky -G},
using the CDS parallel OR-composition of two Schnorr X-protocols [10]. The
holder knows the witness for the left clause and simulates the right:
. Pick kr, & Zg, set Ap =ky, - G. (real, left)
. Pick zg,cr & Zg, set Ap ==z -G — cr - pky . (sim., right)

. Compute ¢ := HFS(R,C:', pky, AL, Ar, m).
. Set ¢, :=c— cgp mod q and 2y, :== k;, + cr, - w mod q. (real, left)

N R
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Step 3: Output. The DV-signature is ¢ := (R, A, Ar, ¢, Cr, 2L, 2R)-

Transcript size. A size-optimised encoding transmits only one of {cr,, cr}, since
the other follows from ¢y +cg = ¢. The DV-signature thus comprises three group
elements and three scalars; for curves at the 128-bit security level (e.g., P-256),
about 3 x 33 + 3 x 32 = 195 bytes.

Session freshness. Credential presentations are typically bound to a verifier-
chosen session nonce to ensure freshness and prevent replay of a presentation
across sessions. In the EUDI-Wallet, this responsibility is delegated entirely to
the Key Binding JWT [I7], which contains the verifier’s nonce and is signed by
the holder’s binding key. The DV-signature constructed above therefore does not
need to incorporate a session nonce of its own. The deniability implications of
this holder-binding signature are discussed in Section [£.3]

Designated Verification: DVerify(pkg, pky -, m, ). The verifier parses ¢ as

(R, AL, AR, cr,CR, 2L, 2r). First, it recomputes the verification base point: r’ :=

xr mod ¢ and G = H(m)-G+7'-pkg (note that ' is recovered from R, mirroring
standard ECDSA verification). Second, it recomputes ¢ := Hpg(R, é, pky, AL, A, m).
Finally, it accepts iff

¢ =cy, + cg mod g, zL~C~¥:AL+cL'R, and zr- -G = Agr+cr - pky.

Security and Deniability. We now show that the above construction achieves
non-transferability (Definition [4)) and DVS-unforgeability (Definition .

High-level intuition. Non-transferability follows from the honest-verifier zero-
knowledge property of CDS OR-proofs: knowing sky, the verifier can produce
transcripts whose distribution is identical to honest holder-produced transcripts.
DVS-unforgeability follows from the special-soundness of CDS OR-proofs com-
bined with the EUF-CMA security of ECDSA: an adversary producing a valid
DV-signature on a fresh message must, via standard rewinding, yield either an
ECDSA forgery on that message or the verifier’s secret key.

On the role of R in the transcript. Note that the transcript reveals R in the
clear. Since r = z mod ¢, this implicitly reveals the first component of the
underlying ECDSA signature. Thus, ¢ is not a zero-knowledge presentation of
o, but this is not needed here, and does not harm the deniability goal. First,
by Definition |4} the distinguisher is not given o = (r,s), and R alone does not
allow reconstruction of the signature (which requires both r and s). Second,
R is uniformly distributed in (G) over the randomness of ECDSA signing, so it
leaks no information about the issuer’s secret key or the message. Third, even an
adversary who learns r through another channel cannot link two presentations
of distinct credentials, since each credential is signed under fresh per-signature
randomness. The leakage is structural: it is the price paid for staying within the
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standard ECDSA verification equation rather than committing to R inside a
more expensive proof. Two presentations of the same credential are more subtle;
see Section

The simulator. The simulator Sim(pkg, sk, m) proceeds as follows:

1. Pick R & (G) uniformly at random.

2. Compute G := H(m) - G + (zr mod q) - pkg.

3. Pick kg & Zgq, set Ap :=kpr - G. (real, right)

4. Pick zp,cp, & Zq, set Ap == zp - G— cr, - R. (sim., left

5. Compute ¢ := HFS(R,é, pky, AL, Ar,m), set cg := ¢ —cr, mod g and zg :=
kg + cr - sky mod gq. (real, right)

Output ¢ := (R, AL, AR, ¢r,CR, 2L, zr). The simulator runs the OR-proof with
the clause roles swapped: it executes the right clause honestly with the witness
sky and simulates the left, mirroring the honest holder’s procedure of Section [4.1

Lemma 1 (Simulator indistinguishability). For any (m,pky,), the distri-
bution of DV-signatures produced by DSign is identical to that produced by Sim,
provided the distinguisher does not observe the underlying signature (r, s).

Proof (Sketch). By the honest-verifier zero-knowledge of CDS OR-proofs, the
joint distribution of (Ar, Ag,cr, ¢r, 2L, zr) conditioned on R is identical in both
cases: cr,, cr are uniform in Z, subject to cr + cr = ¢; the responses zr,, zg are
uniform; and the commitments are determined by the verification equations.
It remains to show that R has the same distribution. In an honest execution
R = 571G, or equivalently R = kG for k & Zy; in the simulation R is sampled
uniformly in (G). Both distributions coincide with the uniform distribution on
(G) (up to negligible probability of k£ = 0).

Theorem 1 (Non-transferability). The construction provides unconditional
non-transferability (Definition , provided the distinguisher does not observe the
underlying ECDSA signature.

Proof. Immediate from Lemmall} any transcript produced by DSign could equally
have been produced by Sim with identical distribution; a distinguisher therefore
has advantage zero.

Theorem 2 (DVS-unforgeability). If ECDSA is EUF-CMA-secure and the
discrete logarithm problem in (G) is hard, then the construction satisfies DVS-
unforgeability (Deﬁm‘tion@ in the random oracle model.

Proof (Sketch). We reduce an adversary A producing a valid DV-signature * on
a fresh message m* to either an ECDSA forgery or a discrete-log break. By the
special-soundness of CDS OR-proofs, two accepting transcripts of the proof for
the same (R*, A}, A%) with distinct Fiat—Shamir challenges yield, via standard
rewinding [22], a witness for one of the two clauses: either w* = (s*)~! with
R* = w*é*, or the verifier’s secret key sky .
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Case 1: w* extracted. Setting s* := (w*)"! mod ¢ and r* := xp- mod ¢,
the pair (r*,s*) is a valid ECDSA signature on m*, contradicting EUF-CMA
security of ECDSA.

Case 2: sky extracted. Since pky = sky - G is a fresh discrete-log challenge
to the reduction, this solves the discrete log problem.

The argument follows the structure of Tso et al. [26, Theorem 2|, adapted
from their AOS-based proof to the CDS setting.

4.2 Alternative: AOS Sequential OR-Proof Construction

The direct relation R = s~'G also admits a more compact instantiation using the
sequential OR-proof technique of Abe, Ohkubo, and Suzuki [1]. We present this
variant below; it parallels Tso et al. [26] but operates directly on our simplified
witness without their auxiliary re-randomisation. The instantiation of Setup,
SKeyGen, VKeyGen, PSign, and PVerify is unchanged; only DSign, DVerify, and
Sim differ. We use two independent Fiat—Shamir hashes Hpg, Hpg : {0, 1}* — Z,
(in practice derived from a single hash function, modelled as random oracle by
domain separation).

Designation. DSign(pkg, pky,m, o), given (m,r, s) and pky,:

1. Compute G and R as in Section the witness is w = s~! mod gq.

2. Pick k & ZLg, set Ap =k - G. (real, left)
3. Compute cg := Hps(R, G, pky, AL, m). (challenge, right)
4. Pick zg & Zq, set Ap :=zp - G — cgr - pky,. (sim., right)
5. Compute ¢y, := Hpg(R, (N;, pky, Ar,m). (challenge, left)
6. Compute zy, := k + ¢r, - w mod q. (real, left)

The DV-signature is gaos := (R, ¢r, 2L, 2R)-

Verification and simulation. DVerify recomputes Ap := zp - G — ¢ - R and
Agr := zr - G — cg - pky, then checks cg = Hps(R, G, pky, Ar,m) and ¢, =

H'FS(R, é, pkv,éR,m). The simulator Sim uses the analogous trick: pick R ﬁ

(@), compute G as in honest verification, run the right clause with the real
witness sky and simulate the left.

Relationship to Tso et al. [26] and trade-off. The construction above is the
ECDSA-DL case of [26], simplified using R = s~1G rather than the auxiliary
h = s/t. Tso et al.’s h plays the role of our s~* up to inversion, and their ¢ is our
R; the security analysis can be adapted with only minor modifications. The AOS
variant yields caops with one group element and three scalars (vs. three group
elements and three scalars for CDS), saving roughly 64 bytes on P-256. The cost
is conceptual: two sequential Fiat—-Shamir hashes and a security argument routed
through AOS OR-proof analysis [I] rather than the textbook CDS extractor.
For an EUDI-Wallet deployment, where the DV-signature is one component of
a multi-kilobyte SD-JWT, we view CDS as the more deployable choice; AOS is
the right choice where every byte matters (e.g., NFC-bound presentations).
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4.3 Scope: The Single-Show Model

The construction of Section is analysed in the single-show setting: each
ECDSA-signed credential is presented to at most one Relying Party. We dis-
cuss why this assumption is appropriate for the EUDI-Wallet, how it interacts
with the holder-binding signature, what would go wrong if it were dropped, and
how multi-show deniability could in principle be added.

Why single-show fits the EUDI deployment. Single-show is not an additional re-
striction of our construction; it already reflects the EUDI-Wallet deployment
model for obtaining Relying-Party unlinkability without anonymous creden-
tials [T47]. Reusing the same ECDSA-signed credential exposes the same issuer
signature and is therefore trivially linkable. The current mitigation is batch is-
suance [2[7]: the issuer provides a fresh ECDSA signature for each anticipated
presentation. Qur construction then additionally gives per-presentation denia-
bility by designating each credential to a single verifier using the protocol of
Section [.1] and the resulting DV-signature is non-transferable by Theorem [T}

The holder-binding signature. SD-JW'T presentations include a Key Binding
JWT (KB-JWT) [I7]: an ECDSA signature by a holder-controlled binding key
sky over the verifier nonce, a timestamp, and a hash of the disclosed credential.
The KB-JWT is a publicly verifiable, transferable signature. However, it does not
undermine the deniability of Theorem [1} because pk is an anonymous public
key: a leaked KB-JWT — even though it contains a hash of the disclosed credential
— only shows that some anonymous key pkj authenticated to a verifier; without
a transferable issuer signature, neither the credential hash nor the disclosed
attributes themselves constitute evidence of issuance, and the KB-JWT therefore
adds no transferable link to a real identity.

This argument again relies on the single-show assumption. Reusing pky
across presentations would make them linkable, and later identification of pky
would retroactively attribute the full set. In the current EUDI-Wallet model —
where each credential uses a fresh binding key and is shown at most once [7] —
this does not arise. Extending to multi-show would require either rotating pkg;
per presentation (not supported by secure-element-bound keys) or applying the
OR-proof technique to the KB-JWT.

What goes wrong with multi-show. If the same ECDSA-signed credential is pre-
sented to two verifiers V7 and V,, both DV-signatures reveal the same point R,
since R = kG is determined by the per-signature randomness of the underlying
ECDSA signature, not by the presentation. A third party obtaining both tran-
scripts (e.g., through breaches at both verifiers or an aggregator collecting leaked
presentation data) can match the two R values and conclude that they originate
from the same credential. Each transcript remains non-transferable in the sense
of Definition [4] — either V; or V5 could have produced its own transcript — but
the correlation between transcripts is not simulatable by either verifier alone.
The standard single-transcript deniability definition therefore does not capture
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this joint property. This particularly matters under leakage from non-colluding
verifiers [4]; colluding verifiers could trivially simulate correlated transcripts by
coordinating their choice of R.

What would be needed to fix this. Multi-show deniability would require hiding
R across presentations, e.g., by committing to R via a Pedersen commitment
and proving the ECDSA verification relation on the committed value. This in-
troduces the difficulty of handling z mod ¢, which is precisely what makes
general-purpose ZK proofs for ECDSA expensive. Another approach is to com-
bine designated-verifier techniques with an anonymous credential scheme, adding
the OR-clause for sky to the presentation proof; this yields a clean composition
providing both unlinkability and deniability [11].
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