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m Peer-to-peer systems

0O Sharing movies, music, ....

0O Rings any belle Not judging here!
= Web Services

O Service consumer rates services

‘I
| - |
—N— . — 4 - . |
O Services rate services —~ {umx\j < Service |
| | =N |
0O Monitoring and analysis 38 T | Servce Se—— )
t nemet | — b teret ﬁ —
O Evaluating service providers ~ fdentites *2, - N
O And naturally Cloud Computing identity Provider service

m |ndirect

O Graph Reputation Systems: 25 —-" 7"

Google
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* Reputation Model

all of the reputation statements, events, and processes for a particular
context

* Reputation Context

the relevant category for a specific reputation

* Reputation Target

users, movies, products, blog posts, videos, tags, companies, and IP
addresses



Reputation Topology

What | think

reputation
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What the rest think

Reputation

individual
| know the guy
\ | I | heard about him
direct indirect 7
| |
interaction-derived observed reputation
prior-derived group-derived propagated

More into Reputation Systems
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Characteristics .
Reputation
Systems
I — 5 l
Subject of Relative Providers of Business
Rating Review the rating Model

| |
S s s SN S
[ gg:::;g ] [ :gﬁl:gsé ] [ Indviduals ][ Business ] [ Public ] [ Restricted ]

L0 . amazon_de o
Epinions.  <Ur020in priea \DBizRate |
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[ Reputation ]

Systems
Opinion/ : Web/
E-Market o . Social
Activity Business/jobs > News Blogshpere/ P2P
{ places } [ sharing ] [ ] [Entenamments] [ ] [ SemWeb } [ }
amazonde Linked | ). Slashdot
Epinions com Vs lost.fm Kuroshin
- deliclous

Features and
properties
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Reputation Systems Architecture

Collect,

Process,
Emit

More into Reputation Systems

Centralized
Server / Clients

Past Transactions
g — A
g —a

S

Ratings

Reputation center

Present Transaction

84 49

Reputation
Scores

Reputation cente’rJ
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Distributed
Servants, e.g. P2P

Past Transactions

In distributed stores

OR
Provided on request

8§ —2
B—a
Present Transactions
8 —2

Ratings

88 &8

als




It is everywherel

10 m E-Commerce

0 eBay
0O Amazon
0 Epinions

m Web 2.0
0 Qype
0 Slashdot

m Crowdsourcing
0 Yahoo! Answers

s Gaming
0 XBox

More into Reputation Systems
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Ratings Methods/Models

More into Reputation Systems

Hasso
Plattner
Institut



H Hasso
. . Plattner
It iIs not only rating... Institut

12 :
m Ratings

m Favorites and Flags
0 Vote to Promote)
0 Favorites

0 Report Abuse
m This-or-That Voting
m Reviews
m Points

m Karma

More into Reputation Systems
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It is not only STAR rating: Different Kinds ﬂ f’r!ii‘.?ﬁ{

13
m Different Ratings

(explicit opinion about the quality of something: stars, bars, 10-p scale, meters,..)
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It is not only STAR rating: Different Kinds

13
m Different Ratings

(explicit opinion about the quality of something: stars, bars, 10-p scale, meters,..)

VVensite auaience / 1\ Nielsen viewers
Series audience (MM)

1 amencan idol 19.5% 30.4

2 deal orno deal 16.9% 12.2

3 dancing 'ith the stars 9.8% 19.6

4 grev's anatomy 7.6% 19.5

5 lost 5.3% 146

€ heroes 5.3% 4.3

7 bachelor 5.0% Il 9.4 Il
8 the office 4.4% 8.3 N
9 fiday night lights 3.7% N 6.1 B

More into Reputation Systems
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13
m Different Ratings

(explicit opinion about the quality of something: stars, bars, 10-p scale, meters,..)

Season Program Network Rating

Series | 1950-1951 Texaco Star Theater NBC 61.6
l ament 1951_1952 Arthur Godfrey's Talent Scouts CBS 53.8
2 deal o
Y i 1952-1953 I Love Lucy 67.3
¢ grevs 1953-1954 58.8
5 lost 5.3% 5.0
€ heroes 5.3% 14.3
7 bachelor 5.0% | 3
8 the office 4.4% | 8.3
9 frday night lights 3.7% | 6.1

More into Reputation Systems
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14 :
m Favorites and Flags
0 Vote to Promote (Promoting in general: Digg, Reddit, and Yahoo! Buzz)

0 Favorites (counting how many times a user bookmark a content item )

0 Report Abuse

More into Reputation Systems
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14

— EN\ ll\r:'l'f\ﬁ I'\IV'\INI EINNF

’ ‘E\ Matt Seaton - mattseaton 1h

Time to take a historic stand against Big Energy's reckless
despoliation of our planet, says @dhlovelife:
guardian.co.uk/commentisfree/...

4 Reply t3 Retweet X Favorite 13 3
RETWEETS FAVORITES

More intfo Reputation Systems



Hasso

Plattner
Sstitut

LIvE SCIENCE,
Home Space Animals Health Environment Technology Culture History Stra 1h
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Top 10 Mysteries of the Mind 7 Mind-Bending Facts About The Most Amazing
Dreams Illusions (and How

Article:

Why Some People See Sound

Charles Chol, LiveScience Contributor
Date: 23 October 2012 Time: 07:01 PM ET
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It is not only rating: This-or-That Voting W

15
m This-or-That Voting

(vote on the usefulness, accuracy, or appeal of something)

Bounded set of options (not like vote-to-pormote)

More into Reputation Systems
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15
m This-or-That Voting

(vote on the usefulness, accuracy, or appeal of something)

THE BEST HOLIDAY SONG

AT KING COLE
he ChRnSTNms SONG

RUN CHRISTMAR'S
DMC IN'HOLLIS

The Chnstmas Song | 70% Christmas in Hollis | 30%

More into Reputation Systems
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15
m This-or-That Voting

(vote on the usefulness, accuracy, or appeal of something)

THE BEST HOLIDAY SONG “Was this review helpful?2” .

NAT KING COLE
he CthSTNms SONG RUN c-ristars

DMC IN HoLLIS

The Chnstmas Song | 70% Christmas in Hollis | 30%

More into Reputation Systems
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It is not only rating: Reviews and Points

16 User Reviews

- .
Reviews AR The Wachowskis join forces with Tom Tykwer and overhaul the mea

8 September 2012 | by torontodog (Toronto) - See all my reviews

Kudos to all the filmmakers for adapting this famously "unfilmable" novel in such an invent
switch after every scene, but instead of the plot, the narrative continuity follows the theme
theme, it is no longer confusing when the story jumps from a runaway slave in the 1800s !
some of the last humans remaining on earth.

All this audacious style and structure makes Cloud Atlas a curiosity to say the least, but the
- Poin’rs the all-star ensemble cast. This impressive collection of actors fires off amazing performan

(hits, actions, and activities that users engage in)

More intfo Reputation Systems
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No Best Answer was selected by voters on your question

Answer a question

Self-deleting an answer
Log in to Yahoo! Answers

Vote for an answer

Vote for No best answer
Have your answer selected as the best answer

Receive a "thumbs-up" rating on a best answer that you wrote (up to 50 thumbs-up are

counted)

Receive a violation

More intfo Reputation Systems
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Points Table
Action Points
Begin participating on Yahoo! Answers One Time: 100
Ask a question -5
Choose a best answer for your question 3

Points Returned:
5

2

-2

Once daily: 1
1

0

10

1 per "thumbs-up"

-10
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17
m Karma = Reputation for Users

(usually create incentives for user behavior: amount and quality of participation)
(usually combined with other rating models)
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17 :
m Karma = Reputation for Users
Feedback earned for transactions on eBay View your eBay My World page
Positive Feedback: 99.9% Detailed Seller Ratings (last 12 months) @
Feedback score: 9423 Critert A _ Number of rati i
'How is Feedback calculated?] iz it Sl e
Item as described ' o & & & | 1254
Communication ' & & & & 1248
Shipping time ' & & & & 1252
Shipping and handling charges ' & & & & | 1246
Latest Feedback M 11 M Seeal
K_ Recommend to all. Oct-28-12 08:55
4 Buyer: jimijam (363 3% )
@ Thanks! As Described! Oct-28-12 08:28 ltern #: 4003197366

More intfo Reputation Systems
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Rating Methods in Online Societies
s =4 -~ = _E - T
-1 =l = TT |E=Z| 8% = =
S ~ E w3 |less|lz2 S3
Sellers +ve:S5o0r4
Products Neutral: 3 Customers
Amazon 5 -ve: 2 or 1 No Yes Yes Snotlicht
. Hated it: 1 potiig
Reviews )
Loved it: 5
Starts
eBay i}tiﬂ Members Yes Yes Yes Members
10
5 Sellers Trusted
. Products Excellent: 5 ruste
Epinions : Poor: 1 No Yes Agents
4 Reviews ' Customers
Reviewers
5 Products Customers
BizRate Merchants No No No Trusted
4 Reviews Agents
Sellers Excellent: 5
6 Products Poor: 1
Yahoo : Yes Yes Yes Members
2 Reviews Helpful
Not Helpful
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Implicit vs. Explicit Ratings

I’'m going to
Stanford. | just
got accepted 2
days ago.

Where are you
going to do
your graduate
studies?

Stanford has the
Explicit: the statement |Riateald
Thinking
program. They
were the 15t
ones to start the
discipline

Why Stanford?
You could go
to Yale or
Harvard.

More into Reputation Systems
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Implicit vs. Explicit Ratings Institut

I’'m going to
Stanford. | just
t accepted 2
days ago.

Stanford has the
Explicit: the statement |Riateald
Thinking
program. They
were the 15t
ones to start the
discipline

Why Stanford?
You could go
to Yale or
Harvard.

More into Reputation Systems
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Reputation Models and
Calculations

More into Reputation Systems
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How to Quantify Reputatione Institut

21 . . :
m How do we represent trust numerically? fractions, integers,

percentages or some other representation?

m What is the range of possible values for a trust value? What meaning
can we assign to a particular valuee

Trustworthiness Trustworthiness Visual representation

level value (star rating system)
(user defined)

Level —1 x = -1 Not displayed

Level O x=0 Not displayed

Level 1 D<x < From*to{y
Level 2 l <x <2 From Y 7 to Yo%
Level 3 2<x<3 From **ﬁ to ***

More into Reputation Systems
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provide a method for calculating the tfrustworthiness value for use in the
current timeslot. Such as:

= Sum

= Average

= deterministic
= Bayesian

= fuzzy systems

More into Reputation Systems
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e —> Credibility or trustworthiness of
23 (a) Deterministic approach reputation opinion

Tra(k,n) = « Z‘TCA}I n,c) *‘RA(I],\ n.c) xTF,(1;n,c¢)

Reputation opinion given by

recommending agent i
+C1’QZTCA(].N,C) *:Ra(y, k;n;c) *.n.c)
j
L

+a3 Y TCa(l.n,c) * Ra(l.k.n,c) * TFs(l,n,c)

Time Factor <€

(b) Bayesian approach
[

Credibility <—|_E Wai Fit S Reputation

=l

Fabh = ;

Z Wy

i=1

More into Reputation Systems
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Community Nature, Patterns and
Content Control

More into Reputation Systems
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Reputation Systems Patterns
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Reputation
Patterns
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I S PP S T

5 Ng;’;‘f‘;'f:d | 1dentified Lovels . Pointsand |
__percentage | | e ; hocumillators |
] v
Numbered
Levels

......................

More intfo Reputation Systems
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Statistical

Evidence Ranked Lists ]

[
v v
[Leader boards Top-X ranking ]




Reputation Systems Patterns

26

Reputation

Patterns ]

\J

Points and
Accumulators

| - \
Normalized L
Identified
score to
- Labels
percentage
[Named Levels
Newbie,
Amateur,
Expert

More intfo Reputation Systems

Numbered
Levels

Level 1
Level 2

Y

Statistica
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4

Ranked Lists

Evidence

\J

Leader boards

A4

Top-X ranking



Reputation Systems Patterns

26

Reputation
Patterns

Normalizec ) |
T LA ”_ i 7_l : Identified Points and
score 10 . Levels

arrontane Accumulators
percentage

vels

Newble,
Amateur, Level 2
Expert

More intfo Reputation Systems

Hasso
Plattner
Institut

Statistica

Evidence Ranked Lists

\J A4

Leader boards Top-X ranking



Reputation Systems Patterns

27

Experienced Reviewers
Top 10
icons, tfrophies

Reputation
Patterns
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4] v

Normalized )
o I Identified i Points and
e Labels I e Accumulators
percentage A
\J \
Numbered

Named Levels .
Levels

More intfo Reputation Systems

Y

Statistica

4

Ranked Lists

Evidence

\J

Leader boards

A4

Top-X ranking
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27
. i Reputation
Experienced Reviewers [ Patterns ]
Top 10
icons, frophies
r‘lwll] "11 | Identified w avele Points and Statistica Rankad Lists
nercH ;‘l'rl_'l"] Labels S Accumulators Evidence I
|dentify & Reward
Behaviour Y Y ¥
Groups ned Levels mlﬂl d Leader boards Top-X ranking

of Surperiors

More into Reputation Systems
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28
Reputation
Patterns
| History of the
user displayed
Normalized . ¥
pp—— Identified , Points an Statistical .
l J:l"" I!'I'T.-"llil] Labels Ley Accumulators Evidence [ Ranked Lists ]
, I
v v v v

Numbered

Named Levels | avalc
Levels

Leader boards Top-X ranking

Ranks on the
expense of others

More into Reputation Systems
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Reputation Systems Patterns

28

Reputation
Patterns

History of the
user displayed

Normalized 1%
rore t | | Points ant Statistical :
o I-;{r ] | I Accumulators Evidence [ Ranked Lists }
\J \{ A4 v
N nbered i
Named Levels . Leader boards Top-X ranking

Ranks on the
expense of others

Depends on the business goals
= user engagement a primary goal?

= promoting a certain feature?

= user loyaltye

More into Reputation Systems
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Community Nature ]
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v

v

Y

|Caringl
L - —J

[ Cordial ]

Collaborative

More intfo Reputation Systems
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29

[ Community Nature ]

Y v Y \ S Y
| Caring l [ Cordial ] Collaborative Competitive [Combative]
L _J L ) G . '
™ 7 P N
yasoorwearn  YOURLLILE okl
. W
Help Goals aren't &
Each others conflicting Opposing
Work Together Same god goals
Compete Must deny
others of their
goals

More into Reputation Systems
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Reputation
Patterns

I T SR S .

: Normalized . 1 ] . : X
: : Identified . Pointsand Statistical .
: score to : | Levels : : ; Ranked Lists
percentage L Labels [ 5. Accumulators '5 Evidence
""""""""""" | I
I A _ Y v
. Numbered :
Levels [Leader boards] [ Top-X rankmg]

- - ' R A _ v
| Caring | Cordial Competitive [Combatlve]
Lo —J L . .. :

More intfo Reputation Systems
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Content conftrol patterns

More into Reputation Systems

Remove
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Create Evaluate Remove

" Web 1.0: Staff Creates, Evaluates, and Removes

= Bug Report: Staff Creates and Evaluates, Users Remove (ex. Bugzilla)

= Reviews: Staff Creates and Removes, Users Evaluate (ex. Amazon.com)

= Surveys: Staff Creates, Users Evaluate and Remove (ex. American Idol)

= Submit-Publish: Users Create, Staff Evaluates and Removes (Citizen news sites)
= Agents: Users Create and Remove, Staff Evaluates (Agents calculate)

= Basic Social Media: Users Create and Evaluate, Staff Removes (removing when
conflict occurs)

= Part of Web 2.0: Users Create, Evaluate, and Remove (Wikis)
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Why bother: Incentive to contribute

= Altruistic motivation: for the good of others
= Tit-for-tat, community dynamics

= Financial motivation: to generate revenue
= Epinions money for reviews, P2P networks,..

= Egocentric motivation: for self-gratification

= user show their accomplishment in their profiles

= | know it all

= | am recognized in the community
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Reputation in Service-oriented
Architecture

More into Reputation Systems
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34 o Reputation of
Owners of reputation in SOA service
providers

Reputationof S -
users :
ks |
Service :
l
]

| —

Identities ] | d

| | -

1 | ..
e . S
Reputation of | Identity Provider Reputation of o o
services T T T business
domains

Reputation.Interoperability (Semantic Technologies);
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35
m Service Providers: Publish the description of their services

m Service Consumers: Search for services with specific functionality

M Select
= 2

% C
Service Consumer %

Service A

Service B

SISPIAOI 9DIAIDS

Service C
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Service Matching in SOA

36 m Highest service rate
m Best availability of services
m High Bandwidth

m Reasonable Price

Service A

g Select
Service Consumer %

Service B

SISPIAOI 9DIAIDS

More intfo Reputation Systems Service C
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36 m Highest service rate

m Best availability of services

. . == Reputation High Bandwidth
Quality of Service === Attributes m

Metric m Reasonable Price

-
g Select

Service Consumer %

Service A

SISPIAOI 9DIAIDS

Service B

Service C
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37
oo Al

FEEAT
(o ol b
EEE A0
FEE RS . .

4 'ﬂl m Highest Rating

Service Registry

Get service rating E

N Service A
g Select
Service Consumer %

Service B

SISPIAOI 9DIAIDS

More into Reputation Systems Service C
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Reputation Systems Design

More into Reputation Systems
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39

Direct input

39 Party Information Calculation Output Format

Meta-info

More into Reputation Systems
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Reputation Systems

* Reputation Model

0O Capture feedback

O Guide trust decisions

O Persist over time

More into Reputation Systems

Properties

Why leave feedback?

— -
1
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40
* Reputation Model

0 Capture feedback honest feedback?

Why leave +eechoaeis

O Guide trust decisions
How to summarize feedback to lead to a decision?

Are all interactions equal? Weighed-Feedback

O Persist over time

More into Reputation Systems
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41
A reputation system should describe

0 Computation functions/mechanisms, i.e. how to calculate reputation?
0 Communication model, i.e. how to collect and disseminate reputatione
O Participants, i.e. who uses and/or is affected by reputation?

O Resources, i.e. what is the information used to calculate reputatione

0 Representation model, i.e. how to represent, view, or visualize
reputation?

O Storage, i.e. where and how is reputation stored?

O Functionalities and applications, i.e. what are the benefits of using
reputation in the domain of its creation?
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m In the system design, questions need to be answered
0 What inputs should be solicited ¢
0 What outputs should be presented ¢
0 How fransparent should the rules be ¢

0 How should reputation evolve over time ¢
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43 m What inputs should be solicited ¢

O Internal actions to be recorded

0 Feedback to record

0 Rating of things or rating of people (separately of what they own/create)

= How?¢
0 Audit your system

0 What are the actions users can do

O Relations between actions

O Actions to encourage vs discourage



Design: Outputs

44 m What outputs should be presented?

O

O

O

Stafistics
Star Rating
Score/Ranks
Name Level
Badges

Leaderboards

More into Reputation Systems
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Why do we need Reputation Systemse

45 m [rust
0 Leads to trust decisions

m Quality
O Incenfive to quality participation
0 Recognize the relatively best

® Matching and Filtering
0 Find what | am looking for
0 Reduce Information overload

m Participation
0 Reasons to stay in the community
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Have a
question?
Contact mel

Rehab Alnemr
(rehab.alnemr@hpi.uni-pofts



