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What about you?

~ Which Semester?
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Seminar Topic

d Research Questions
3 How do anonymization techniques influence
(training/testing) data quality?

3 ..and performance of Al models?

F1
Fairness

. o
Al model Ceminar Webpage
performance

Data Quality Anonymization
consistent representation k-Anonymity
completeness Mondrian
representativity Top-Down Greedy Anonymization
balance Optimal Lattice Anonymization
uniqueness

Differenti'é.l Privacy
?27? 7
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d Deliverable
1 Collaborative paper-style technical report

d Code, models, and generated datasets

d Teams

[ 3 teams of 2 students each (At most 6 participants) b ok
Ceminar Webpage



Main Milestones
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Technical presentation of k-Anonymity and Differential

Privacy algorithm paper

Integrate k-Anonymity in ML pipeline

Implement Differential Privacy algorithm

Run first experiments

(Data Quality / ML

performance)

Extend experiments

(Data Quality / ML

performance)

Lood

Ceminar Web}?aﬂe

3 teams

ML Framework

3 k-Anonymity algorithms
3 differential privacy
algorithms



Grading

@® Active participation in
meetings and discussions

@ Technical presentation of
a scientific paper

® Mid- and End-term
presentation

@® Quality of implementation
and results

® Final paper-style
submission
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[ To apply for this seminar (binding):
[ Email to hazar.harmouch@hpi.de
d Deadline: Tuesday 25.04.2023 23:59
d Notification: Wednesday 26.04.2023
[ Register with the Studienreferat

« I o
. €
3 In case of too many applications, we need to choose randomly. Ceminar Webpag

A Group allocation deadline: 27.04.2023
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Al is a Rock Star!

m Prediction

o Weather, natural disaster, predictive maintenance, disease
m Optimization

o Planning, traffic, logistics, machine efficiency, site selection
m Individualization

o Digital health and personalized medicine, personalized learning r¢
m Comfort

o Sharing, smart home, authentication (face, gait)

o Autonomous vehicles
m Intelligence

o Fraud detection, translation, gaming

o Robotics




But...

If you have never failed you
have never lived.

~ Abraham Lincoln

AZQUOTES
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The tool automates the
process of reviewing job
applicants’ resumes.

It showed bias against
women.

There are many more
types of bias.
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Al Failure Example- Microsoft Tay Chatbot

A Tay was built to learn from
interactions to have better
conversations in the future.

B O Tay posted racist and
TayTweets @ derogatory offensive
@TayandYou tweets.

The official account of Tay, Microsoft's A.l. fam from the internet that's got zero
chilll The more you talk the smarter Tay gets

© the internets (§’ tay.ai/#about Joined December 2015

0 Following 107.5K Followers
16



Al Failure Example - Uber Self Driving Car
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The incident on March 18th
(2018) took place of the
inability to classify an object
as a pedestrian unless that
object was near a crosswalk.

It was trained on

unrepresentative training
data.
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Al Failure Example- Erroneous Labels

Yay Ya! No more blues!

Amazon given label:
Negative

We guessed: Positive

ImageNet given label: ImageNet given label: Caltech-256 given label:
dOugh feather boa yo-yo

We guessed: pizza We guessed: Chihuahua We guessed: golf-ball

18



Lesson Learned!

Hasso
Plattner
Institut

"Yes sir, you can absolutely trust those numbers"

timoelliott.com

Al performance is heavily
influenced by the underlying
data.

It is important to understand
this correlation!

19



Real-world data is raw and dirty

“Garbage in, garbage out”

Your analysis is as good as your data.
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Real-world data is raw and dirty
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FIFA registration form (2010)

Nationality | Select
Country of Resid. | Pal.

| Select

L] Ll

s
b:
»

Mother Tongue ; e IGerman Democratic Republic
P 4 {Panama 0
P FIFAL pua New
Secondary FIFA Language ‘2::9“"
Philippines
Poland
hoewis [
|Puerto Rico
Qatar
Organisation Name Representations of Czechs and Slovaks (RCS)
Republic of Ireland
Reéunion
[Rhodesia
|Remania
Organisation Role (Prof) Russi
Rvanda

Saar
Samoa

San Marinoc

S8o Tomé e Principe
Saudi Arabia

—
|

Notes (Max 2000 chars)

|Serbia and Montenegro
|Seychealles
Sierra Leone

Samoa

San Marino

Sdo Tome e Principe
Saudi Arabia
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Hidden Values / Hidden Value

Feld

Datenelement Name1 | Name2 | Name3 | City District Street Sum
Handy-Nummer 41 501 10 0 2677 297 3526
Festnetznummer 15 98 6 0 221 9579 9919
Kostenstelle 283 1112 13 2 87 16 1573
Registriernummer 11 583 1 1 0 3 599
Lieferungsnummer 99 390 9 0 212 15 681
Abteilung 3711 9997 115 60 439 175 14497
Sperrkennzeichen 129 143 2 0 66 9 349
Léschkennzeichen 1028 442 5 36 113 10 1634
Rechtsform | 131700 66136 187 6 64 87 198150
Kreditoreninfo 0 100 11 0 18 0 129
Kommissionsinfo 216 352 1 2 36 10 617
Baustelle 2013 3452 42 5 124 222 5858
Abladestelle 2923 3808 94 1503 958 3065 12351
Behorde 13410 12461 172 19 295 7075 33432

Summe | 155535 99575 728 1634 5310 20533

Source: Joachim Schmid, FUZZY! Informatik AG
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From Data Errors (aka. Data Quality)
to Data Problems (aka. Information Quality)

m Incorrect data: Accuracy

m Missing data: Completeness

m Poor formatting: Representational consistency

m Old data: Timeliness - S

_ Ein Glossar zur Datenqualitat

| Unknown data source: TrUStworthlneSS Sedir Mohammed’, Lou Brandner’, Sebastian Hallensleben®, Hazar Harmouch®, Andreas
Hauschke®, Jessica Heesen?, Stefanie Hildebrandt®, Simon David Hirsbrunner?, Julia Keselj,
Philipp Mahlow?, Felix Naumann?, Frauke Rostalski®, Anna Wilken*, Annika Wolke*

. ikhili H -Pl -Institut, Uni itat Potsd
u Hard to reaCh data - AcceSSIblllty 2 In?(:rs:atio?::l\:sr Zr:asr::r:tm ﬁrll:vétr;ilk itn doetrsl \;avri';senschaften, Universitat Tubingen
m Slow connection: Latency % fversilibzu K

m And many more information quality dimensions

24



IQ Classification of Wang and Strong

m Intrinsic IQ
o Believability, Accuracy, Objectivity, Reputation
m Contextual IQ
o Value-added, Relevancy, Timeliness, Completeness, Amount

m Representational IQ Wang & Strong
- . ) ) Beyond Accuracy:
o Interpretability, Understandability, Repr. Consistency, Repr. conciseness What data quality
o means to data
| ACCGSSIbI“ty IQ consumers
I . Management of
o Accessibility, Security Information Systems,

1996, 12(4), 5-34

m And more

o Customer support, documentation, reliability, latency, price, response
time, verifiability

25
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The Effects of Data Quality on Machine Learning Performance

Lukas Budach' - Moritz Feuerpfeil'! - Nina Ihde! . Andrea Nathansen! -
Nele Noack! - Hendrik Patzlaff' . Felix Naumann? . Hazar Harmouch?

I 4

G ey MEY ’
) \Y 1
0.6 A 0.6
2 5 0.5 Lo
§0 5 ......... — o o H —_— \ Py cA] S ys S | PR S 8 .
AN O S U VR 5. ~ N SO ROT [ SER— —a | WS d . SN Se——
0.4 " L04 N \V/
0.3 ‘ H\\:\“ 0
0.2 0.2
1.0 0.8 0.6 0.4 0.2 0.0
1.0 0.8 0.6 0.4 0.2 0.0 ;
Target Accuracy Quality

Target Accuracy Quality

(j) Target Accuracy (Scenario 1) (1) Target Accuracy (Scenario 3)

Budach, Lukas, et al. "The Effects of Data Quality on Machine Learning Performance." arXiv preprint arXiv:2207.14529 (2022). 26
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But what's about data privacy?

u(n) this f
At !U“;mmwmnm Lol ”"w

; ‘ﬂ;f%—q,m,;mww : Data anonymization:
..-:.r'“*“”"mm" — “...process by which
;«sz:mu:::,.q.m el personal data is
e e ' altered in such a way
“"iﬁi&?inﬁﬁilm;.w' % 1y that a data subject can

"mﬂe Mlﬁfwﬂmmn Y

no longer be identified
directly or indirectly,
ey : either by the data
“*,mmlu;:m"uﬂm controller alone or in

; | collaboration with any
other party.”

https://www.iso.org/obp/ui/#iso:std:iso:25237:ed-1:v1:en

https://unsplash.com/photos/Skf7HxARcoc
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m 2008 Netflix published a dataset
of 480.000 customers including
their respective movie ratings

m Dataset was anonymized by
changing some ratings and rating
dates

m Together with publicly available
IMDb ratings some user were
identified

28
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https://unsplash.com/photos/L8tWZT4CcVQ

m Mid-1990’s Massachusetts
purchased health insurance for
state employees

m Patient data was released

m Explicit identifiers (name,
address) were removed

m Governor of Massachusetts
assured data had been properly
scrubbed

m Lanaya Sweeney used zip code,
birthday and gender to-identify
governor’s medical history

29



Data anonymization Failure Example - AOL search log E
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https://unsplash.com/photos/npxXWgQ33ZQ

m 2006 AOL released 20m web
search queries for over 650.000
users

m Direct identifiers were deleted

m Search queries were grouped by
pseudonymized user ID

m Based on search queries and
phone book listings, a
sixty-two-year-old widow was
tracked down

30
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m kK-Anonymity
o Generalization and Suppression
m Differential privacy
o Random noise but preserves statistical properties
m t-Closeness
o Similar to k-Anonymity but under consideration of the distribution of the attribute
m |-Diversity
o Similar to k-Anonymity but ensures that each group is diverse
m Data perturbation
o Random noise
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Seminar Topic - Summarized

Hasso
Plattner
Institut

F1
Fairness

Al model
performance

Data Quality Anonymization

consistent representation k-Anonymity
completeness Mondrian
accuracy Top-Down Greedy Anonymization
uniqueness Optimal Lattice Anonymization
MinGen
Flash

Differential Privacy
?7??
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Team Tasks ﬂ
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d Form a team and choose one of the given k-Anonymity algorithms

[ Each team will have the following tasks (minimal):

-

Read paper about assigned k-Anonymity algorithm and understand the given code
Find one Differential Privacy algorithm, read and present the paper

Implement Differential Privacy algorithm

Measure Data Quality

Incorporate code into given ML pipeline

Conduct experiments

Write about the results in the technical report

In between: present your related work papers

U0 d o0 d o d o

Implement more k-Anonymity and Differential Privacy algorithms
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