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What about you?

Python?

HPI or Guest?

Which Semester?

Experience with 
ML?
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❏ Research Questions

❏ How do anonymization techniques influence 

(training/testing) data quality? 

❏ …and performance of AI models?

Seminar Topic
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AI model
performance

Data Quality Anonymization

F1
Fairness

consistent representation
completeness
representativity
balance
uniqueness
…

k-Anonymity
Mondrian
Top-Down Greedy Anonymization
Optimal Lattice Anonymization
…

Differential Privacy
???

Seminar Webpage



Seminar Topic
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❏ Deliverable 

❏ Collaborative paper-style technical report

❏ Code, models, and generated datasets

❏ Teams

❏ 3 teams of 2 students each (At most 6 participants)

Seminar Webpage



Group allocation

❏ 3 teams 
❏ ML Framework
❏ 3 k-Anonymity algorithms
❏ 3 differential privacy 

algorithms

Technical presentation of k-Anonymity and Differential 

Privacy algorithm paper
Run first experiments

(Data Quality / ML 

performance)Integrate k-Anonymity in ML pipeline

Mid-term presentation

Implement Differential Privacy algorithm

Extend experiments

(Data Quality / ML 

performance)

End-term presentation

Final paper writing

Main Milestones
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Grading
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Further Procedure

❏ To apply for this seminar (binding):

❏ Email to hazar.harmouch@hpi.de

❏ Deadline: Tuesday 25.04.2023 23:59

❏ Notification: Wednesday 26.04.2023 

❏ Register with the Studienreferat

❏ In case of too many applications, we need to choose randomly.

❏ Group allocation deadline: 27.04.2023
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AI is a Rock Star!
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■ Prediction
□ Weather, natural disaster, predictive maintenance, disease

■ Optimization
□ Planning, traffic, logistics, machine efficiency, site selection

■ Individualization
□ Digital health and personalized medicine, personalized learning recommendation

■ Comfort
□ Sharing, smart home, authentication (face, gait)
□ Autonomous vehicles

■ Intelligence
□ Fraud detection, translation, gaming
□ Robotics

https://unsplash.com/photos/JfolIjRnveY



But...
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AI Failure Example - Amazon’s Recruiting Tool
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❏ The tool automates the 
process of reviewing job 
applicants’ resumes.

❏ It showed bias against 
women.

❏ There are many more 
types of bias.



AI Failure Example- Microsoft Tay Chatbot
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❏ Tay was built to learn from 
interactions to have better 
conversations in the future.

❏ Tay posted racist and 
derogatory offensive 
tweets.



AI Failure Example - Uber Self Driving Car 
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❏ The incident on March 18th 
(2018) took place of the 
inability to classify an object 
as a pedestrian unless that 
object was near a crosswalk.

❏ It was trained on 
unrepresentative training 
data.



AI Failure Example- Erroneous Labels  
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Lesson Learned!
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❏ AI performance is heavily 
influenced by the underlying 
data.

❏ It is important to understand 
this correlation!



Real-world data is raw and dirty
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Real-world data is raw and dirty

Felix Naumann                         
Data Quality 2021
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FIFA registration form (2010)
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Hidden Values / Hidden Value
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Source: Joachim Schmid, FUZZY! Informatik AG

District Street Sum      City           

Department
Embargo flag
Deletion flag

Legal form

Mobile phone
Phone

Cost center

Loading point
Construction site

Administration

Credit info
Commission

Delivery ID
Registration ID



■ Incorrect data:            Accuracy
■ Missing data: Completeness
■ Poor formatting:           Representational consistency

■ Old data:           Timeliness
■ Unknown data source:           Trustworthiness

■ Hard to reach data: Accessibility
■ Slow connection: Latency

■ And many more information quality dimensions

From Data Errors (aka. Data Quality) 
to Data Problems (aka. Information Quality)
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■ Intrinsic IQ
□ Believability, Accuracy, Objectivity, Reputation

■ Contextual IQ
□ Value-added, Relevancy, Timeliness, Completeness, Amount

■ Representational IQ
□ Interpretability, Understandability, Repr. Consistency, Repr. conciseness

■ Accessibility IQ
□ Accessibility, Security

■ And more
□ Customer support, documentation, reliability, latency, price, response 

time, verifiability
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IQ Classification of Wang and Strong

Wang & Strong
Beyond Accuracy: 
What data quality 
means to data 
consumers
Management of 
Information Systems, 
1996, 12(4), 5-34 
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Budach, Lukas, et al. "The Effects of Data Quality on Machine Learning Performance." arXiv preprint arXiv:2207.14529 (2022).



But what’s about data privacy?
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https://unsplash.com/photos/Skf7HxARcoc

Data anonymization: 
“...process by which 
personal data is 
altered in such a way 
that a data subject can 
no longer be identified 
directly or indirectly, 
either by the data 
controller alone or in 
collaboration with any 
other party.”

https://www.iso.org/obp/ui/#iso:std:iso:25237:ed-1:v1:en



■ 2008 Netflix published a dataset 
of 480.000 customers including 
their respective movie ratings

■ Dataset was anonymized by 
changing some ratings and rating 
dates

■ Together with publicly available 
IMDb ratings some user were 
identified

Data anonymization Failure Example - Netflix
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https://unsplash.com/photos/11SgH7U6TmI



■ Mid-1990’s Massachusetts 
purchased health insurance for 
state employees

■ Patient data was released
■ Explicit identifiers (name, 

address) were removed
■ Governor of Massachusetts 

assured data had been properly 
scrubbed

■ Lanaya Sweeney used zip code, 
birthday and gender to-identify 
governor’s medical history

Data anonymization Failure Example - Patient Data
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■ 2006 AOL released 20m web 
search queries for over 650.000 
users

■ Direct identifiers were deleted
■ Search queries were grouped by 

pseudonymized user ID
■ Based on search queries and 

phone book listings, a 
sixty-two-year-old widow was 
tracked down

Data anonymization Failure Example - AOL search log

30
https://unsplash.com/photos/npxXWgQ33ZQ



■ k-Anonymity
□ Generalization and Suppression

■ Differential privacy
□ Random noise but preserves statistical properties

■ t-Closeness
□ Similar to k-Anonymity but under consideration of the distribution of the attribute

■ l-Diversity
□ Similar to k-Anonymity but ensures that each group is diverse

■ Data perturbation
□ Random noise

■ …

Anonymization Techniques
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Seminar Topic - Summarized
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AI model
performance

Data Quality Anonymization

F1
Fairness

consistent representation
completeness
accuracy
uniqueness
…

k-Anonymity
Mondrian
Top-Down Greedy Anonymization
Optimal Lattice Anonymization
—
MinGen
Flash
…

Differential Privacy
???
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Team Tasks
❏ Form a team and choose one of the given k-Anonymity algorithms

❏ Each team will have the following tasks (minimal):

❏ Read paper about assigned k-Anonymity algorithm and understand the given code

❏ Find one Differential Privacy algorithm, read and present the paper

❏ Implement Differential Privacy algorithm

❏ Measure Data Quality

❏ Incorporate code into given ML pipeline

❏ Conduct experiments

❏ Write about the results in the technical report

❏ In between: present your related work papers

❏ Implement more k-Anonymity and Differential Privacy algorithms
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Further Procedure

❏ To apply for this seminar (binding):
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