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Communications of the ACM, September 2022, Vol. 65 No. 9, Page 5 

Why Should We Take Care of Ethics?
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The socioeconomic-political context of this 
technology tsunami is significant. 

MIT economist David Autor, which 
argued that information technology 
was destroying wide swaths of routine 
office and manufacturing jobs, creating 
in their place high-skill jobs. This labor
polarization appeared to bring 
about a shrinking middle class. 

As information technology allowed the flooding of 
Internet users with more information than they could 
digest, tech companies supplied mass customization 
that allowed users to concentrate on information that 
confirmed preconceived opinions, resulting in 
deeper societal polarization. 

Computing has become highly important in 
everyday life during the past 75 years. 



A (Very) Brief Introduction to Ethics
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Ethik = “das sittliche 
(Verständnis)” + 
“Charakter, Sinnesart”

“

”

Die Ethik ist jener Teilbereich der Philosophie, der sich 
mit den Voraussetzungen und der Bewertung 
menschlichen Handelns befasst und ist das methodische 
Nachdenken über die Moral.

Die drei Fragen nach
§ dem „höchsten Gut“
§ dem richDgen Handeln in besDmmten SituaDonen
§ und der Freiheit des Willens 

stehen im Zentrum. 
Source: Wikipedia https://de.wikipedia.org/wiki/Ethik
Last Access: 29.12.2022

https://de.wikipedia.org/wiki/Ethik


Allgemeine Kriterien, Prinzipien und Normen für gutes und schlechtes 
Handeln und für die Bewertung menschlicher Motive und Folgen
■ Sie soll dem Menschen Hilfen für seine sittlichen Entscheidungen liefern
■Moralische Fragen auf der Grundlage lebensweltlicher Einstellungen, 

Wertüberzeugungen und rationaler Argumente
■Die situationsspezifische Anwendung dieser Prinzipien auf neue 

Situationen und Lebenslagen ist nicht durch sie leistbar, sondern Aufgabe 
der praktischen Urteilskraft und des geschulten Gewissens

A (Very) Brief Introduc>on to Ethics

January 4, 2023Scalable Software Engineering 4
Source: Wikipedia https://de.wikipedia.org/wiki/Ethik
Last Access: 29.12.2022

Sind Lügen ethisch 
gutes oder schlechtes 
Handeln?

https://de.wikipedia.org/wiki/Ethik


Example: Chat GPT-3
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What are all thinkable positive and negative 
consequences you can envision from the system‘s use for 

direct and indirect stakeholders? (Utilitarianism)

Source: Chat GPT-3 
https://chat.openai.com/chat

https://chat.openai.com/chat


Example: Chat GPT-3
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Source: Chat GPT-3 
https://chat.openai.com/chat

https://chat.openai.com/chat
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Source: https://www.bpa.de/Corona-
Warn-App.1195.0.html

Source: hDps://www.herborn.de/unsere-stadt/herborn-
aktuell/news/mit-luca-app-ins-rathaus/#gsc.tab=0

Role of Ethics in CoronaWarnApp 
and LucaApp

■Privacy
■ Inclusion and 

Diversity
■ Transparency
■Responsibility
■Reliability
■ Trust
■Efficiency
■Comfort
■Knowledge
■…

https://www.bpa.de/Corona-Warn-App.1195.0.html
https://www.herborn.de/unsere-stadt/herborn-aktuell/news/mit-luca-app-ins-rathaus/


There is no fully accepted ethic standard for 
all kinds of soGware products and technologies
■We have norms, laws, and principles but they 

differ between humans, companies, countries etc.
■With the rise of AI, ethical guidelines also appear
□ Guidelines are instances of what is termed 

non-legislaFve policy instruments or soJ law 
□ Significant pracFcal influence on decision-making
□ 2019, 84+ AI guidelines, esp. from G7 countries (incl. EU)
□ Results reveal a global convergence emerging around five ethical principles (transparency, 

jusFce and fairness, non-maleficence, responsibility and privacy)
□ However, with substanFve divergence in relaFon to how these principles are interpreted, why 

they are deemed important, what issue, domain or actors they pertain to, and how they 
should be implemented

Worldwide Ethic Guidelines?
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Source: Anna Jobin, Marcello Ienca and Effy Vayena. The global 
landscape of AI ethics guidelines. nature machine intelligence, 2019.



Example: SAP Guidelines
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SAP’s Guiding Principles for Artificial Intelligence
AI Ethics Steering Committee

October 2021
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Aside: SAP Ethics and Business 
Conduct for Employees
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Aside: SAP Ethics and Business 
Conduct for Employees
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1 INTRODUCTION: A MESSAGE  
FROM OUR CEO

2 OUR VALUES AND CULTURE
2.1 Our “How We Run” Behaviors . . . . . . . . . . . . . .  7

3 ETHICAL BUSINESS AND YOU
3.1 Ask Yourself  . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  9

3.2 Speak Out . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  10

4 ENSURING TRUST IN THE 
WORKPLACE

4.1 Diversity and Inclusion, Anti-Discrimination,  
and Anti-Harassment . . . . . . . . . . . . . . . . . . . . .  13

4.2 Healthy Organization   . . . . . . . . . . . . . . . . . . . .  14

4.3 Conflicts of Interest  . . . . . . . . . . . . . . . . . . . . . .  15

4.4 Protection of SAP Assets . . . . . . . . . . . . . . . . . .  20

4.5 Internal Gift Giving  . . . . . . . . . . . . . . . . . . . . . . .  20

5 ENSURING TRUST IN OUR BUSINESS
5.1 Fraud  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  23

5.2 Organizational Conflicts of Interest  . . . . . . . .  23

5.3 Bribery and Corruption . . . . . . . . . . . . . . . . . . .  24

5.4 Artificial Intelligence  . . . . . . . . . . . . . . . . . . . . .  27

5.5 Intellectual Property, Confidential  
Information, and Personal Data and  
Privacy Rights  . . . . . . . . . . . . . . . . . . . . . . . . . . .  28

5.6 Insider Trading and Inside Information . . . . . .  29

5.7 Financial Statements, Disclosures, and  
Internal Accounting Controls   . . . . . . . . . . . . .  30

5.8 Export Controls and Trade Sanctions   . . . . . .  31

5.9 Anti-Money Laundering and Commitment  
to Combating the Financing of Terrorism   . .  32

6 ENSURING TRUST WITH OUR 
ECOSYSTEM

6.1 Business Relationships with Organizations  . .  34

6.2 Contractual Changes and Unauthorized  
Commitments  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  34

6.3 Reciprocity Deals    . . . . . . . . . . . . . . . . . . . . . . . . 35

6.4 Conduct with Customers    . . . . . . . . . . . . . . . . . .  35

6.5 Conduct with Suppliers . . . . . . . . . . . . . . . . . . .  36

6.6 Conduct with Competitors . . . . . . . . . . . . . . . .  37

6.7 Conduct with Partners . . . . . . . . . . . . . . . . . . . .  39

7 ENSURING TRUST BY SOCIETY
7.1 Communication . . . . . . . . . . . . . . . . . . . . . . . . . .  42

7.2 Human Rights  . . . . . . . . . . . . . . . . . . . . . . . . . . .  43

7.3 Corporate Social Responsibility   . . . . . . . . . . .  44

7.4 Commitment to Improving Our  
Environmental Performance   . . . . . . . . . . . . . .  44

7.5 Political Activities  . . . . . . . . . . . . . . . . . . . . . . . .  45

© 2022 SAP SE or an SAP affiliate company. All rights reserved.
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Aside: SAP Ethics and Business 
Conduct for Employees
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IEEE 7000 Standard Model Process for Addressing 
Ethical Concerns During System Design
■Gives organization’s IT departments clear and early 

guidance on how to build ‘valuable’ systems in 
awareness of ethical issues

■ Risk of technology degrading humanity is reduced
■Helps companies to comply with regulations and 

investors to make better decisions

Introduces a new role: Value Expert combining 
humanities, ethics, technology, and management

Value-based Engineering 
for Ethics by Design
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Source: Sarah Spiekermann, Till Winkler. Value-based engineering for 
ethics by design. IEEE preprint, 2020.



Value = "Something worthwhile" or “principles of the ought-to-be”
■Grounded in philosophical knowledge first 

established by Max Scheler et.al.
■Human rights are values themselves, 

norms are value dispositions
■ But values can also be negative
■ Systems do not “have” values, but they 

"bear" or “carry” them if they have the 
necessary dispositions built into them

■ Values are constituted by a multitude of 
value qualities in a context which form a 
network structure conditioning each other

Values, Stakeholders and Context 
(1/2)
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Source: Sarah Spiekermann, Till Winkler. Value-based engineering for 
ethics by design. IEEE preprint, 2020.



Values are a "soG" element in the engineering domain
■ RelaDvely fuzzy and malleable in its meaning
■Difficult to measure and hard to proof at the end of a project

Stakeholders are all those persons or enVVes who are impacted by the 
posiVve and negaVve value effects the system creates

Context greatly influences whether a behavior is right or wrong
■ Future can only be anDcipated marginally
■Generic technologies should be reflected on possible future scenarios

Values, Stakeholders and Context 
(2/2)
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Source: Sarah Spiekermann, Till Winkler. Value-based engineering for 
ethics by design. IEEE preprint, 2020.



Value-based Engineering 
for Ethics by Design
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Source: Sarah Spiekermann, Till Winkler. Value-based engineering for 
ethics by design. IEEE preprint, 2020.

Engineers deserve to be called “ethical” if they regard their 
systems as “value bearers” and then genuinely intent to 

create controllable and transparent systems by embedding 
respective positive “value dispositions” into them

“
”



Value-based Engineering 
Has Three Phases
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2. Value Exploration 3. Ethically-aligned Design
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Value-driven continous system 
roadmap improvement

1. Concept 
and Context 
Exploration

System requirements 
can be the start for 
agile development

Transparency and Stakeholder Management + Top-Management Involvement

Source: Sarah Spiekermann, Till Winkler. Value-based engineering for 
ethics by design. IEEE preprint, 2020.



Starts with a System of Interest (SOI), not needs!
■ The real-world deployment space is explored 
■ Contextual diagrams visualize data flows to analyze System of Interest 

boundaries and vulnerabilities 
■ The System of Systems (SOS) partners need to be reviewed as well
■ Relevant direct and indirect stakeholders are identified in their various roles 

1. Concept and Context Explora>on
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2. Value Exploration 3. Ethically-aligned Design
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2. Value Explora>on
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Explore and analyze the value space by going into “philosophical mode”
■What value qualities a technology might contribute to a context & what value 

qualities might be destroyed
■Have a ‘value ontology’
■Multiple moral philosophies to elicit relevant values and being sensitive to locality 
■ Values are not traded-off, but clustered and ranked 
■ Prioritized values are conceptually analyzed Source: Sarah Spiekermann, Till Winkler. Value-based engineering for 

ethics by design. IEEE preprint, 2020.

2. Value Exploration 3. Ethically-aligned Design
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2. Value Exploration: 
Philosophical Mode
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Source: Sarah Spiekermann, Till Winkler. Value-based engineering for 
ethics by design. IEEE preprint, 2020.

Stakeholders try to envision everything that might go wrong with the system and 
also all that the SOI could do good for the world in which it will become effective
1. What are all thinkable positive and negative consequences you can envision from 

the system’s use for direct and indirect stakeholders? (Utilitarianism) 
2. What are the negative implications of the system for the character and/or 

personality of direct and indirect stakeholders; that is, which virtue harms or 
vices could result from widespread use? (Virtue Ethics) 

3. Which of the identified values and virtues would you consider as so important in 
terms of your personal maxims that you would want their protection to be 
recognized as a universal law? (Duty Ethics) 



2. Value Exploration: 
Core Value Priorization
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Source: Sarah Spiekermann, Till Winkler. Value-based engineering for 
ethics by design. IEEE preprint, 2020.

Three complementary analyses are recommended to prioritize core values
1. Resonate with the existing business mission
2. A duty ethical one
3. Check against existing corporate principles, legal frameworks, international 

human rights agreements or other relevant ethical principle lists
■ Choose higher values over lower ones (esp. in case of contradiction)
■ An Ethical Policy Statement should be made publicly available by senior executives 

and lived at the company in practice (not limited to the system itself)
Include outside-in 
point of views 



3. Ethically-aligned Design
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■Generate system requirements for prioriVzed value clusters
□ PrioriDzed value clusters are analyzed as to their ethical value (quality) 

requirements (EVRs)
□ EVRs are subject to risk analysis (Simple-risk (via Personas and Prototypes) vs. 

impact analysis (see Project Management Slides))
□ Traceability and transparency is created within a Value Register

Source: Sarah Spiekermann, Till Winkler. Value-based engineering for 
ethics by design. IEEE preprint, 2020.

2. Value Exploration 3. Ethically-aligned Design
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Ethics in SoGware Engineering
■We all have an ethical responsibility esp. with respect to applicaDons we have or 

will build
■ Ethics in Sohware Engineering can have a large influence on making a product 

successful or fail
■ There is no one ethic standard but many guidelines, norms, policies and even laws
■ Value-based Engineering (IEEE 7000 Standard) enables Ethics by Design

Summary
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“Ethics in software engineering is an absolute necessity. We must be 
responsible for the code we write and the systems we build, as they have 
the power to impact society in significant ways.

— Linus Torvalds (Found by ChatGPT) ”
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